Online Criminal Activities 
FS-ISAC Testimony
 September 14, 2009


Testimony of

William B. Nelson

On Behalf of the

The Financial Services Information Sharing & Analysis Center

Before the

United States Senate

Committee on 

Homeland Security and Governmental Affairs

September 14, 2009
FS-ISAC Background

Chairman Lieberman, Ranking Member Collins, and members of the committee, my name is William B. Nelson, I am President and CEO of the Financial Services Information Sharing & Analysis Center (FS-ISAC).  I want to thank you for this opportunity to address the U.S. Senate Homeland Security and Government Affairs Committee on the important issue of Cyber Crime and its impact to the financial services industry.

The FS-ISAC was formed in 1999 in response to the 1998 Presidential Decision Directive 63 (PDD63) that called for the public and private sector to work together to address cyber threats to the Nation’s critical infrastructures.  After 9/11, and in response Homeland Security Presidential Directive 7 (HSPD7) and the Homeland Security Act, the FS-ISAC expanded its role to encompass physical threats to our sector.  

The FS-ISAC is a 501(c)6 nonprofit organization and is funded entirely by its member firms and sponsors.  In 2004, there were only 68 members of the FS-ISAC, mostly larger financial services firms.  Since that time the membership has expanded to over 4,100 organizations including commercial banks and credit unions of all sizes, brokerage firms, insurance companies, payments processors, and over 40 trade associations representing the majority of the US financial services sector.  
The FS-ISAC works closely with various government agencies including the U.S. Department of Treasury, Department of Homeland Security, Federal Reserve, United States Secret Service, Federal Bureau of Investigation, National Security Agency, Central Intelligence Agency, and state and local governments. 
With respect to cooperation within the financial services sector, the FS-ISAC is a member of, and by agreement is identified as the operational arm of, the Financial Services Sector Coordinating Council (FSSCC) for Homeland Security and Critical Infrastructure Protection established under HSPD7. We also work closely with other industry groups and trade associations including the American Bankers Association (ABA), Securities Industry and Financial Markets Association (SIFMA), Financial Services Technology Consortium (FSTC) and the BITS division of the Financial Services Roundtable. 

The overall objective of the FS-ISAC is to protect the financial services sector against cyber and physical threats and risk. It acts as a trusted third party that provides anonymity to allow members to submit threat, vulnerability and incident information in a non-attributable and trusted manner so information that would normally not be shared is able to be provided from the originator and shared for the good of the sector, the membership and the nation.  A complete list of FS-ISAC information sharing services and activities include:

· Provision of timely, relevant and actionable cyber & physical email alerts from various sources distributed through the 24x7x365 FS-ISAC Security Operations Center (SOC)
· Preparing cyber security briefings and white papers
· Engagement with private security companies including but not limited to, Verisign/iDefense, Symantec, McAfee and Secure Works to identify threat information of relevance to the membership and the sector.
· Preparing risk mitigation best practices and toolkits
· Subject Matter Expert (SME) committees including the Threat Intelligence Committee and Business Resilience Committee that provide in-depth analyses of risks to the sector, provide technical, business and operational impact assessments and recommend mitigation and remediation strategies and tactics.
· Hosting document repositories for members to share information and documentation with other members
· An anonymous online submission capability to facilitate member sharing of threat, vulnerability and incident information in a non-attributable and trusted manner
· Operation of email list servers supporting attributable information exchange by various special interest groups including the FSSCC, the FS-ISAC Threat Intelligence Committee, a broader Threat Intelligence information sharing list and a new list to support the Payment Processors Information Sharing Council (PPISC) which functions as a Council of the FS-ISAC
· Anonymous surveys that allow members to request anonymized information regarding security best practices at other organizations
· Conducting bi-weekly threat information sharing calls for members to discuss the latest threats, vulnerabilities and incidents and allow guest speakers on risk related subjects
· Providing emergency threat or incident notifications to all members using the Critical Infrastructure Notification System (CINS)
· Conducting emergency conference calls to share information with the membership and solicit input and collaboration.
· Developing and testing crisis management procedures for the sector in collaboration with the FSSCC and other industry bodies.
· Conducting semi-annual Member Meetings and conferences
· Conducting online presentations and regional outreach programs to educate small to medium sized regional financial services firms on threats, risks and best practices.
A key factor in all of these activities is trust.  The FS-ISAC works to facilitate development of trust between its members, with other organizations in the financial services sector, with other sectors, and with government organizations particularly the law enforcement and intelligence communities.
Public/Private Sector Response to the Cyber Crime issue
The FS-ISAC is well aware through its information sharing arrangements with both public and private sector organizations that criminal threats are targeting US financial institutions, businesses and consumers. However, discussions with a number of larger financial institutions reveals that cyber crime losses currently only account for a small percentage of the overall fraud loss encountered by these institutions.  That is not to say that trend in online fraud is not increasing,  just that when taken in the overall fraud context of an institution, the number of incidents and consequent losses appear lower than losses from other fraudulent activity.

The FS-ISAC and its members do recognize the online criminal threat both to the affected institutions and to consumer confidence posed by these criminal activities and we are taking steps to address areas of concern. 
Law enforcement and a number of government agencies have taken a lead role working with the FS-ISAC, its member organizations, payments processors, and the financial services sector as a whole to combat these types of attacks.  An example of a successful instance of government/financial services sector information sharing occurred on August 24, 2009, when the Federal Bureau of Investigation (FBI), the FS-ISAC and National Automated Clearing House Association (NACHA is the rule-making body for the automated clearing house network) released a joint bulletin concerning account takeover activities targeting business and corporate customers.  The bulletin described the methods and tools employed in recent fraud activities perpetrated against small to medium-size businesses that had been reported to the FBI.  The objective of the information sharing and ultimately the bulletin was to employ FS-ISAC and NACHA subject matter expertise applied to the FBI case information to identify detailed threat detection and risk mitigation strategies for financial institutions and their business customers, whilst preserving the integrity of the FBI’s ongoing investigations.  The bulletin was distributed through the FS-ISAC to its over 4,100 members which includes over 40 member associations such as NACHA, the American Bankers Association, Independent Community Bankers Association, amongst others.  

The risk mitigation tactics that are outlined in the joint FBI/FS-ISAC/NACHA bulletin include information security best practices that are consistent with the Federal Financial Institutions Examination Council’s (FFIEC’s) Guidance, Authentication in an Internet Banking Environment.  However, since regulatory agencies have not focused on account takeover issues specific to this type of attack, the FS-ISAC and NACHA developed a comprehensive list of recommendations to financial institutions to educate their business customers on the need to use online banking services in a secure manner.  (Please note that details of those recommendations are not provided in this testimony due to concerns that this information could be disclosed publicly and used by the criminals to develop new methods and tools to defeat those controls.)  As a result of this bulletin, financial services firms and their business and corporate customers have become more aware of some of the online risks facing them, how to detect malicious and criminal activities, and effective practices to mitigate those risks. 

The FS-ISAC provides the 24x7x365 platform for its members to share information between themselves, with the government and law enforcement, and with other sectors.   The FS-ISAC participates in various cyber exercises such as those conducted by DHS (Cyber Storm I, II, and III) and provides support for FSSCC exercises such as CyberFIRE.  The FS-ISAC is undertaking a major effort on its own to conduct a national Cyber Payment Attack Exercise in the first quarter, 2010.  The plans include a variety of simulated attacks that will test the financial services industry’s ability to respond and react to different types of cyber attacks.  The exercise will also provide a forum to raise awareness regarding best practices and remediation steps to minimize the risk to the financial services firms and their customers from these various types of attacks.  Participation in the exercise will not be limited to FS-ISAC members alone.  In fact, the entire financial services industry will be invited to participate along with the business community and retailers.

From a law enforcement perspective, recent progress has been made against some cyber crime activities.  Indictments have been handed down against several individuals accused with responsibility for the attacks against Hannaford Brothers supermarkets, 7-Eleven and Heartland Payments System.  This is an important step by law enforcement to stem the tide of rising cyber attacks by going after the criminal masterminds behind them.  Arrests have been made in these particular cases but some of the cyber criminals indicted operate in other countries, mostly in Eastern Europe, and they remain at-large.  An area where our Federal Government could help is to force better cooperation from those countries’ governments that fail to cooperate in these types of cyber crime investigations and prosecutions.

Cyber Security Collaborative Efforts by the Financial Services Industry
The FS-ISAC is a member of the Financial Services Sector Coordinating Council (FSSCC) and is viewed as the FSSCC’s operating arm.  Through the FSSCC, the private sector financial service industry collaborates with Financial and Banking Infrastructure Information Committee (FBIIC) which consists of the key financial services industry regulators involved in critical infrastructure protection such as the U.S. Treasury, the Federal Reserve, the Office of the Comptroller of the Currency, Federal Deposit Insurance Corporation, and others.  FSSCC and FBIIC members meet regularly and participate in classified briefings from law enforcement and the intelligence community where important vulnerability and threat information is exchanged.  
Financial regulators are actively involved in developing regulations and supervisory guidance and in conducting focused examinations of information security, vendor management and business continuity controls at financial institutions and major service providers.   There are nearly a dozen booklets covering these key cyber security and business continuity issues in the FFIEC handbook.  
The FS-ISAC also works closely with other key financial services industry groups to protect the industry and its customers against cyber threats.  A few of these organizations include the American Bankers Association (ABA), the Independent Community Bankers Association (ICBA), BITS- the technology and operations division of the Financial Services Roundtable, the Financial Services Technology Consortium (FSTC), and many others.  The following is a partial list of activities that the financial services sector has undertaken to improve the industry’s response to online criminal activities:
· The ABA and ICBA have been instrumental in increasing the membership levels and reach of the FS-ISAC to over 4,100 members today.  And through the FS-ISAC’s 40 association members, the reach of the FS-ISAC is nearly universal to every regulated financial institution in the U.S., regardless of its size.    
· BITS and the Financial Services Roundtable have launched the Identity Theft Assistance Center (ITAC), a nonprofit coalition of financial services companies united to protect their customers from identity theft. ITAC’s victim assistance service – which has helped more than 55,000 consumers recover from identity theft – is available at no cost to the millions of consumers who have an account at an ITAC member company.   

· The FSTC has led a number of important projects to improve the security of member financial institutions and their customers.  This includes a joint project with BITS on a secure web browsing initiative aimed at helping prevent some forms of these attacks.  The FSTC, BITS, ABA, and FS-ISAC have also engaged the Internet Corporation for Assigned Names and Numbers (ICANN) on improving the security and stability of the Internet. 
· Recently, the ABA, FS-ISAC, BITS and FSTC have worked with the Federal government’s General Services Administration, Internal Revenue Service, and the Social Security Administration to develop better ID assurance for online e-government applications.  The goal of this effort is to leverage the “Know Your Customer” requirements that banks, credit unions and other financial services firms employ for ID proofing and turn that into higher levels of assurance for access to online government applications.  The project is in the proposal phase at present and still requires a funding commitment and more definition around the business model and system architecture.  However, it is a prime example of how public/private sector cooperation is beginning to progress in the important area of online ID assurance.
Additional Steps That Industry and the Federal Government Can Take Together
Rather than outline a series of recommendations that the financial services industry should take independently and a separate set of recommendations that the Federal Government should address, I chose to develop a consolidated approach for both.  I think this better illustrates the need and commitment that we must have for public/private sector cooperation in protecting the industry and the nation’s citizens from the growing threat of cyber crime.

1.  Improve Cyber Crime law enforcement
a. There needs to be better and more domestic and international collaboration regarding investigations and prosecutions given the origins of a significant portion of cyber crime.  Countries that have not adopted the Council of Europe’s Convention on Cybercrime should be encouraged to do so.  The Convention is an international, multilateral treaty specifically addressing the need for cooperation in the investigation and prosecution of computer network crimes.
b. Sufficient funding is needed for cyber crime investigations and forensics.  Currently, private sector firms report that some local law enforcement agencies require minimum thresholds before they will take the case.  However, evidence indicates that most of these types of attacks are directed at many firms and their customers so the cumulative dollar value of the crime committed may be many times the amount of one particular loss.

c. Law enforcement must be more responsive to cyber crimes reported by financial services firms.  There needs to be improved communications at a local level between financial services firms and their cyber crime law enforcement contacts and an understanding of how to report these crimes so that action will be taken.

      
2.  Improve Financial Institution Information Security Programs

Regulators and industry need to have a flexible and dynamic approach to cyber security so that individual financial institutions can continue to improve information security programs based on their size, scope of activities, and structure.  This builds on the foundation embodied in the Gramm-Leach-Bliley Act framework and opposes prescriptive, one size fits all or technology-specific approaches.

3.  Stronger Authentication and Encryption

Financial services firms, processors and regulators need to encourage smart use of encryption and stronger authentication through regulatory safe harbors bearing in mind that encryption and authentication solutions must achieve the appropriate balance between security, risk and usability.

 
4. Improve public/private Sector collaboration 
Expanded information sharing between Government agencies and the financial services industry is one of the FS-ISAC’s primary goals.  There needs to be greater private sector access to threat and intelligence from Federal intelligence and law enforcement agencies, administered in a manner that can provide broader protection without providing undue market advantage to a select group or that would compromise ongoing investigations.  Specific recommendations include:
a. Provide financial institutions, networks and processors with timely, “relevant and actionable” information on threats, vulnerabilities, and exploits.
b. Provide the financial services industry with analysis of trends using existing data reporting requirements (e.g., Financial Crimes Enforcement Network’s data of Suspicious Activity Reports which includes computer crimes) 

c. Support ISACs such as the FS-ISAC and sector coordinating councils such as the Financial Services Sector Coordinating Council (FSSCC) for the private sector and the Financial and Banking Information Infrastructure Committee (FBIIC) for the public sector, and support their joint initiatives.
d.  Compile and share data on payment system fraud and security trends 

e. Fund top R&D priorities, such as enrollment and identity credential management and data centric protection strategies (see https://www.fsscc.org/fsscc/reports/2008/RD_Agenda-FINAL.pdf)

5.  Improve the Internet Infrastructure
Use federal procurement power to improve the security of software, hardware and services that support the Internet business infrastructure and applications (i.e., enhanced technology that is implementable and cost appropriate for the market.) 
6.  Education 
More public/private sector collaboration is needed to support educational efforts to increase consumer and business awareness of cyber threats and risk mitigation best practices.  One example of such an effort has been undertaken by the National Cyber Security Alliance in promoting a “Stay Safe Online” campaign as part of the October Cyber Security Awareness month.  Some financial institutions have done a good job of educating their customers re: phishing and other social engineering attacks with information on their websites, mailers and in their bank lobbies regarding safe and secure online banking practices.  One concept that has been discussed by some banks and banking associations in Virginia and West Virginia is to develop a national anti-phishing campaign with a “No Phishing” logo to increase public awareness about this threat.  However, more resources are needed to effectively take that concept and roll it out at a national level.

Thank you again for this opportunity to present this testimony and I look forward to your questions.
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