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Chairman Peters, Ranking Member Portman, and members of the Committee,
thank you for inviting me to testify regarding the role of the Office of Intelligence and
Analysis (I&A) of the Department of Homeland Security (DHS).

As our country faces up to the persistent problem of white supremacist and far-
right violence, as well as a range of other threats, I&A has the potential to play a
constructive role in providing accurate and unbiased intelligence to help guide the
response. At the same time, I&A must ensure that its intelligence collection efforts and
the threat analyses it produces and disseminates do not infringe on civil rights and civil
liberties. This is necessary both to protect our constitutional rights and to maintain the
office’s legitimacy. Given the serious concerns raised by I&A’s past targeting of
protestors and Muslim Americans, this requires, at a minimum, the revitalization of
oversight mechanisms and clarity on how the office will separate First Amendment
protected speech and activities from threats of violence.

Introduction

The Office of Intelligence and Analysis (I&A) supports the mission of the
Department of Homeland Security (DHS) by gathering, receiving, analyzing, and sharing
intelligence.! While I&A does not itself have enforcement functions, it provides
terrorism-related analyses to federal, state, local, tribal, and territorial entities, many of
which are law enforcement agencies who may act on it within their jurisdictions. The
office also shares analyses with private sector and international partners and with other
parts of DHS that carry out enforcement responsibilities.?2 Much of this sharing of
information occurs through fusion centers, which were established to help prevent
terrorist attacks by serving as a hub for federal agencies to share information and analysis
with state and local authorities and the private sector, and to receive information from
those entities.? In other words, 1&A sits at the center of a web of intelligence and law
enforcement agencies spread throughout the country. Its intelligence products and the
guidance it gives to its partners shape their perception of the threat environment we face
and their response.

In light of the role that I&A plays, it is critically important that its output and
advice meet the highest standards of respect for Americans’ civil rights and civil liberties.
This is especially true when it comes to the collection of domestic intelligence, which
presents unique threats because of its obvious overlap with protected political speech and
organizing.

As documented by the Church Committee, established by the U.S. Senate in 1975,
unchecked surveillance authorities allowed the Federal Bureau of Investigation (FBI) to
open over 500,000 files on Americans, including on the National Association for the
Advancement of Colored People, the women’s liberation movement, conservative
Christian groups, and university and church groups opposed to the Vietnam War.* The
Central Intelligence Agency investigated at least 200,000 individuals inside the United
States opposed to the war. These two agencies intercepted hundreds of thousands of



letters, including from the Federation of American Scientists and American peace groups
such as the American Friends Service Committee. The Internal Revenue Service opened

intelligence files on more than 11,000 Americans on the basis of political rather than tax

criteria.

Many of the reforms instituted to curb the systemic abuses discovered by the
Church Committee were rolled back in the wake of the attacks of 9/11. For the last two
decades, we have seen renewed collection of domestic intelligence untethered from
suspicion of criminal activity. This poses several overlapping types of risks: abuse of
authority in order to pursue social and political movements; suppression of speech and
association; invasion of privacy; discriminatory targeting of minority communities; and
politicization.

Unfortunately, there is evidence that I&A has—at time—used its mandate as a
cover for collecting information about minority communities, protest movements, and
journalists. While the examples outlined below reflect only some of I&A’s activities, they
are significant enough to require a serious discussion of whether internal controls and
external oversight have been sufficient to ameliorate civil rights and civil liberties risks.
As DHS in general—and I&A in particular—pivot to responding to domestic terrorism,
there is an even more urgent need to develop more robust safeguards against these risks.®

l. I&A Authorities

The Homeland Security Act of 2002 gives DHS the responsibility for integrating
law enforcement and intelligence information relating to “terrorist threats to the
homeland,” and I&A is authorized to access, receive, and analyze information “in support
of the mission responsibilities of the Department and the functions of the National
Counterterrorism Center.”®

The Intelligence Oversight Guidelines (“guidelines”™) that govern I&A’s
collection, retention, and dissemination of information concerning U.S. persons define
these missions broadly, breaking them down into national missions and departmental
missions.” DHS’s national missions include assisting the president and executive branch
officials “in the development and conduct of foreign, defense, and economic policies or
the protection of the United States national interests from foreign security threats.”®
Departmental missions include assisting DHS, other government agencies and
authorities, and the private sector “in identifying protective and support measures
regarding threats to homeland security.”® Examples include the expected—for example,
the threat of terrorism (both domestic and international), threats to critical infrastructure,
and major disasters—but also the open-ended category of “[s]ignificant threats to the
Nation’s economic security, public health, or public safety.”1? Supporting DHS
leadership and other parts of the Department “in the execution of their lawful missions”
provides a final catch-all basis for intelligence activities.!?



Generally, I&A personnel are only authorized to use “overt collection methods”*?
and to “collect information from publicly available sources.”'? The past decades have
seen an explosion in the quantity and accessibility of publicly available information, and
it is increasingly regarded as an important source of intelligence.'* While this information
is often easily available, it raises First Amendment and privacy concerns. In the words of
the Supreme Court, cyberspace—and social media in particular—is the most important
place for the exchange of views,® implicating core free speech concerns.

I&A combines the information it collects with foreign intelligence from the
Intelligence Community (IC), law enforcement information from federal, state, local,
territorial and tribal sources, and private sector data about critical infrastructure and
strategic resources, as well as information collected by DHS components as part of their
operational activities.!” For example, I&A has access to data submitted by airlines on
people flying to, from, or through the U.S.,*® Department of Motor Vehicle records, law
enforcement and intelligence holdings, immigration records, and more.*® I&A also shares
federal terrorism-related information to and from state and local law enforcement, often
via state, local, and regional law enforcement intelligence fusion centers.?° Private
entities are another source of information, such as LookingGlass Cyber Solutions, a firm
that produced a report on protests against family separation that was widely distributed
by I&A.?!

Based on publicly available information, 1&A can access this smorgasbord of
information so long as it reasonably believes that it supports one of the broad national or
departmental missions described above.?? I1&A’s guidelines allow information to be
“permanently retained” as long as its officials believe it remains relevant.?® Material in
1&A’s repository can be shared easily with a range of federal, state, and local agencies as
long as it would help the recipient carry out legally authorized public safety functions.?*
There is little accountability for what happens to this information. I&A can disseminate
data that it collects on U.S. persons—without suspicion that they are engaged in criminal
activity—»but then has little control on how it is used or how long it is kept by the entity
that receives it, or whether it might be misinterpreted without further context after it is
shared. The office is required to establish internal procedures and audits to ensure
compliance with the guidelines for the protection of U.S. person information, but the
degree to which such measures have been implemented is not clear to the public.?®

In sum, I&A has broad authorities, and its access to information reaches well
beyond what it collects from public sources. Unfortunately, there is limited publicly
available information on when and how I&A uses this information and how it concretely
accounts for civil rights and civil liberties concerns. As described below, however, there is
reason to be concerned about the impact of its activities on Americans’ constitutionally
protected rights.



. Targeting Minority Communities and Protest Movements

As reflected in its guidelines, I&A is prohibited from collecting or disseminating
information based solely on First Amendment protected activities, such as speech and
assembly. It has not always respected this prohibition.

Muslim Americans have often been in its crosshairs for little apparent reason
other than their religion. In 2007, for example, I1&A undertook a study on the Nation of
Islam, in which the office speculated about who would succeed Louis Farrakhan as the
group’s leader. The document was disseminated to hundreds of federal and local officials
and members of Congress. It was quickly withdrawn, with a senior official conceding
that “[t]he organization - despite its highly volatile and extreme rhetoric - has neither
advocated violence nor engaged in violence.”%® The same year, I&A issued a report on
refugees from Somalia. While the report itself is not publicly available, Senators Russ
Feingold (D-WI) and John Rockefeller (R-WV) complained to the then head of I&A that
it inappropriately sought information from a range of federal, state, and local agencies on
“American organizations and American citizens, such as private attorneys, members of
refugee organizations or even church groups” without any “indication of wrongdoing” by
those groups.?” And in May 2008, I&A issued yet another report about innocuous
activities. Titled “TERRORISM WATCHLIST: Information Regarding a Flier Posted at
a Mosque in Ohio Announcing an Upcoming Conference in Georgia,” the report
highlighted a flier announcing an upcoming conference and listing speakers.?® While
these documents were flagged by internal review procedures as potentially violating I&A
guidelines, they demonstrate the Office’s targeting of Muslim Americans for activity that
is far removed from terrorism or violence.

In 2009, I&A published a report on “Rightwing Extremism,”?® which was quickly
quashed. In recent years, the suppression of the report has been cited as evidence of
security agencies’ refusal to take seriously the threat of far-right violence.*® While the
author of the report may have been prescient about a looming danger, the report itself ran
afoul of the prohibition on intelligence based on First Amendment protected expressions
of belief. It started by conceding that I&A had no specific information that “domestic
rightwing terrorists were currently planning acts of violence,” but warned that “rightwing
extremists may be gaining new recruits by playing on their fears about several emergent
issues,” such as the economic recession, the impact of trade agreements on the
availability of jobs, and the election of the first African American president.3* It focused
on the beliefs of people, such as anti-tax, anti-abortion and pro-gun activists, rather than
on any suspected or actual criminal activity. It is a forgotten fact that the report was
issued over the objections of DHS’s Civil Rights and Civil Liberties (CRCL) office and
was criticized by both Republicans and Democrats in Congress, as well as the ACLU, for
targeting nonviolent actors.3

When I&A creates intelligence products about protest movements that involve
some level of violence or criminal activity, it faces a delicate situation because its efforts



can easily slide into (or at least be perceived as) targeting political viewpoints. This has
been the case over the previous year.

Last summer, as racial justice demonstrations triggered by the killing of George
Floyd broke out across the country, 1&A led the expansion of intelligence activities under
the guise of protecting federal courthouses, apparently identifying protestors for agents to
apprehend.® On June 26, 2020, President Trump issued an executive order which
declared that “[i]t is the policy of the United States to prosecute to the fullest extent
permitted under Federal law, and as appropriate, any person or any entity that destroys,
damages, vandalizes, or desecrates a monument, memorial, or statue within the United
States or otherwise vandalizes government property.”3* Among other things, the order
directed DHS to provide “personnel to assist with the protection of Federal monuments,
memorials, statues, or property.”3®

An undated “job aid” published by the legal blog Lawfare shows that DHS
operationalized this order to expand “intelligence activities necessary to mitigate the
significant threat to homeland security.”*® In addition to collecting information about
threats that can reasonably be considered as relating to homeland security (e.g., threats to
law enforcement personnel), analysts were directed to focus on “threats to damage or
destroy any public monument, memorial, or statue.”” The information that could be
collected was defined expansively and included “information that ... informs an overall
assessment” of the threats to monuments. 32

During this operation, DHS engaged in extensive and intrusive surveillance of
protestors: the Washington Post obtained an internal DHS document showing that 1&A
had access to protesters’ communications on the electronic (supposedly encrypted)
messaging app Telegram, and that these conversations were written up in an “intelligence
report” that was disseminated to federal, state, and local law enforcement agencies.3®
Under its governing statute and guidelines, I&A is not authorized to conduct electronic
surveillance but must obtain the assistance of another federal agency (such as the FBI) in
order to obtain private messages. It is not clear how the office obtained access to these
messages.*® While the messages have not been made public, according to the Washington
Post, they did not “show the protesters planning to harass or target police or damage
property,” but instead were focused on “how to avoid encounters with police, particularly
federal officers, who they knew had detained protesters.”*

Journalists too were scrutinized by I&A during this time. The Office compiled
and disseminated three intelligence reports summarizing tweets written by the editor in
chief of Lawfare and a reporter for the New York Times, highlighting their publication of
leaked, unclassified documents about DHS operations in Portland.*?

Reacting to reports in the press, the Chair of the House Intelligence Committee,
Rep. Adam Schiff (D-CA), wrote to the Acting Secretary of DHS, Chad Wolf, and the
Acting Undersecretary of I&A, Brian Murphy, seeking information about the intelligence
activities in response to protests.*® If the reports were true, Schiff said, DHS was



distorting its authorities by treating “threats of graffiti, vandalism, or other minor damage
to monuments, memorials, statutes [sic], and federal buildings ... in the same fashion as
it would seek to counter acknowledged threats to U.S. homeland security, such as
terrorism, significant cyber intrusions, or attacks against federal facilities or personnel.”

Rep. Schiff’s characterization was shared by local officials, who generally
opposed the Department’s intervention.** While I&A’s guidelines identify “[s]ignificant
threats to the Nation’s economic security, public health, or public safety” as a basis for
intelligence operations, it is surely a reach for an entity set up to combat terrorism to turn
its attention to the types of public safety matters that are typically handled by police
forces and local officials.

Shortly afterwards, 1&A withdrew the job aid. While asserting there was more
than one legitimate view of its authority, it stated it was choosing to take a “narrower
interpretation to better align with the threats of concern to I&A.”*

In contrast to its aggressive posture in Portland and vis-a-vis racial justice protests
in general,*® 1&A did not issue any specific warnings ahead of Congress’s certification of
electoral college votes or trigger any special intelligence effort. In testimony submitted to
this committee for a hearing on March 3, 2021, I&A’s Acting Under Secretary, Melissa
Smislova, noted that the office had issuedOffice by pointing to its issuance “strategic
warnings,” both public and non-public, about election-related violence, but conceded that
“concerning information was gathered and evaluated in the weeks prior to the attack on
the U.S. Capitol” and “more should have been done to understand the correlation
between that information and the threat of violence.”*’

The disparate treatment meted out by I&A in the two instances highlighted
above—the racial justice protests in summer 2020 vs. the lead-up to the January 6
insurrection—naturally raises questions about bias and politicization of intelligence and
shows the very real consequences that result. For I&A to be regarded as a reliable and
neutral source of intelligence focused on the very real threats our country faces,
guardrails must be established to prevent a recurrence.

I11.  Confronting the Domestic Terrorism Threat

It is particularly critical that I&A get its house in order as DHS pivots to confront
the threat of domestic terrorism.*® Recent actions by the Department underscore this shift
in focus:

e OnJanuary 27, 2021, the Department’s Acting Secretary issued an National
Terrorism Advisory System (NTAS) Bulletin warning that “some ideologically-
motivated violent extremists with objections to the exercise of governmental
authority and the presidential transition, as well as other perceived grievances
fueled by false narratives, could continue to mobilize to incite or commit
violence.”*® The Bulletin identified specific issues motivating domestic violent



extremists, “including anger over COVID-19 restrictions, the 2020 election
results, and police use of force.” An updated version was issued on May 14,
2021.%0

e In February, Secretary Mayorkas designated domestic violent extremism (DVE) a
“National Priority Area,” which requires state and local grant recipients to
dedicate a portion of the funds received from DHS to combatting DVE.>!

e On May 12, 2021, the Secretary informed the Senate Appropriations Committee
that he had established a dedicated team within I&A to ensure the development of
the “expertise necessary to combat this threat using sound, timely intelligence,”
and explained that DHS plans to leverage the fusion center network, increase
information-sharing, and evaluate how online activities are linked to real-world
violence.*?

DVE (or domestic terrorism) is frequently equated with far-right violence, but the
category actually covers a range of political violence. DHS, like the FBI, specifies five
broad types of DVE threats:

e Racially motivated violent extremism (which melds together in one category
white supremacists and Black separatists, among others);

e Anti-government or anti-authority violent extremists (which includes militias,
sovereign citizens, and anarchists);

e Animal rights and environmental activists;

e Abortion-related extremists; and

e All other domestic terrorism threats. 5

By listing this range of threats, DHS can claim that its response to DVE is
ideology-neutral, an important framing given concerns about freedom of speech and
association that arise in addressing political violence.

Regardless of whether the Department’s programs, including the tasking of 1&A,
are neutral as between ideologies, they are clearly organized to focus on ideologies. The
five threat categories, for example, are defined based on perceived similarities between
ideologies while obscuring or entirely omitting the types of connections that would make
sense from an operational point of view. For example, while both sovereign citizens and
anarchists may be anti-government, they are hardly known for working together. On the
other hand, some militias do have connections to white supremacist groups and a history
of working together.>* This framing elevates the role of what people think over their
actions.

In March 2021, NBC News reported that DHS officials had indicated that the
Department wants to identify online “narratives” that are likely to incite violence and flag
people who may be susceptible to them based on their social media behavior.%® John



Cohen, the Assistant Secretary for Counterterrorism and Threat Prevention, testified
before Congress that the goal is to “identify emerging narratives as early as possible and
assess whether those narratives are likely to influence acts of violence and how fast
they’re spreading across multiple platforms.”% This was confirmed by Secretary
Mayorkas, who said that the Department plans to “review how extremists exploit and
leverage social media and other online platforms, and how online activities are linked to
real-world violence.”>’

In operational terms, the focus on ideologies means that DHS—and particularly
I&A—will be monitoring social media in search of threats. This is likely to be both
ineffective and invasive, while sweeping in reams of information, including about
constitutionally protected activities.

Outside of overt planning for violence of the type that was evident in the days
leading up to the January 6 attack on the Capitol, targeting what people say online is
unlikely to be an effective means of addressing the DVE threat.>® The reason for this is
simple: large numbers of people believe the types of narratives that DHS identified as
drivers of violence in its January 27 NTAS Bulletin. Anti-immigrant sentiment has a long
history in the U.S.; many people believe that the measures taken to control COVID-19
infringe on their freedoms; millions of Americans, including 65 percent of Republicans,
dispute the results of the 2020 elections;° and police use of force against African
Americans triggered demonstrations across the country last summer. These narratives can
be found on social media platforms of all stripes, as well as on popular cable TV shows.
They are hardly a way of distinguishing potentially violent actors from those who simply
hold these views.

In fact, DHS’s previous attempts to identify pre-terrorism indicators for
international terrorism (i.e., violence connected to or inspired by groups like Al Qaeda
and ISIS) show that such an endeavor is likely futile. The Department has given millions
of dollars in funding to researchers to identify the precursors to extremist violence. While
these researchers can make lists of factors that—when viewed retrospectively—seem to
have contributed to an individual’s decision to turn to violence, they uniformly caveat
their work by noting that there are no indicators or hallmarks of someone who is about to
become violent. As noted in a major DHS-commissioned study of terrorism prevention
efforts conducted by the RAND Corporation: “Because there are no unambiguous early
indicators of future violent behavior, the performance of risk assessment tools and
methods to distinguish individuals who appear to be threats from those who actually do
pose a threat is limited[.]®°

Moreover, there are severe limitations on the use of social media as a source for
understanding the DVE threat. As the Acting Undersecretary of I&A recently
acknowledged, “actual intent to carry out violence can be difficult to discern from the
angry, hyperbolic — and constitutionally protected — speech and information commonly
found on social media and other online platforms.”®! Social media poses multiple



challenges when it comes to accurately interpreting a speaker’s intent, from the absence
of “traditional context clues” that signal meaning to the different conventions that govern
discourse on social media to variable uses of the technology depending upon the
participant’s age and background.®? These barriers to interpretation are particularly acute
when the reader lacks a shared context with the speaker.

DHS’s previous attempts to use social media to identify threats amply
demonstrate these limitations. In 2016, the Department piloted several programs that
attempted to use social media to vet visa applicants. A February 2017 DHS Inspector
General audit of these programs found that DHS had not measured their effectiveness,
rendering them an inadequate basis on which to build broader initiatives.®* USCIS
evaluations of three out of the four programs used to vet refugees reported that
information from social media “did not yield clear, articulable links to national security
concerns,” even when an applicant was flagged as a potential threat through other
channels.®* Officials pointed out that they were unable to reliably match social media
accounts to the individual being vetted, and even where the correct accounts were found,
it was hard to determine “with any level of certainty” the context and reliability of what
they were reviewing.%®

Another DHS effort to collect social media information also recently ran into
trouble. In September 2019, the Department proposed a new rule authorizing it to collect
social media identifiers from roughly 33 million people annually on its travel and
immigration forms. In April, the White House’s Office of Information and Regulatory
Affairs (OIRA), the White House office that reviews federal regulations, rejected the
proposal on the grounds that DHS had not “adequately demonstrated the practical utility
of collecting this information.”® OIRA told the Department that if it submitted a similar
proposal in the future, it must demonstrate the utility of such collection and show that
“such utility outweighs the costs - both monetary and social - of doing so.”

V. Recommendations

To address the concerns raised by the record outlined above, it is critical to
strengthen 1&A’s civil rights and civil liberties safeguards and oversight over its
functions.

First, the clearance authority of the oversight offices (CRCL, Privacy, the Office
of the General Counsel, and I&A’s Intelligence Oversight Section) should be restored
and potentially written into law. Starting in 2009, DHS put in place an “interim clearance
process” that ensured these offices reviewed all unclassified intelligence analysis before
it was issued.®” Disagreements were elevated to the Deputy Secretary for decision.®® This
process was formalized in 2013 and further elaborated in 2016.%° But these internal rules
were discarded in May 2020, with I&A’s Undersecretary given “final decision authority
for disseminating intelligence products.”’® In July, the oversight offices’ influence was
further diminished; 1&A was given the authority to set time limits on their review and
even publish intelligence products without review in “exigent circumstances.”’* DHS
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leadership should (if it has not already) revive the role of the oversight offices and
Congress should consider mechanisms for ensuring that these critical functions cannot be
so easily side-lined.

Second, regular audits by an appropriate oversight office should be implemented.
Under the current guidelines, I&A’s Intelligence Oversight Officer is tasked with
“periodic reviews” that include “unannounced reviews (i.e., ‘spot checks’), reviews of
audit logs, records reviews, and employee and contractor interviews.”’? If these reviews
reveal any intelligence collection that is “unlawful or contrary to executive or presidential
directive,” the Associate General Counsel for Intelligence reports the conduct to the
Intelligence Oversight Board (a standing component of the President’s Intelligence
Advisory Board) and the Office of the Director of National Intelligence.” Audits by an
office like CRCL, however, would provide an opportunity for a holistic review of civil
rights and civil liberties with the potential to identify program deficiencies or areas for
improvement and training not evident during the more limited reviews currently required.

Third, in light of the fact that social media is a principal forum for political
discussion and the limitations on identifying actual threats through this medium, I&A
should reconsider its plans to monitor these platforms for “narratives” and “grievances.”
At a minimum, it should provide transparency about how it intends to cabin such
monitoring to ensure that it is focused on identifying violent actors rather than simply
keeping tabs on what Americans say on the Internet.

In addition, according to press reports, I&A currently uses human reviewers to
review social media.”* The office should clarify if this is the case or if it is using
automated tools (either directly or via third-party vendors). While these tools are often
hyped by the private companies that sell them, data scientists agree that algorithms that
claim to be able to judge the meaning of text struggle to make even simple
determinations, such as whether a social media post is positive, negative, or neutral.”®

Finally, former Department officials have said that the privacy and due process
concerns arising from DHS operations, including the retention of “huge amounts of data
on individuals,” dwarf those arising out of the National Security Agency’s (NSA) more
publicly scrutinized information collection.’® The Privacy and Civil Liberties Oversight
Board (PCLOB) should review I1&A’s access these data systems to assess the sufficiency
of privacy and civil liberties safeguards.””
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