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PERMANENT SUBCOMMITTEE ON INVESTIGATIONS
REPORT ON
CORRESPONDENT BANKING:

A GATEWAY FOR MONEY LAUNDERING

February 5, 2001

U.S. banks, through the correspondent accounts they provide to
foreign banks, have become conduits for dirty money flowing into
the American financial system and have, as a result, facilitated il-
licit enterprises, including drug trafficking and financial frauds.
Correspondent banking occurs when one bank provides services to
another bank to move funds, exchange currencies, or carry out
other financial transactions. Correspondent accounts in U.S. banks
give the owners and clients of poorly regulated, poorly managed,
sometimes corrupt, foreign banks with weak or no anti-money
laundering controls direct access to the U.S. financial system and
the freedom to move money within the United States and around
the world.

This report summarizes a year-long investigation by the Minority
Staff of the U.S. Senate Permanent Subcommittee on Investiga-
tions, under the leadership of Ranking Democrat Senator Carl
Levin, into correspondent banking and its use as a tool for laun-
dering money. It is the second of two reports compiled by the Mi-
nority Staff at Senator Levin’s direction on the U.S. banking sys-
tem’s vulnerabilities to money laundering. The first report, re-
leased in November 1999, resulted in Subcommittee hearings on
the money laundering vulnerabilities in the private banking activi-
ties of U.S. banks.1

I. Executive Summary

Many banks in the United States have established correspondent
relationships with high risk foreign banks. These foreign banks
are: (a) shell banks with no physical presence in any country for
conducting business with their clients; (b) offshore banks with li-
censes limited to transacting business with persons outside the
licensing jurisdiction; or (c¢) banks licensed and regulated by juris-
dictions with weak anti-money laundering controls that invite
banking abuses and criminal misconduct. Some of these foreign
banks are engaged in criminal behavior, some have clients who are
engaged in criminal behavior, and some have such poor anti-money
laundering controls that they do not know whether or not their cli-
ents are engaged in criminal behavior.

1See “Private Banking and Money Laundering: A Case Study of Opportunities and
Vulnerabilities,” S. Hrg. 106-428 (November 9 and 10, 1999), Minority Staff report at 872.
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These high risk foreign banks typically have limited resources
and staff and use their correspondent bank accounts to conduct op-
erations, provide client services, and move funds. Many deposit all
of their funds in, and complete virtually all transactions through,
their correspondent accounts, making correspondent banking inte-
gral to their operations. Once a correspondent account is open in
a U.S. bank, not only the foreign bank but its clients can transact
business through the U.S. bank. The result is that the U.S. cor-
respondent banking system has provided a significant gateway into
the U.S. financial system for criminals and money launderers.

The industry norm today is for U.S. banks?2 to have dozens, hun-
dreds, or even thousands of correspondent relationships, including
a number of relationships with high risk foreign banks. Virtually
every U.S. bank examined by the Minority Staff investigation had
accounts with offshore banks,3 and some had relationships with
shell banks with no physical presence in any jurisdiction.

High risk foreign banks have been able to open correspondent ac-
counts at U.S. banks and conduct their operations through their
U.S. accounts, because, in many cases, U.S. banks fail to ade-
quately screen and monitor foreign banks as clients.

The prevailing principle among U.S. banks has been that any
bank holding a valid license issued by a foreign jurisdiction quali-
fies for a correspondent account, because U.S. banks should be able
to rely on the foreign banking license as proof of the foreign bank’s
good standing. U.S. banks have too often failed to conduct careful
due diligence reviews of their foreign bank clients, including ob-
taining information on the foreign bank’s management, finances,
reputation, regulatory environment, and anti-money laundering ef-
forts. The frequency of U.S. correspondent relationships with high
risk banks, as well as a host of troubling case histories uncovered
by the Minority Staff investigation, belie banking industry asser-
tions that existing policies and practices are sufficient to prevent
money laundering in the correspondent banking field.

For example, several U.S. banks were unaware that they were
servicing respondent banks4 which had no office in any location,
were operating in a jurisdiction where the bank had no license to
operate, had never undergone a bank examination by a regulator,
or were using U.S. correspondent accounts to facilitate crimes such
as drug trafficking, financial fraud or Internet gambling. In other
cases, U.S. banks did not know that their respondent banks lacked
basic fiscal controls and procedures and would, for example, open
accounts without any account opening documentation, accept de-
posits directed to persons unknown to the bank, or operate without
written anti-money laundering procedures. There are other cases in
which U.S. banks lacked information about the extent to which re-

2The term “U.S. bank” refers in this report to any bank authorized to conduct banking activi-
ties in the United States, whether or not the bank or its parent corporation is domiciled in the
United States.

3The term “offshore bank” is used in this report to refer to banks whose licenses bar them
from transacting business with the citizens of their own licensing jurisdiction or bar them from
transacting business using the local currency of the licensing jurisdiction. See also the Inter-
national Narcotics Control Strategy Report issued by the U.S. Department of State (March
2000)(hereinafter “INCSR 2000”), “Offshore Financial Centers” at 565-77.

4The term “respondent bank” is used in this report to refer to the client of the bank offering
correspondent services. The bank offering the services is referred to as the “correspondent
bank.” All of the respondent banks examined in this investigation are foreign banks.
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spondent banks had been named in criminal or civil proceedings
involving money laundering or other wrongdoing. In several in-
stances, after being informed by Minority Staff investigators about
a foreign bank’s history or operations, U.S. banks terminated the
foreign bank’s correspondent relationship.

U.S. banks’ ongoing anti-money laundering oversight of their cor-
respondent accounts is often weak or ineffective. A few large banks
have developed automated monitoring systems that detect and re-
port suspicious account patterns and wire transfer activity, but
they appear to be the exception rather than the rule. Most U.S.
banks appear to rely on manual reviews of account activity and to
conduct limited oversight of their correspondent accounts. One
problem is the failure of some banks to conduct systematic anti-
money laundering reviews of wire transfer activity, even though
the majority of correspondent bank transactions consist of incoming
and outgoing wire transfers. And, even when suspicious trans-
actions or negative press reports about a respondent bank come to
the attention of a U.S. correspondent bank, in too many cases the
information does not result in a serious review of the relationship
or concrete actions to prevent money laundering.

Two due diligence failures by U.S. banks are particularly note-
worthy. The first is the failure of U.S. banks to ask the extent to
which their foreign bank clients are allowing other foreign banks
to use their U.S. accounts. On numerous occasions, high risk for-
eign banks gained access to the U.S. financial system, not by open-
ing their own U.S. correspondent accounts, but by operating
through U.S. correspondent accounts belonging to other foreign
banks. U.S. banks rarely ask their client banks about their cor-
respondent practices and, in almost all cases, remain unaware of
their respondent bank’s own correspondent accounts. In several in-
stances, U.S. banks were surprised to learn from Minority Staff in-
vestigators that they were providing wire transfer services or han-
dling Internet gambling deposits for foreign banks they had never
heard of and with whom they had no direct relationship. In one in-
stance, an offshore bank was allowing at least a half dozen offshore
shell banks to use its U.S. accounts. In another, a U.S. bank had
discovered by chance that a high risk foreign bank it would not
have accepted as a client was using a correspondent account the
U.S. bank had opened for another foreign bank.

The second failure is the distinction U.S. banks make in their
due diligence practices between foreign banks that have few assets
and no credit relationship, and foreign banks that seek or obtain
credit from the U.S. bank. If a U.S. bank extends credit to a foreign
bank, it usually will evaluate the foreign bank’s management, fi-
nances, business activities, reputation, regulatory environment and
operating procedures. The same evaluation usually does not occur
where there are only fee-based services, such as wire transfers or
check clearing. Since U.S. banks usually provide cash management
services® on a fee-for-service basis to high risk foreign banks and
infrequently extend credit, U.S. banks have routinely opened and
maintained correspondent accounts for these banks based on inad-

5Cash management services are non-credit related banking services such as providing inter-
est-bearing or demand deposit accounts in one or more currencies, international wire transfers
of funds, check clearing, check writing, or foreign exchange services.
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equate due diligence reviews. Yet these are the very banks that
should be carefully scrutinized. Under current practice in the
United States, high risk foreign banks in non-credit relationships
seem to fly under the radar screen of most U.S. banks’ anti-money
laundering programs.

The failure of U.S. banks to take adequate steps to prevent
money laundering through their correspondent bank accounts is
not a new or isolated problem. It is longstanding, widespread and
ongoing.

The result of these due diligence failures has made the U.S. cor-
respondent banking system a conduit for criminal proceeds and
money laundering for both high risk foreign banks and their crimi-
nal clients. Of the ten case histories investigated by the Minority
Staff, numerous instances of money laundering through foreign
banks’ U.S. bank accounts have been documented, including:

—Ilaundering illicit proceeds and facilitating crime by accepting
deposits or processing wire transfers involving funds that the
high risk foreign bank knew or should have known were asso-
ciated with drug trafficking, financial fraud or other wrong-
doing;

—conducting high yield investment scams by convincing inves-
tors to wire transfer funds to the correspondent account to
earn high returns and then refusing to return any monies to
the defrauded investors;

—conducting advance-fee-for-loan scams by requiring loan appli-
cants to wire transfer large fees to the correspondent account,
retaining the fees, and then failing to issue the loans;

—facilitating tax evasion by accepting client deposits, commin-
gling them with other funds in the foreign bank’s cor-
respondent account, and encouraging clients to rely on bank
and corporate secrecy laws in the foreign bank’s home jurisdic-
tion to shield the funds from U.S. tax authorities; and

—facilitating Internet gambling, illegal under U.S. law, by using
the correspondent account to accept and transfer gambling pro-
ceeds.

While some U.S. banks have moved to conduct a systematic re-
view of their correspondent banking practices and terminate ques-
tionable correspondent relationships, this effort is usually rel-
atively recent and is not industry-wide.

Allowing high risk foreign banks and their criminal clients access
to U.S. correspondent bank accounts facilitates crime, undermines
the U.S. financial system, burdens U.S. taxpayers and consumers,
and fills U.S. court dockets with criminal prosecutions and civil liti-
gation by wronged parties. It is time for U.S. banks to shut the
door to high risk foreign banks and eliminate other abuses of the
U.S. correspondent banking system.
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HIGH RISK FOREIGN BANKS
EXAMINED BY PSI MINORITY STAFF INVESTIGATION

NAME OF BANK

CURRENT STATUS

LICENSE AND OPERATION

U.S. CORRESPONDENTS
EXAMINED

MONEY LAUNDERING
CONCERNS

American International Bank (AIB)
1992-1998

In Receivership

Licensed in Antigua/Barbuda
Offshore
Physical presence in Antigua

BAC of Florida

Bank of America
Barnett Bank

Chase Manhattan Bank
Toronto Dominion
Union Bank of Jamaica

Financial fraud money
Nested correspondents
Internet gambling

British Bank of Latin America (BBLA) Closed « Licensed by Bahamas Bank of New York * Drug money from Black
1981-2000 « Offshore Market Peso Exchange
» Physical presence in Bahamas

and Columbia
¢« Wholly owned subsidiary of
Lloyds TSB Bank
British Trade and Commerce Bank [ Open ¢ Licensed by Dominica Banco Industrial de Venezuela | » Financial fraud money
(BTCB) « Offshore (Miami) « High yield investments
1997—present » Physical presence in Dominica First Union National Bank » Nested correspondents
Security Bank N.A. * Internet gambling
Caribbean American Bank (CAB) In Liguidation ¢ Licensed by Antigua/Barbuda U.S. correspondents of AIB « Financial fraud money
1994-1997 « Offshore » Nested correspondents
* No physical presence * Shell bank
European Bank Open ¢ Licensed by Vantuatu ANZ Bank (New York) * Credit card fraud money
1972—present * Onshore Citibank
« Physical presence in Vantuatu
Federal Bank Open ¢ Licensed by Bahamas Citibank * Bribe money
1992—present « Offshore * Shell bank

No physical presence
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HIGH RISK FOREIGN BANKS

EXAMINED BY PSI MINORITY STAFF INVESTIGATION—Continued

NAME OF BANK

CURRENT STATUS

LICENSE AND OPERATION

U.S. CORRESPONDENTS
EXAMINED

MONEY LAUNDERING
CONCERNS

Guardian Bank and Trust (Cayman) Ltd. Closed ¢ Licensed by Cayman Islands Bank of New York » Financial fraud money
1984-1995 « Offshore » Tax evasion
» Physical presence in Cayman Is-
lands
Hanover Bank Open ¢ Licensed by Antigua/Barbuda Standard Bank (Jersey) Ltd.'s | « Financial fraud money
1992—present « Offshore U.S. correspondent, Harris | + Nested correspondents
* No physical presence Bank International (New York) | « Shell bank
M.A. Bank Open ¢ Licensed by Cayman Islands Citibank « Drug money
1991-present » Offshore Union Bank of Switzerland (New | « Shell bank
* No physical presence York)
Overseas Development Bank and Trust | Open ¢ Licensed by Dominica U.S. correspondents of AIB « Financial fraud money
(ODBT) » Offshore AmTrade International (Florida) » Nested correspondents
1996—present * Physical presence in Dominica | Bank One
(formerly in Antigua)
Swiss American Bank (SAB) Open « Licensed by Antigua/Barbuda Bank of America * Financial fraud money
1983—present « Offshore Chase Manhattan Bank * Internet gambling
« Physical presence in Antigua * Drug and illegal arms sales
money
Swiss American National Bank (SANB) Open ¢ Licensed by Antigua/Barbuda Bank of New York » Financial fraud money

1981-present

* Onshore
» Physical presence in Antigua

Chase Manhattan Bank

Drug and illegal arms sales
money

Prepared by Minority Staff of the U.S. Senate Permanent Subcommittee on Investigations, January 2001.
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II. Minority Staff Investigation Into Correspondent Banking

To examine the vulnerability of correspondent banking to money
laundering, the Minority Staff investigation interviewed experts;
reviewed relevant banking laws, regulations and examination
manuals; surveyed U.S. banks about their correspondent banking
practices; reviewed court proceedings and media reports on cases of
money laundering and correspondent banking; and developed ten
detailed case histories of money laundering misconduct involving
U.S. correspondent accounts. The 1-year investigation included
hundreds of interviews and the collection and review of over 25
boxes of documentation, including subpoenaed materials from 19
U.S. banks.

The Minority Staff began its investigation by interviewing a vari-
ety of anti-money laundering and correspondent banking experts.
Included were officials from the U.S. Federal Reserve, U.S. Depart-
ment of Treasury, Internal Revenue Service, Office of the Comp-
troller of the Currency, Financial Crimes Enforcement Network
(“FinCEN”), U.S. Secret Service, U.S. State Department, and U.S.
Department of Justice. Minority Staff investigators also met with
bankers from the American Bankers Association, Florida Inter-
national Bankers Association, and banking groups in the Bahamas
and Cayman Islands, and interviewed at length a number of U.S.
bankers experienced in monitoring correspondent accounts for sus-
picious activity. Extensive assistance was also sought from and pro-
vided by government and law enforcement officials in Antigua and
Barbuda, Argentina, Australia, Bahamas, Cayman Islands, Domi-
nica, Jersey, Ireland, the United Kingdom, and Vanuatu.

Due to a paucity of information about correspondent banking
practices in the United States, the Minority Staff conducted a sur-
vey of 20 banks with active correspondent banking portfolios. The
18-question survey sought information about the U.S. banks’ cor-
respondent banking clients, procedures, and anti-money laundering
safeguards. The survey results are described in Chapter IV.

To develop specific information on how correspondent banking is
used in the United States to launder illicit funds, Minority Staff in-
vestigators identified U.S. criminal and civil money laundering in-
dictments and pleadings which included references to U.S. cor-
respondent accounts. Using these public court pleadings as a start-
ing point, the Minority Staff identified the foreign banks and U.S.
banks involved in the facts of the case, and the circumstances asso-
ciated with how the foreign banks’ U.S. correspondent accounts
became conduits for laundered funds. The investigation obtained
relevant court proceedings, exhibits and related documents, subpoe-
naed U.S. bank documents, interviewed U.S. correspondent bank-
ers and, when possible, interviewed foreign bank officials and gov-
ernment personnel. From this material, the investigation examined
how foreign banks opened and used their U.S. correspondent ac-
counts and how the U.S. banks monitored or failed to monitor the
foreign banks and their account activity.

The investigation included an interview of a U.S. citizen who for-
merly owned a bank in the Cayman Islands, has pleaded guilty to
money laundering, and was willing to explain the mechanics of how
his bank laundered millions of dollars for U.S. citizens through
U.S. correspondent accounts. Another interview was with a U.S.
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citizen who has pleaded guilty to conspiracy to commit money laun-
dering and was willing to explain how he used three offshore banks
to launder illicit funds from a financial investment scheme that de-
frauded hundreds of U.S. citizens. Other interviews were with for-
eign bank owners who explained how their bank operated, how
they used correspondent accounts to transact business, and how
their bank became a conduit for laundered funds. Numerous inter-
views were conducted with U.S. bank officials.

Because the investigation began with criminal money laundering
indictments in the United States, attention was directed to foreign
banks and jurisdictions known to U.S. criminals. The case histories
featured in this report are not meant to be interpreted as identi-
fying the most problematic banks or jurisdictions. To the contrary,
a number of the jurisdictions identified in this report have taken
significant strides in strengthening their banking and anti-money
laundering controls. The evidence indicates that equivalent cor-
respondent banking abuses may be found throughout the inter-
national banking community,® and that measures need to be taken
in major financial centers throughout the world to address the
types of money laundering risks identified in this report.

ITI1. Anti-Money Laundering Obligations

Two laws lay out the basic anti-money laundering obligations of
all United States banks. First is the Bank Secrecy Act which, in
section 5318(h) of Title 31 in the U.S. Code, requires all U.S. banks
to have anti-money laundering programs. It states:

In order to guard against money laundering through financial in-
stitutions, the Secretary [of the Treasury] may require financial
institutions to carry out anti-money laundering programs, includ-
ing at a minimum—(A) the development of internal policies, pro-
cedures, and controls, (B) the designation of a compliance officer,
(C) an ongoing employee training program, and (D) an inde-
pendent audit function to test programs.

The Bank Secrecy Act also authorizes the U.S. Department of the
Treasury to require financial institutions to file reports on currency
transactions and suspicious activities, again as part of U.S. efforts
to combat money laundering. The Treasury Department has ac-
cordingly issued regulations and guidance requiring U.S. banks to
establish anti-money laundering programs and file certain currency
transaction reports (“CTRs”) and suspicious activity reports
(“SARs”).7

6See, for example, “German Officials Investigate Possible Money Laundering,” Wall Street
Journal (1/16/01)(Germany); “Prosecutors set to focus on Estrada bank records,” Business World
(1/15/01)(Philippines); Canada’s Exchange Bank & Trust Offers Look at ‘Brass-Plate’ Banks,”
Wall Street Journal (12/29/00)(Canada, Nauru, St. Kitts-Nevis); “Peru’s Montesinos hires lawyer
in Switzerland to keep bank accounts secret,” Agence France Presse (12/11/00)(Peru, Switzer-
land); “The Billion Dollar Shack,” New York Times Magazine (12/10/00) (Nauru, Russia);
“Launderers put UK banks in a spin,” Financial Times (London)(United Kingdom, Luxembourg,
Switzerland, Nigeria); “Croats Find Treasury Plundered,” Washington Post (6/13/00)(Croatia);
“Arrests and millions missing in troubled offshore bank,” Associated Press (9/11/00)(Grenada);
“Judgement Daze,” Sunday Times (London) (10/18/98)(Ireland); “That’s Laird To You, Mister,”
New York Times (2/27/00)(multiple countries).

7See, for example, 31 C.F.R. §§103.11 and 103.21 et seq. CTRs identify cash transactions
above a specified threshold; SARs identify possibly illegal transactions observed by bank per-
sonnel.
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The second key law is the Money Laundering Control Act of
1986, which was enacted partly in response to hearings held by the
Permanent Subcommittee on Investigations in 1985. This law was
the first in the world to make money laundering an independent
crime. It prohibits any person from knowingly engaging in a finan-
cial transaction which involves the proceeds of a “specified unlaw-
ful activity.” The law provides a list of specified unlawful activities,
including drug trafficking, fraud, theft and bribery.

The aim of these two statutes is to enlist U.S. banks in the fight
against money laundering. Together they require banks to refuse
to engage in financial transactions involving criminal proceeds, to
monitor transactions and report suspicious activity, and to operate
active anti-money laundering programs. Both statutes have been
upheld by the Supreme Court.

Recently, U.S. bank regulators have provided additional guidance
to U.S. banks about the anti-money laundering risks in cor-
respondent banking and the elements of an effective anti-money
laundering program. In the September 2000 “Bank Secrecy Act/
Anti-Money Laundering Handbook,” the Office of the Comptroller
of the Currency (OCC) deemed international correspondent bank-
ing a “high-risk area” for money laundering that warrants “height-
ened scrutiny.” The OCC Handbook provides the following anti-
money laundering considerations that a U.S. bank should take into
account in the correspondent banking field:

A bank must exercise caution and due diligence in determining
the level of risk associated with each of its correspondent ac-
counts. Information should be gathered to understand fully the
nature of the correspondent’s business. Factors to consider in-
clude the purpose of the account, whether the correspondent
bank is located in a bank secrecy or money laundering haven (if
so, the nature of the bank license, i.e., shell/offshore bank, fully
licensed bank, or an affiliate/subsidiary of a major financial insti-
tution), the level of the correspondent’s money laundering pre-
vention and detection efforts, and the condition of bank regula-
tion and supervision in the correspondent’s country.8

The OCC Handbook singles out three activities in correspondent
accounts that warrant heightened anti-money laundering scrutiny
and analysis:

Three of the more common types of activity found in inter-
national correspondent bank accounts that should receive height-
ened scrutiny are funds (wire) transfer[s], correspondent ac-
counts used as “payable through accounts” and “pouch/cash letter
activity.” This heightened risk underscores the need for effective
and comprehensive systems and controls particular to these
types of accounts.®

With respect to wire transfers, the OCC Handbook provides the
following additional guidance:

Although money launderers use wire systems in many ways,
most money launderers aggregate funds from different sources

8“Bank Secrecy Act/Anti-Money Laundering Handbook” (September 2000), at 22.
oId.
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and move them through accounts at different banks until their
origin cannot be traced. Most often they are moved out of the
country through a bank account in a country where laws are de-
signed to facilitate secrecy, and possibly back into the United
States. . . . Unlike cash transactions that are monitored closely,

. [wire transfer systems and] a bank’s wire room are designed
to process approved transactions quickly. Wire room personnel
usually have no knowledge of the customer or the purpose of the
transaction. Therefore, other bank personnel must know the
identity and business of the customer on whose behalf they ap-
prove the funds transfer to prevent money launderers from using
the wire system with little or no scrutiny. Also, review or moni-
toring procedures should be in place to identify unusual funds
transfer activity.10

IV. Correspondent Banking Industry in the United States

Correspondent banking is the provision of banking services by
one bank to another bank. It is a lucrative and important segment
of the banking industry. It enables banks to conduct business and
provide services for their customers in jurisdictions where the
banks have no physical presence. For example, a bank that is li-
censed in a foreign country and has no office in the United States
may want to provide certain services in the United States for its
customers in order to attract or retain the business of important
clients with U.S. business activities. Instead of bearing the costs of
licensing, staffing and operating its own offices in the United
States, the bank might open a correspondent account with an exist-
ing U.S. bank. By establishing such a relationship, the foreign
bank, called a respondent, and through it, its customers, can re-
ceive many or all of the services offered by the U.S. bank, called
the correspondent.1?

Today, banks establish multiple correspondent relationships
throughout the world so they may engage in international financial
transactions for themselves and their clients in places where they
do not have a physical presence. Many of the largest international
banks located in the major financial centers of the world serve as
correspondents for thousands of other banks. Due to U.S. promi-
nence in international trade and the high demand for U.S. dollars
due to their overall stability, most foreign banks that wish to pro-
vide international services to their customers have accounts in the
United States capable of transacting business in U.S. dollars.
Those that lack a physical presence in the United States will do so
through correspondent accounts, creating a large market for those
services.12

10]d. at 23.

11 Similar correspondent banking relationships are also often established between domestic
banks, such as when a local domestic bank opens an account at a larger domestic bank located
in the country’s financial center.

12 International correspondent banking is a major banking activity in the United States in
part due to the popularity of the U.S. dollar. U.S. dollars are one of a handful of major cur-
rencies accepted throughout the world. They are also viewed as a stable currency, less likely
to lose value over time and, thus, a preferred vehicle for savings, trade and investment. Since
U.S. dollars are also the preferred currency of U.S. residents, foreign companies and individuals
seeking to do business in the United States may feel compelled to use U.S. dollars.

In the money laundering world, U.S. dollars are popular for many of the same reasons. In
addition, U.S. residents targeted by financial frauds often deal only in U.S. dollars, and any per-

Continued
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Large correspondent banks in the U.S. manage thousands of cor-
respondent relationships with banks in the United States and
around the world. Banks that specialize in international funds
transfers and process large numbers and dollar volumes of wire
transfers daily are sometimes referred to as money center banks.
Some money center banks process as much as $1 trillion in wire
transfers each day. As of mid-1999, the top five correspondent bank
holding companies in the United States held correspondent account
balances exceeding $17 billion; the total correspondent account bal-
lancef,3 of the 75 largest U.S. correspondent banks was $34.9 bil-
ion.

A. Correspondent Banking Products and Services

Correspondent banks often provide their respondent banks with
an array of cash management services, such as interest-bearing or
demand deposit accounts in one or more currencies, international
wire transfers of funds, check clearing, payable through accounts,4
and foreign exchange services. Correspondent banks also often pro-
vide an array of investment services, such as providing their re-
spondent banks with access to money market accounts, overnight
investment accounts, certificates of deposit, securities trading ac-
counts, or other accounts bearing higher rates of interest than are
paid to non-bank clients. Along with these services, some cor-
respondent banks offer computer software programs that enable
their respondent banks to complete various transactions, initiate
wire transfers, and gain instant updates on their account balances
through their own computer terminals.

With smaller, less well-known banks, a correspondent bank may
limit its relationship with the respondent bank to non-credit, cash
management services. With respondent banks that are judged to be
secure credit risks, the correspondent bank may also afford access
to a number of credit-related products. These services include
loans, daylight or overnight extensions of credit for account trans-
actions, lines of credit, letters of credit, merchant accounts to proc-
ess credit card transactions, international escrow accounts, and
other trade and finance-related services.

An important feature of most correspondent relationships is pro-
viding access to international funds transfer systems.'> These sys-
tems facilitate the rapid transfer of funds across international lines
and within countries. These transfers are accomplished through a
series of electronic communications that trigger a series of debit/

petrator of a fraud planning to take their money must be able to process U.S. dollar checks and
wire transfers. The investigation found that foreign offshore banks often believe wire transfers
between U.S. banks receive less money laundering scrutiny than wire transfers involving an off-
shore jurisdiction and, in order to take advantage of the lesser scrutiny afforded U.S. bank inter-
actions, prefer to keep their funds in a U.S. correspondent account and transact business
through their U.S. bank. In fact, all of the foreign banks examined in the Minority Staff inves-
tigation characterized U.S. dollars as their preferred currency, all sought to open U.S. dollar ac-
counts, and all used their U.S. dollar accounts much more often than their other currency ac-
counts.

13“Top 75 Correspondent Bank Holding Companies,” The American Banker (12/8/99) at 14.

14“Payable through accounts” allow a respondent bank’s clients to write checks that draw di-
rectly on the respondent bank’s correspondent account. See Advisory Letter 95-3, issued by the
Office of the Comptroller of the Currency identifying them as high risk accounts for money laun-
dering. Relatively few banks offer these accounts at the present time.

15“These funds transfer systems include the Society for Worldwide Interbank Financial Tele-
communications (“SWIFT”), the Clearing House Interbank Payments System (“CHIPS”), and the
United States Federal Wire System (“Fedwire”).
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credit transactions in the ledgers of the financial institutions that
link the originators and beneficiaries of the payments. Unless the
parties to a funds transfer use the same financial institution, mul-
tiple banks will be involved in the payment transfer. Cor-
respondent relationships between banks provide the electronic
pathway for funds moving from one jurisdiction to another.

For the types of foreign banks investigated by the Minority Staff,
in particular shell banks with no office or staff and offshore banks
transacting business with non-residents in non-local currencies,
correspondent banking services are critical to their existence and
operations. These banks keep virtually all funds in their cor-
respondent accounts. They conduct virtually all transactions exter-
nal to the bank—including deposits, withdrawals, check clearings,
certificates of deposit, and wire transfers—through their cor-
respondent accounts. Some use software provided by their cor-
respondents to operate their ledgers, track account balances, and
complete wire transfers. Others use their monthly correspondent
account statements to identify client deposits and withdrawals, and
assess client fees. Others rely on their correspondents for credit
lines and overnight investment accounts. Some foreign banks use
their correspondents to provide sophisticated investment services to
their clients, such as high-interest bearing money market accounts
and securities trading. While the foreign banks examined in the in-
vestigation lacked the resources, expertise and infrastructure need-
ed to provide such services in-house, they could all afford the fees
charged by their correspondents to provide these services and used
the services to attract clients and earn revenue.

Every foreign bank interviewed by the investigation indicated
that it was completely dependent upon correspondent banking for
its access to international wire transfer systems and the infrastruc-
ture required to complete most banking transactions today, includ-
ing handling multiple currencies, clearing checks, paying interest
on client deposits, issuing credit cards, making investments, and
moving funds. Given their limited resources and staff, all of the for-
eign banks interviewed by the investigation indicated that, if their
access to correspondent banks were cut off, they would be unable
to function. Correspondent banking is their lifeblood.

B. Three Categories of High Risk Banks

Three categories of banks present particularly high money laun-
dering risks for U.S. correspondent banks: (1) shell banks that have
no physical presence in any jurisdiction; (2) offshore banks that are
barred from transacting business with the citizens of their own li-
censing jurisdictions; and (3) banks licensed by jurisdictions that do
not cooperate with international anti-money laundering efforts.

Shell Banks. Shell banks are high risk banks principally be-
cause they are so difficult to monitor and operate with great se-
crecy. As used in this report, the term “shell bank” is intended to
have a narrow reach and refer only to banks that have no physical
presence in any jurisdiction. The term is not intended to encompass
a bank that is a branch or subsidiary of another bank with a phys-
ical presence in another jurisdiction. For example, in the Cayman
Islands, of the approximately 570 licensed banks, most do not
maintain a Cayman office, but are affiliated with banks that main-
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tain offices in other locations. As used in this report, “shell bank”
is not intended to apply to these affiliated banks—for example, the
Cayman branch of a large bank in the United States. About 75 of
the 570 Cayman-licensed banks are not branches or subsidiaries of
other banks, and an even smaller number operate without a phys-
ical presence anywhere. It is these shell banks that are of concern
in this report. In the Bahamas, out of a total of about 400 licensed
banks, about 65 are unaffiliated with any other bank, and a small-
er subset are shell banks. Some jurisdictions, including the Cay-
man Islands, Bahamas and Jersey, told the Minority Staff inves-
tigation that they no longer issue bank licenses to unaffiliated shell
banks, but other jurisdictions, including Nauru, Vanuatu and Mon-
tenegro, continue to do so. The total number of shell banks oper-
ating in the world today is unknown, but banking experts believe
it comprises a very small percentage of all licensed banks.

The Minority Staff investigation was able to examine several
shell banks in detail. Hanover Bank, for example, is an Antiguan
licensed bank that has operated primarily out of its owner’s home
in Ireland. M.A. Bank is a Cayman licensed bank which claims to
have an administrative office in Uruguay, but actually operated in
Argentina using the offices of related companies. Federal Bank is
a Bahamian licensed bank which serviced Argentinian clients but
appears to have operated from an office or residence in Uruguay.
Caribbean American Bank, now closed, was an Antiguan-licensed
bank that operated out of the offices of an Antiguan firm that sup-
plied administrative services to banks.

None of these four shell banks had an official business office
where it conducted banking activities; none had a regular paid
staff. The absence of a physical office with regular employees
helped these shell banks avoid oversight by making it more dif-
ficult for bank regulators and others to monitor bank activities,
inspect records and question bank personnel. Irish banking au-
thorities, for example, were unaware that Hanover Bank had any
connection with Ireland, and Antiguan banking regulators did not
visit Ireland to examine the bank on-site. Argentine authorities
were unaware of M.A. Bank’s presence in their country and so
never conducted any review of its activities. Cayman bank regu-
lators did not travel to Argentina or Uruguay for an on-site exam-
ination of M.A. Bank; and regulators from the Bahamas did not
travel to Argentina or Uruguay to examine Federal Bank.

The Minority Staff was able to gather information about these
shell banks by conducting interviews, obtaining court pleadings
and reviewing subpoenaed material from U.S. correspondent banks.
The evidence shows that these banks had poor to nonexistent ad-
ministrative and anti-money laundering controls, yet handled mil-
lions of dollars in suspect funds, and compiled a record of dubious
activities associated with drug trafficking, financial fraud and other
misconduct.

Offshore Banks. The second category of high risk banks in cor-
respondent banking are offshore banks. Offshore banks have li-
censes which bar them from transacting banking activities with the
citizens of their own licensing jurisdiction or bar them from
transacting business using the local currency of the licensing juris-
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diction. Nearly all of the foreign banks investigated by the Minority
Staff held offshore licenses.

The latest estimates are that nearly 60 offshore jurisdictions
around the globe 16 have, by the end of 1998, licensed about 4,000
offshore banks.17 About 44% of these offshore banks are thought to
be located in the Caribbean and Latin America, 29% in Europe,
19% in Asia and the Pacific, and 10% in Africa and the Middle
East.1®8 These banks are estimated to control nearly $5 trillion in
assets.19 Since, by design, offshore banks operate in the inter-
national arena, outside their licensing jurisdiction, they have at-
tracted the attention of the international financial community.
Over the past few years, as the number, assets and activities of off-
shore banks have expanded, the international financial community
has expressed increasing concerns about their detrimental impact
on international anti-money laundering efforts.20

Offshore banks pose high money laundering risks in the cor-
respondent banking field for a variety of reasons. One is that a for-
eign country has significantly less incentive to oversee and regulate
banks that do not do business within the country’s boundaries than
for banks that do.21 Another is that offshore banking is largely a
money-making enterprise for the governments of small countries,
and the less demands made by the government on bank owners,
the more attractive the country becomes as a licensing locale. Off-
shore banks often rely on these reverse incentives to minimize
oversight of their operations, and become vehicles for money laun-
dering, tax evasion, and suspect funds.

One U.S. correspondent banker told the Minority Staff that he is
learning that a large percentage of clients of offshore banks are
Americans and, if so, there is a “good chance tax evasion is going
on.” He said there is “no reason” for offshore banking to exist if not
for “evasion, crime, or whatever.” There is no reason for Americans
to bank offshore, he said, noting that if an offshore bank has pri-
marily U.S. clients, it must “be up to no good” which raises a ques-
tion why a U.S. bank would take on the offshore bank as a client.
A former offshore bank owner told the investigation that he
thought 100% of his clients had been engaged in tax evasion which
was why they sought bank secrecy and were willing to pay costly
offshore fees that no U.S. bank would charge.

Another longtime U.S. correspondent banker was asked his opin-
ion of a former offshore banker’s comment that to “take-in” deposits
from U.S. nationals was not a transgression and that not reporting
offshore investments “is no legal concern of the offshore depository
institution.” The correspondent banker said that the comment
showed that the offshore banker “knew his craft.” He said that the
whole essence of offshore banking is “accounts in the name of cor-
porations with bearer shares, directors that are lawyers that sit in

16 See INCSR 2000 at 565. Offshore jurisdictions are countries which have enacted laws allow-
ing the formation of offshore banks or other offshore entities.

17INCSR 2000 at 566 and footnote 3, citing “The UN Offshore Forum,” Working Paper of the
Uriét;g Nations Office for Drug Control and Crime Prevention (January 2000) at 6.

19INCSR 2000 at 566 and footnote 1, citing “Offshore Banking: An Analysis of Micro- and
Macro-Prudential Issues,” Working Paper of the International Monetary Fund (1999), by Luca
Errico and Alberto Musalem, at 10.

20 See, for example, INCSR 2000 discussion of “Offshore Financial Centers,” at 565-77.

21 See also discussion in Chapter V, subsections (D), (E) and (F).
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their tax havens that make up minutes of board meetings.” When
asked if part of the correspondent banker’s job was to make sure
the client bank did not “go over the line,” the correspondent banker
responded if that was the case, then the bank should not be dealing
with some of the bank clients it had and should not be doing busi-
ness in some of the countries where it was doing business.

Because offshore banks use non-local currencies and transact
business primarily with non-resident clients, they are particularly
dependent upon having correspondent accounts in other countries
to transact business. One former offshore banker commented in an
interview that if the American government wanted to get offshore
banks “off their back,” it would prohibit U.S. banks from having
correspondent relationships with offshore banks. This banker noted
that without correspondent relationships, the offshore banks
“would die.” He said “they need an established bank that can offer
U.S. dollars.”

How offshore banks use correspondent accounts to launder funds
is discussed in Chapter VI of this report as well as in a number
of the Case histories. The offshore banks investigated by the Mi-
nority Staff were, like the shell banks, associated with millions of
dollars in suspect funds, drug trafficking, financial fraud and other
misconduct.

Banks in Non-Cooperating Jurisdictions. The third category
of high risk banks in correspondent banking are foreign banks li-
censed by jurisdictions that do not cooperate with international
anti-money laundering efforts. International anti-money laundering
efforts have been led by the Financial Action Task Force on Money
Laundering (“FATF”), an inter-governmental organization com-
prised of representatives from the financial, regulatory and law en-
forcement communities from over two dozen countries. In 1996,
FATF developed a set of 40 recommendations that now serve as
international benchmarks for evaluating a country’s anti-money
laundering efforts. FATF has also encouraged the establishment of
international organizations whose members engage in self and mu-
tual evaluations to promote regional compliance with the 40 rec-
ommendations.

In June 2000, for the first time, FATF formally identified 15
countries and territories whose anti-money laundering laws and
procedures have “serious systemic problems” resulting in their
being found “non-cooperative” with international anti-money laun-
dering efforts. The 15 are: The Bahamas, Cayman Islands, Cook Is-
lands, Dominica, Israel, Lebanon, Liechtenstein, Marshall Islands,
Nauru, Niue, Panama, Philippines, Russia, St. Kitts and Nevis,
and St. Vincent and the Grenadines.22 Additional countries are ex-
pected to be identified in later evaluations.

FATF had previously established 25 criteria to assist it in the
identification of non-cooperative countries or territories.22 The pub-
lished criteria included, for example, “inadequate regulation and
supervision of financial institutions”; “inadequate rules for the li-
censing and creation of financial institutions, including assessing

”, «

the backgrounds of their managers and beneficial owners”; “inad-

22See FATF’s “Review to Identify Non-Cooperative Countries or Territories: Increasing the
Worldwide Effectiveness of Anti-Money Laundering Measures” (6/22/00), at paragraph (64).
23 See FATF’s 1999-2000 Annual Report, Annex A.



293

equate customer identification requirements for financial institu-
tions”; “excessive secrecy provisions regarding financial institu-
tions”; “obstacles to international co-operation” by administrative
and judicial authorities; and “failure to criminalize laundering of
the proceeds from serious crimes.” FATF explained that, “detri-
mental rules and practices which obstruct international co-oper-
ation against money laundering . . . naturally affect domestic pre-
vention or detection of money laundering, government supervision
and the success of investigations into money laundering.” FATF
recommended that, until the named jurisdictions remedied identi-
fied deficiencies, financial institutions around the world should ex-
ercise heightened scrutiny of transactions involving those jurisdic-
tions and, if improvements were not made, that FATF members
“consider the adoption of counter-measures.” 24

Jurisdictions with weak anti-money laundering laws and weak
cooperation with international anti-money laundering efforts are
more likely to attract persons interested in laundering illicit pro-
ceeds. The 15 named jurisdictions have together licensed hundreds
and perhaps thousands of banks, all of which introduce money
laundering risks into international correspondent banking.

C. Survey on Correspondent Banking

In February 2000, Senator Levin, Ranking Minority Member of
the Permanent Subcommittee on Investigations, distributed a sur-
vey on correspondent banking to 20 banks providing correspondent
services from locations in the United States. Ten of the banks were
domiciled in the United States; ten were foreign banks doing busi-
ness in the United States. Their correspondent banking portfolios
varied in size, and in the nature of customers and services in-
volved. The survey of 18 questions was sent to:

ABN AMRO Bank of Chicago, Illinois

Bank of America, Charlotte, North Carolina

The Bank of New York, New York, New York

Bank of Tokyo Mitsubishi Ltd., New York, New York

Bank One Corporation, Chicago, Illinois

Barclays Bank PLC—Miami Agency, Miami, Florida

Chase Manhattan Bank, New York, New York

Citigroup, Inc., New York, New York

Deutsche Bank A.G./Bankers Trust, New York, New York

Dresdner Bank, New York, New York

First Union Bank, Charlotte, North Carolina

FleetBoston Bank, Boston, Massachusetts

HSBC Bank, New York, New York

Israel Discount Bank, New York, New York

MTB Bank, New York, New York

Riggs Bank, Washington, D.C.

Royal Bank of Canada, Montreal, Quebec, Canada

The Bank of Nova Scotia (also called ScotiaBank), New York,
New York

Union Bank of Switzerland AG, New York, New York

Wells Fargo Bank, San Francisco, California

24 FATF 6/22/00 review at paragraph (67).
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All 20 banks responded to the survey, and the Minority Staff
compiled and reviewed the responses. One Canadian bank did not
respond to the questions directed at its correspondent banking
practices, because it said it did not conduct any correspondent
banking activities in the United States.

The larger banks in the survey each have, worldwide, over a half
trillion dollars in assets, at least 90,000 employees, a physical pres-
ence in over 35 countries, and thousands of branches. The smallest
bank in the survey operates only in the United States, has less
than $300 million in assets, 132 employees and 2 branches. Three
fourths of the banks surveyed have over one-thousand cor-
respondent banking relationships and many have even more cor-
respondent banking accounts. Two foreign banks doing business in
the United States had the most correspondent accounts worldwide
(12,000 and 7,500, respectively). The U.S. domiciled bank with the
most correspondent accounts reported over 3,800 correspondent ac-
counts worldwide.

The survey showed an enormous movement of money through
wire transfers by the biggest banks. The largest number of wire
transfers processed worldwide by a U.S. domiciled bank averaged
almost a million wire transfers processed daily. The largest amount
of money processed by a U.S. domiciled bank is over $1 trillion
daily. Eleven of the banks surveyed move over $50 billion each in
wire transfers in the United States each day; 7 move over $100 bil-
lion each day. The smallest bank surveyed moves daily wire trans-
fers in the United States totaling $114 million.

The banks varied widely on the number of correspondent bank-
ing relationship managers employed in comparison to the number
of correspondent banking relationships maintained.2> One U.S.
domiciled bank, for example, reported it had 31 managers world-
wide for 2,975 relationships, or a ratio of 96 to 1. Another bank re-
ported it had 46 relationship managers worldwide handling 1,070
correspondent relationships, or a ratio of 27 to 1. One bank had a
ratio of less than 7 to 1, but that was clearly the exception. The
average ratio is approximately 40 or 50 correspondent relationships
to each relationship manager for U.S. domiciled banks and approxi-
mately 95 to 1 for foreign banks.

In response to a survey question asking about the growth of their
correspondent banking business since 1995, three banks reported
substantial growth, six banks reported moderate growth, two banks
reported a substantial decrease in correspondent banking, one bank
reported a moderate decrease, and seven banks reported that their
correspondent banking business had remained about the same.
Several banks reporting changes indicated the change was due to
a merger, acquisition or sale of a bank or correspondent banking
unit.

The banks varied somewhat on the types of services offered to
correspondent banking customers, but almost every bank offered
deposit accounts, wire transfers, check clearing, foreign exchange,
trade-related services, investment services, and settlement services.
Only six banks offered the controversial “payable through ac-

25 “Relationship manager” is a common term used to describe the correspondent bank employ-
ees responsible for initiating and overseeing the bank’s correspondent relationships.
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counts” that allow a respondent bank’s clients to write checks that
draw directly on the respondent bank’s correspondent account.

While all banks reported having anti-money laundering and due
diligence policies and written guidelines, most of the banks do not
have such policies or guidelines specifically tailored to cor-
respondent banking; they rely instead on general provisions in the
bank-wide policy for correspondent banking guidance and proce-
dures. One notable exception is the “Know Your Customer Policy
Statement” adopted by the former Republic National Bank of New
York, now HSBC USA, for its International Banking Group, that
specifically addressed new correspondent banking relationships. Ef-
fective December 31, 1998, the former Republic National Bank es-
tablished internal requirements for a thorough, written analysis of
any bank applying for a correspondent relationship, including,
among other elements, an evaluation of the applicant bank’s man-
agement and due diligence policies.

In response to survey questions about opening new cor-
respondent banking relationships, few banks said that their due
diligence procedures were mandatory; instead, the majority said
they were discretionary depending upon the circumstances of the
applicant bank. All banks indicated that they followed three speci-
fied procedures, but varied with respect to others. Survey results
with respect to 12 specified account opening procedures were as fol-
lows:

All banks said they:

—Obtain financial statements;
—Evaluate credit worthiness; and
—Determine an applicant’s primary lines of business.

All but two banks said they:

—Verify an applicant’s bank license; and
—Determine whether an applicant has a fixed, operating office
in the licensing jurisdiction.

All but three banks said they:

—Evaluate the overall adequacy of banking supervision in the
jurisdiction of the respondent bank; and
—Review media reports for information on an applicant.

All but four banks said they visit an applicant’s primary office
in the licensing jurisdiction; all but five banks said they determine
if the bank’s license restricts the applicant to operating outside the
licensing jurisdiction, making it an offshore bank. A majority of the
surveyed banks said they inquire about the applicant with the ju-
risdiction’s bank regulators. Only six banks said they inquire about
an applicant with U.S. bank regulators.

A majority of banks listed several other actions they take to as-
sess a correspondent bank applicant, including:

—Checking with the local branch bank, if there is one;
—Checking with bank rating agencies;

—Obtaining bank references; and

—Completing a customer profile.
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The survey asked the banks whether or not, as a policy matter,
they would establish a correspondent bank account with a bank
that does not have a physical presence in any location or whose
only license requires it to operate outside the licensing jurisdiction,
meaning it holds only an offshore banking license. Only 18 of the
20 banks responded to these questions. Twelve banks said they
would not open a correspondent account with a bank that does not
have a physical presence; nine banks said they would not open a
correspondent account with an offshore bank. Six banks said there
are times, depending upon certain circumstances, under which they
would open an account with a bank that does not have a physical
presence in any country; eight banks said there are times when
they would open an account with an offshore bank. The cir-
cumstances include a bank that is part of a known financial group
or a subsidiary or affiliate of a well-known, internationally rep-
utable bank. Only one of the surveyed banks said it would, without
qualification, open a correspondent account for an offshore bank.

Surveyed banks were asked to identify the number of cor-
respondent accounts they have had in certain specified countries,26
in 1995 and currently. As expected, several banks have had a large
number of correspondent accounts with banks in China. For exam-
ple, one bank reported 218 relationships, another reported 103 re-
lationships, and four others reported 45, 43, 39 and 27 relation-
ships, respectively. Seven banks reported more than 30 relation-
ships with banks in Switzerland, with the largest numbering 95 re-
lationships. Five banks reported having between 14 and 49 rela-
tionships each with banks in Colombia.

The U.S. State Department’s March 2000 International Narcotics
Control Strategy Report and the Financial Action Task Force’s
June 2000 list of 15 jurisdictions with inadequate anti-money laun-
dering efforts have raised serious concerns about banking practices
in a number of countries, and the survey showed that in some of
those countries, U.S. banks have longstanding or numerous cor-
respondent relationships. For example, five banks reported having
between 40 and 84 relationships each with banks in Russia, down
from seven banks reporting relationships that numbered between
52 and 282 each in 1995.27 Five banks reported having between 13
and 44 relationships each with banks in Panama. One bank has a
correspondent relationship with a bank in Nauru, and two banks
have one correspondent relationship each with a bank in Vanuatu.
Three banks have correspondent accounts with one or two banks
in the Seychelle Islands and one or two banks in Burma.

There are several countries where only one or two of the sur-
veyed banks has a particularly large number of correspondent rela-
tionships. These are Antigua, where most banks have no relation-
ships but one bank has 12; the Channel Islands, where most banks
have no relationships but two banks have 29 and 27 relationships,
respectively; Nigeria, where most banks have few to no relation-

26 The survey asked about correspondent relationships with banks in Antigua, Austria, Baha-
mas, Burma, Cayman Islands, Channel Islands, China, Colombia, Cyprus, Indonesia, Latvia,
Lebanon, Lichtenstein, Luxembourg, Malta, Nauru, Nigeria, Palau, Panama, Paraguay,
Seychelle Islands, Singapore, Switzerland, Thailand, United Arab Emirates, Uruguay, Vanuatu,
and other Caribbean and South Pacific island nations.

27The survey found that the number of U.S. correspondent relationships with Russian banks
dropped significantly after the Bank of New York scandal of 1999, as described in the appendix.
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ships but two banks have 34 and 31 relationships, respectively; and
Uruguay, where one bank has 28 correspondent relationships and
the majority of other banks have ten or less. One bank reported
having 67 correspondent relationships with banks in the Bahamas;
only two other banks have more than 10 correspondent relation-
ships there. That same bank has 146 correspondent relationships
in the Cayman Islands; only two banks have more than 12 such re-
lationships, and the majority of banks have 2 or less.

The survey asked the banks to explain how they monitor their
correspondent accounts. The responses varied widely. Some banks
use the same monitoring systems that they use with all other ac-
counts—relying on their compliance departments and computer
software for reviews. Others place responsibility for monitoring the
correspondent banking accounts in the relationship manager, re-
quiring the manager to know what his or her correspondent client
is doing on a regular basis. Nine banks reported that they placed
the monitoring responsibility with the relationship manager, re-
quiring that the manager perform monthly monitoring of the ac-
counts under his or her responsibility. Others reported relying on
a separate compliance office in the bank or an anti-money laun-
dering unit to identify suspicious activity. Monitoring can also be
done with other tools. For example, one bank said it added news
articles mentioning companies and banks into an information data-
base available to bank employees.

Several banks reported special restrictions they have imposed on
correspondent banking relationships in addition to the procedures
identified in the survey. One bank reported, for example, that it
prohibits correspondent accounts in certain South Pacific locations
and monitors all transactions involving Antigua and Barbuda,
Belize and Seychelles. Another bank said it requires its relation-
ship managers to certify that a respondent bank does not initiate
transfers to high risk geographic areas, and if a bank is located in
a high risk geographic area, it requires a separate certification.
One bank said its policy is to have a correspondent relationship
with a bank in a foreign country only if the U.S. bank has a phys-
ical presence in the country as well. Similarly, another bank said
it does not accept transfers from or to Antigua, Nauru, Palau, the
Seychelles, or Vanuatu. One bank reported that it takes relation-
ship managers off-line, that is, away from their responsibility for
their correspondent banks, for 10 days at a time to allow someone
else to handle the correspondent accounts as a double-check on the
activity. The Minority Staff did not attempt to examine how these
stated policies are actually put into practice in the banks.

The surveyed banks were asked how many times between 1995
and 1999 they became aware of possible money laundering activi-
ties involving a correspondent bank client. Of the 17 banks that
said they could answer the question, seven said there were no in-
stances in which they identified such suspicious activity. Ten banks
identified at least one instance of suspicious activity. One bank
identified 564 SARs filed due to “sequential strings of travelers
checks and money orders.” The next largest number was 60 SARs
which the surveyed bank said involved “correspondent banking and
possible money laundering.” Another bank said it filed 52 SARs in
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the identified time period. Two banks identified only one instance;
the remaining banks each referred to a handful of instances.

There were a number of anomalies in the survey results. For ex-
ample, one large bank which indicated in an interview that it does
not market correspondent accounts in secrecy havens, reported in
the survey having 146 correspondent relationships with Cayman
Island banks and 67 relationships with banks in the Bahamas,
both of which have strict bank secrecy laws. Another bank said in
a preliminary interview that it would “never” open a correspondent
account with a bank in Vanuatu disclosed in the survey that it, in
fact, had a longstanding correspondent relationship in Vanuatu.
Another bank stated in its survey response it would not open an
account with an offshore bank, yet also reported in the survey that
its policy was not to ask bank applicants whether they were re-
stricted to offshore licenses. Two other banks reported in the sur-
vey that they would not, as a policy matter, open correspondent ac-
counts with offshore or shell banks, but when confronted with in-
formation showing they had correspondent relationships with these
types of banks, both revised their survey responses to describe a
different correspondent banking policy. These and other anomalies
suggest that U.S. banks may not have accurate information or a
complete understanding of their correspondent banking portfolios
and practices in the field.

D. Internet Gambling

One issue that unexpectedly arose during the investigation was
the practice of foreign banks using their U.S. correspondent ac-
counts to handle funds related to Internet gambling. As a result,
the U.S. correspondent banks facilitated Internet gambling, an ac-
tivity recognized as a growing industry providing new avenues and
opportunities for money laundering.

Two recent national studies address the subject: “The Report of
the National Gambling Impact Study Commission,” and a report
issued by the Financial Crimes Enforcement Network (“FinCEN”)
entitled, “A Survey of Electronic Cash, Electronic Banking, and
Internet Gaming.” 28 Together, these reports describe the growth of
Internet gambling and related legal issues. They report that Inter-
net gambling websites include casino-type games such as virtual
blackjack, poker and slot machines; sports event betting; lotteries;
and even horse race wagers using real-time audio and video to
broadcast live races. Websites also typically require players to fill
out registration forms and either purchase “chips” or set up ac-
counts with a minimum amount of funds. The conventional ways
of sending money to the gambling website are: (1) providing a cred-
it card number from which a cash advance is taken; (2) sending a
check or money order; or (3) sending a wire transfer or other remit-
tance of funds.

An important marketing tool for the Internet gambling industry
is the ability to transfer money quickly, inexpensively and se-

28 The National Gambling Impact Study Commission (“NGISC”) was created in 1996 to con-
duct a comprehensive legal and factual study of the social and economic impacts of gambling
in the United States. The NGISC report, published in June 1999, contains a variety of informa-
tion and recommendations related to Internet gambling. The FinCEN report, published in Sep-
tember 2000, examines money laundering issues related to Internet gambling.
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curely.2? These money transfers together with the off-shore loca-
tions of most Internet gambling operations and their lack of regula-
tion provide prime opportunities for money laundering.39 As tech-
nology progresses, the speed and anonymity of the transactions
may prove to be even more attractive to money launderers.

One researcher estimates that in 1997, there were as many as
6.9 million potential Internet gamblers and Internet gambling reve-
nues of $300 million. By 1998, these estimates had doubled, to an
estimated 14.5 million potential Internet gamblers and Internet
gambling revenues of $651 million. The River City Group, an in-
dustry consultant, forecasts that U.S. Internet betting will rise
from $1.1 billion in 1999, to $3 billion in 2002.

Current Federal and State laws. In the United States, gam-
bling regulation is primarily a matter of State law, reinforced by
Federal law where the presence of interstate or foreign elements
might otherwise frustrate the enforcement policies of State law.31
According to a recent Congressional Research Service report, Inter-
net gambling implicates at least six Federal criminal statutes,
which make it a Federal crime to: (1) conduct an illegal gambling
business, 18 U.S.C. §1955 (illegal gambling business); (2) use the
telephone or telecommunications to conduct an illegal gambling
business, 18 U.S.C. §1084 (Interstate Wire Act); (3) use the facili-
ties of interstate commerce to conduct an illegal gambling business,
18 U.S.C. §1952 (Travel Act); (4) conduct the activities of an illegal
gambling business involving either the collection of an unlawful
debt or a pattern of gambling offenses, 18 U.S.C. § 1962 (RICO); (5)
launder the proceeds from an illegal gambling business or to plow
them back into the business, 18 U.S.C. § 1956 (money laundering);
or (6) spend more than $10,000 of the proceeds from an illegal gam-
bling operation at any one time and place, 18 U.S.C. § 1957 (money
laundering).32

The NGISC reports that the laws governing gambling in cyber-
space are not as clear as they should be, pointing out, for example,
that the Interstate Wire Act was written before the Internet was
invented. The ability of the Internet to facilitate quick and easy
interactions across geographic boundaries makes it difficult to
apply traditional notions of State and Federal jurisdictions and,
some argue, demonstrates the need for additional clarifying legisla-
tion.

Yet, there have been a number of successful prosecutions involv-
ing Internet gambling. For example, in March 1998, the U.S. Attor-
ney for the Southern District of New York indicted 21 individuals
for conspiracy to transmit wagers on sporting events via the Inter-

29 More than a dozen companies develop and sell turnkey software for Internet gambling oper-
ations. Some of these companies provide full service packages, which include the processing of
financial transactions and maintenance of offshore hardware, while the “owner” of the gambling
website simply provides advertising and Internet access to gambling customers. These turnkey
services make it very easy for website owners to open new gambling sites.

30 See, for example, the FinCEN report, which states at page 41: “Opposition in the United
States to legalized Internet gaming is based on several factors. First, there is the fear that
Internet gaming . . . offer[s] unique opportunities for money laundering, fraud, and other
crimes. Government officials have also expressed concerns about underage gaming and addictive
gambling, which some claim will increase with the spread of Internet gaming. Others point to
the fact that specific types of Internet gaming may already be illegal under State laws.”

31“Internet Gambling: Overview of Federal Criminal Law,” Congressional Research Service,
CRS Report No. 97-619A (3/17/00), Summary.

32]d.
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net, in violation of the Interstate Wire Act of 1961. At that time,
U.S. Attorney General Janet Reno stated, “The Internet is not an
electronic sanctuary for illegal betting. To Internet betting opera-
tors everywhere, we have a simple message, ‘You can’t hide online
and you can’t hide offshore.’” Eleven defendants pled guilty and
one, Jay Cohen, was found guilty after a jury trial. He was sen-
tenced to 21 months in prison, a 2-year supervised release, and a
$5,000 fine.

In 1997, the Attorney General of Minnesota successfully pros-
ecuted Granite Gate Resorts, a Nevada corporation with a Belize-
based Internet sports betting operation. The lawsuit alleged that
Granite Gate and its president, Kerry Rogers, engaged in deceptive
trade practices, false advertising, and consumer fraud by offering
Minnesotans access to sports betting, since such betting is illegal
under State laws. In 1999, the Minnesota Supreme Court upheld
the prosecution. Missouri, New York, and Wisconsin have also suc-
cessfully prosecuted cases involving Internet gaming.

Given the traditional responsibility of the States regarding gam-
bling, many have been in the forefront of efforts to regulate or pro-
hibit Internet gambling, Several States including Louisiana, Texas,
Illinois, and Nevada have introduced or passed legislation specifi-
cally prohibiting Internet gambling. Florida has taken an active
role, including cooperative efforts with Western Union, to stop
money-transfer services for 40 offshore sports books.33 In 1998, In-
diana’s Attorney General stated as a policy that a person placing
a bet from Indiana with an offshore gaming establishment was en-
gaged in in-state gambling just as if the person engaged in conven-
tional gambling. A number of State attorneys general have initi-
ated court actions against Internet gambling owners and operators,
and several have won permanent injunctions.

Legislation and recommendations. Several States have con-
cluded that only the Federal Government has the potential to effec-
tively regulate or prohibit Internet gambling. The National Asso-
ciation of Attorneys General has called for an expansion in the
language of the Federal anti-wagering statute to prohibit Internet
gambling and for Federal-State cooperation on this issue. A num-
ber of Internet gambling bills have been introduced in Congress.

The National Gambling Impact Study Commission report made
several recommendations pertaining to Internet gambling, one of
which was to encourage foreign governments to reject Internet
gambling organizations that prey on U.S. citizens.

The Minority Staff investigation found evidence of a number of
foreign banks using their U.S. correspondent accounts to move pro-
ceeds related to Internet gambling, including wagers or payments
made in connection with Internet gambling websites, deposits
made by companies managing Internet gambling operations, and
deposits made by companies active in the Internet gambling field
in such areas as software development or electronic cash transfer
systems. One U.S. bank, Chase Manhattan Bank, was fully aware
of Internet gambling proceeds being moved through its cor-

33In December 1997, the Attorney General of Florida and Western Union signed an agree-
ment that Western Union would cease providing Quick Pay money transfer services from Flor-
ida residents to known offshore gaming establishments. Quick Pay is a reduced-fee system nor-
mally used to expedite collection of debts or payment for goods.
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respondent accounts; other U.S. banks were not. Internet gambling
issues are addressed in the case histories involving American Inter-
national Bank, British Trade and Commerce Bank, and Swiss
American Bank.

V. Why Correspondent Banking is Vulnerable to Money
Laundering

Until the Bank of New York scandal erupted in 1999,34 inter-
national correspondent banking had received little attention as a
high-risk area for money laundering. In the United States, the gen-
eral assumption had been that a foreign bank with a valid bank
license operated under the watchful eye of its licensing jurisdiction
and a U.S. bank had no obligation to conduct its own due diligence.
The lesson brought home by the Bank of New York scandal, how-
ever, was that some foreign banks carry higher money laundering
risks than others, since some countries are seriously deficient in
their bank licensing and supervision, and some foreign banks are
seriously deficient in their anti-money laundering efforts.

The reality is that U.S. correspondent banking is highly vulner-
able to money laundering for a host of reasons. The reasons in-
clude: (A) a culture of lax due diligence at U.S. correspondent
banks; (B) the role of correspondent bankers or relationship man-
agers; (C) nested correspondents, in which U.S. correspondent ac-
counts are used by a foreign bank’s client banks, often without the
express knowledge or consent of the U.S. bank; (D) foreign jurisdic-
tions with weak banking or accounting standards; (E) bank secrecy
laws; (F) cross border difficulties; and (G) U.S. legal barriers to
seizing illicit funds in U.S. correspondent accounts.

A. Culture of Lax Due Diligence

The U.S. correspondent banks examined during the investigation
operated, for the most part, in an atmosphere of complacency, with
lax due diligence, weak controls, and inadequate responses to trou-
bling information.

In initial meetings in January 2000, U.S. banks told the inves-
tigation there is little evidence of money laundering through cor-
respondent accounts. Chase Manhattan Bank, which has one of the
largest correspondent banking portfolios in the United States,
claimed that U.S. banks do not even open accounts for small for-
eign banks in remote jurisdictions. These representations, which
proved to be inaccurate, illustrate what the investigation found to
be a common attitude among correspondent bankers—that money
laundering risks are low and anti-money laundering efforts are un-
necessary or inconsequential in the correspondent banking field.

Due in part to the industry’s poor recognition of the money laun-
dering risks, there is substantial evidence of weak due diligence
practices by U.S. banks providing correspondent accounts to foreign
banks. U.S. correspondent bankers were found to be poorly in-
formed about the banks they were servicing, particularly small for-
eign banks licensed in jurisdictions known for bank secrecy or
weak banking and anti-money laundering controls. Account docu-
mentation was often outdated and incomplete, lacking key informa-

34For a description of the Bank of New York scandal, see the appendix.
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tion about a foreign bank’s management, major business activities,
reputation, regulatory history, or anti-money laundering proce-
dures. Monitoring procedures were also weak. For example, it was
often unclear who, if anyone, was supposed to be reviewing the
monthly account statements for correspondent accounts. At larger
banks, coordination was often weak or absent between the cor-
respondent bankers dealing directly with foreign bank clients and
other bank personnel administering the accounts, reviewing wire
transfer activity, or conducting anti-money laundering oversight.
Even though wire transfers were frequently the key activity en-
gaged in by foreign banks, many U.S. banks conducted either no
monitoring of wire transfer activity or relied on manual reviews of
the wire transfer information to identify suspicious activity. Sub-
poenas directed at foreign banks or their clients were not always
brought to the attention of the correspondent banker in charge of
the foreign bank relationship.

Specific examples of weak due diligence practices and inadequate
anti-money laundering controls at U.S. correspondent banks in-
cluded the following:

—Security Bank N.A., a U.S. bank in Miami, disclosed that, for
almost 2 years, it never reviewed for suspicious activity numer-
ous wire transfers totaling $50 million that went into and out
of the correspondent account of a high risk offshore bank called
British Trade and Commerce Bank (BTCB), even after ques-
tions arose about the bank. These funds included millions of
dollars associated with money laundering, financial fraud and
Internet gambling. A Security Bank representative also dis-
closed that, despite an ongoing dialogue with BTCB’s presi-
dent, he did not understand and could not explain BTCB’s
major business activities, including a high yield investment
program promising extravagant returns.

—The Bank of New York disclosed that it had not known that
one of its respondent banks, British Bank of Latin America
(BBLA), a small offshore bank operating in Colombia and the
Bahamas, which moved $2.7 million in drug money through its
correspondent account, had never been examined by any bank
regulator. The Bank of New York disclosed further that: (a) de-
spite being a longtime correspondent for banks operating in
Colombia, (b) despite 1999 and 2000 U.S. National Money
Laundering Strategies’ naming the Colombian black market
peso exchange as the largest money laundering system in the
Western Hemisphere and a top priority for U.S. law enforce-
ment, and (c) despite having twice received seizure orders for
the BBLA correspondent account alleging millions of dollars in
drug proceeds laundered through the Colombian black market
peso exchange, the Bank of New York had not instituted any
special anti-money laundering controls to detect this type of
money laundering through its correspondent accounts.

—Several U.S. banks, including Bank of America and Amtrade
Bank in Miami, were unaware that their correspondent ac-
counts with American International Bank (AIB), a small off-
shore bank in Antigua that moved millions of dollars in finan-
cial frauds and Internet gambling through its correspondent
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accounts, were handling transactions for shell foreign banks
that were AIB clients. The U.S. correspondent bankers appar-
ently had failed to determine that one of AIB’s major lines of
business was to act as a correspondent for other foreign banks,
one of which, Caribbean American Bank, was used exclusively
for moving the proceeds of a massive advance-fee-for-loan
fraud. Most of the U.S. banks had also failed to determine that
the majority of AIB’s client accounts and deposits were gen-
erated by the Forum, an investment organization that has
been the subject of U.S. criminal and securities investigations.

—Bank of America disclosed that it did not know, until tipped
off by Minority Staff investigators, that the correspondent ac-
count it provided to St. Kitts-Nevis-Anguilla National Bank, a
small bank in the Caribbean, was being used to move hun-
dreds of millions of dollars in Internet gambling proceeds.
Bank of America had not taken a close look at the source of
funds in this account even though this small respondent bank
was moving as much as $115 million in a month and many of
the companies named in its wire transfer instructions were
well known for their involvement in Internet gambling.

—Citibank correspondent bankers in Argentina indicated that
while they opened a U.S. correspondent account for M.A. Bank,
an offshore shell bank licensed in the Cayman Islands and op-
erating in Argentina that later was used to launder drug
money, and handled the bank’s day-to-day matters, they did
not, as a rule, see any monthly statements or monthly activity
reports for the bank’s accounts. The Argentine correspondent
bankers indicated that they assumed Citibank personnel in
New York, who handled administrative matters for the ac-
counts, or Citibank personnel in Florida, who run the bank’s
anti-money laundering unit, reviewed the accounts for sus-
picious activity. Citibank’s Argentine correspondent bankers
indicated, however, that they could not identify specific indi-
viduals who reviewed Argentine correspondent accounts for
possible money laundering. They also disclosed that they did
not have regular contact with Citibank personnel conducting
anti-money laundering oversight of Argentine correspondent
accounts, nor did they coordinate any anti-money laundering
duties with them.

—When U.S. law enforcement filed a 1998 seizure warrant alleg-
ing money laundering violations and freezing millions of dol-
lars in a Citibank correspondent account belonging to M.A.
Bank and also filed in court an affidavit describing the frozen
funds as drug proceeds from a money laundering sting,
Citibank never looked into the reasons for the seizure warrant
and never learned, until informed by Minority Staff investiga-
tors in 1999, that the frozen funds were drug proceeds.

—~Citibank had a 10-year correspondent relationship with Banco
Republica, licensed and doing business in Argentina, and its
offshore affiliate, Federal Bank, which is licensed in the Baha-
mas. Citibank’s relationship manager for these two banks told
the investigation that it was “disturbing” and “shocking” to
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learn that the Central Bank of Argentina had reported in audit
reports of 1996 and 1998 that Banco Republica did not have
an anti-money laundering program. When the Minority Staff
asked the relationship manager what he had done to deter-
mine whether or not there was such a program in place at
Banco Republica, he said he was told by Banco Republica man-
agement during his annual reviews that the bank had an anti-
money laundering program, but he did not confirm that with
documentation. The same situation applied to Federal Bank.

—A June 2000 due diligence report prepared by a First Union
correspondent banker responsible for an account with a high
risk foreign bank called Banque Francaise Commerciale (BFC)
in Dominica, contained inadequate and misleading informa-
tion. For example, only 50% of the BFC documentation re-
quired by First Union had been collected, and neither BFC’s
anti-money laundering procedures, bank charter, nor 1999 fi-
nancial statement was in the client file. No explanation for the
missing documentation was provided, despite instructions re-
quiring it. The report described BFC as engaged principally in
“domestic” banking, even though BFC’s monthly account state-
ments indicated that most of its transactions involved inter-
national money transfers. The report also failed to mention
Dominica’s weak banking and anti-money laundering controls.

—A number of U.S. banks failed to meet their internal require-
ments for on-site visits to foreign banks. Internal directives
typically require a correspondent banker to visit a foreign
bank’s offices prior to opening an account for the bank and to
pay annual visits thereafter. Such visits are intended, among
other purposes, to ensure the foreign bank has a physical pres-
ence, to learn more about the bank’s management and busi-
ness activities, and to sell new services. However, in many
cases, the required on-site visits were waived, postponed or
conducted with insufficient attention to important facts. For
example, a Chase Manhattan correspondent banker respon-
sible for 140 accounts said she visited the 25 to 30 banks with
the larger accounts each year and visited the rest only occa-
sionally or never. First Union National Bank disclosed that no
correspondent banker had visited BFC in Dominica for 3 years.
Security Bank N.A. disclosed that it had not made any visits
to BTCB in Dominica, because Security Bank had only one ac-
count on the island and it was not “cost effective” to travel
there. In still another instance, Citibank opened a cor-
respondent account for M.A. Bank, without traveling to either
the Cayman Islands where the bank was licensed or Uruguay
where the bank claimed to have an “administrative office.” In-
stead, Citibank traveled to Argentina and visited offices be-
longing to several firms in the same financial group as M.A.
Bank, apparently deeming that trip equivalent to visiting M.A.
Bank’s offices. Citibank even installed wire transfer software
for M.A. Bank at the Argentine site, although M.A. Bank has
no license to conduct banking activities in Argentina and no of-
fice there. Despite repeated requests, Citibank has indicated
that it remains unable to inform the investigation whether or
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not M.A. Bank has an office in Uruguay. The investigation has
concluded that M.A. Bank is, in fact, a shell bank with no
physical presence in any jurisdiction.

—Harris Bank International, a New York bank specializing in
correspondent banking and international wire transfers, told
the investigation that it had no electronic means for moni-
toring the hundreds of millions of dollars in wire transfers it
processes each day. Its correspondent bankers instead have to
conduct manual reviews of account activity to identify sus-
picious activity. The bank said that it had recently allocated
funding to purchase its first electronic monitoring software ca-
pable of analyzing wire transfer activity for patterns of possible
money laundering.

Additional Inadequacies with Non-Credit Relationships. In
addition to the lax due diligence and monitoring controls for cor-
respondent accounts in general, U.S. banks performed particularly
poor due diligence reviews of high risk foreign banks where no
credit was provided by the U.S. bank. Although often inadequate,
U.S. banks obtain more information and pay more attention to cor-
respondent relationships involving the extension of credit where
the U.S. bank’s assets are at risk than when the U.S. bank is pro-
viding only cash management services on a fee basis.35 U.S. banks
concentrate their due diligence efforts on their larger correspondent
accounts and credit relationships and pay significantly less atten-
tion to smaller accounts involving foreign banks and where only
cash management services are provided.

Money launderers are primarily interested in services that facili-
tate the swift and anonymous movement of funds across inter-
national lines. These services do not require credit relationships,
but can be provided by foreign banks with access to wire transfers,
checks and credit cards. Money launderers may even prefer small
banks in non-credit correspondent relationships since they attract
less scrutiny from their U.S. correspondents. Foreign banks intend-
ing to launder funds may choose to limit their correspondent rela-
tionships to non-credit services to avoid scrutiny and move money
quickly, with few questions asked.

Under current practice in the United States, high-risk foreign
banks in non-credit correspondent relationships seem to fly under
the radar screen of U.S. banks conducting due diligence reviews.
Yet from an anti-money laundering perspective, these are precisely
the banks which—if they hold an offshore license, conduct a shell
operation, move large sums of money across international lines, or
demonstrate other high risk factors—warrant heightened scrutiny.

Specific examples of the different treatment that U.S. banks af-
forded to foreign banks in non-credit relationships included the fol-
lowing:

35 A correspondent bank’s analysis of credit risk does not necessarily include the risk of money
laundering; rather it is focused on the risk of monetary loss to the correspondent bank, and the
two considerations can be very different. For example, one correspondent bank examined in the
investigation clearly rejected a credit relationship with a respondent bank due to doubts about
its investment activities, but did not hesitate to continue providing it with cash management
services such as wire transfers.
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—One Chase Manhattan correspondent banker said that she did
not review the annual audited financial statement of a foreign
bank in a non-credit relationship. Another Chase Manhattan
representative described Chase’s attitude towards non-credit
correspondent relationships as “essentially reactive” and said
there was no requirement to make an annual visit to bank cli-
ents in non-credit relationships.

—Bank of America representatives said that most small cor-
respondent bank relationships were non-credit in nature, Bank
of America “has lots” of these, it views them as “low risk,” and
such relationships do not require an annual review of the re-
spondent bank’s financial statements.

—One bank that maintained a non-credit correspondent relation-
ship for a year with American International Bank (AIB), an
offshore bank which used its correspondent accounts to move
millions of dollars connected to financial frauds and Internet
gambling, sought significantly more due diligence information
when AIB requested a non-secured line of credit. To evaluate
the credit request, the correspondent bank asked AIB to pro-
vide such information as a list of its services; a description of
its marketing efforts; the total number of its depositors and “a
breakdown of deposits according to maturities”; a description of
AIB management’s experience “in view of the fact that your in-
stitution has been operating for only 1 year”; a profile of the
regulatory environment in Antigua”; the latest financial state-
ment of AIB’s parent company, and information about certain
loan transactions between AIB and its parent. Apparently none
of this information was provided a year earlier when the bank
grst established a non-credit correspondent relationship with

1B.

—A Security Bank representative reported that when he encoun-
tered troubling information about British Trade and Commerce
Bank, a bank that used its correspondent accounts to move
millions of dollars connected with financial frauds, he decided
against extending credit to the bank, but continued providing
it with cash management services such as wire transfers, be-
cause he believed a non-credit relationship did not threaten Se-
curity Bank with any monetary loss.

Inadequate Responses to Troubling Information. While
some U.S. banks never learned of questionable activities by their
foreign bank clients, when troubling information did reach a U.S
correspondent banker, in too many cases, the U.S. bank took little
or no action in response. For example:

—Citibank left open a correspondent account belonging to M.A.
Bank and allowed hundreds of millions of dollars to flow
through it, even after receiving a seizure order from U.S. law
enforcement alleging drug money laundering violations and
freezing $7.7 million deposited into the account. Citibank also
failed to inquire into the circumstances surrounding the sei-
zure warrant and, until informed by Minority Staff investiga-
tors, failed to learn that the funds were drug proceeds from a
money laundering sting.
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—Chase Manhattan Bank left open a correspondent account with
Swiss American Bank (SAB), an offshore bank licensed in Anti-
gua and Barbuda, even after SAB projected that it would need
10,000 checks per month and began generating monthly bank
statements exceeding 200 pages in length to process millions
of dollars in Internet gambling proceeds.

—First Union National Bank left open a money market account
with British Trade and Commerce Bank (BTCB) for almost 18
months after receiving negative information about the bank.
When millions of dollars suddenly moved through the account
8 months after it was opened, First Union telephoned BTCB
and asked it to voluntarily close the account. When BTCB re-
fused, First Union waited another 9 months, replete with trou-
bling incidents and additional millions of dollars moving
through the account, before it unilaterally closed the account.

—When Citibank was asked by the Central Bank of Argentina
for information about the owners of Federal Bank, an offshore
bank licensed in the Bahamas with which Citibank had a 10-
year correspondent relationship, Citibank responded that its
“records contain no information that would enable us to deter-
mine the identity of the shareholders of the referenced bank.”
Citibank gave this response to the Central Bank despite clear
information in its own records identifying Federal Bank’s own-
ers. When the Minority Staff asked the relationship manager
to explain Citibank’s response, the relationship manager said
he had the impression that the Central Bank “was trying to
play some kind of game,” that it was “trying to get some legal
proof of ownership.” After further discussion, the relationship
manager said that he now knows Citibank should have an-
swered the letter “in a different way” and that Citibank
“should have done more.”

The investigation saw a number of instances in which U.S. banks
were slow to close correspondent accounts, even after receiving
ample evidence of misconduct. When asked why it took so long to
close an account for Swiss American Bank after receiving troubling
information about the bank, Chase Manhattan Bank representa-
tives explained that Chase had solicited Swiss American as a client
and felt “it wasn’t ethical to say we’ve changed.” Chase personnel
told the investigation, we “couldn’t leave them.” Bank of America
explained its delay in closing a correspondent account as due to
fear of a lawsuit by the foreign bank seeking damages for hurting
its business if the account were closed too quickly. A First Union
correspondent banker expressed a similar concern, indicating that
it first asked BTCB to close its account voluntarily so that First
Union could represent that the decision had been made by the cus-
tomer and minimize its exposure to litigation. The Minority Staff
found this was not an uncommon practice, even though the inves-
tigation did not encounter any instance of a foreign bank’s filing
such a suit.

B. Role of Correspondent Bankers

Correspondent bankers, also called relationship managers,
should serve as the first line of defense against money laundering
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in the correspondent banking field, but many appear to be inad-
equately trained and insufficiently sensitive to the risk of money
laundering taking place through the accounts they manage. These
deficiencies are attributable, in part, to the industry’s overall poor
recognition of money laundering problems in correspondent bank-
ing.

The primary mission of most correspondent bankers is to expand
business—to open new accounts, increase deposits and sell addi-
tional services to existing accounts. But many are also expected to
execute key anti-money laundering duties, such as evaluating pro-
spective bank clients and reporting suspicious activity. Those cor-
respondent bankers are, in effect, being asked to fill contradictory
roles—to add new foreign banks as clients, while maintaining a
skeptical stance toward those same banks and monitoring them for
suspicious activity. The investigation found that some banks com-
pensate their correspondent bankers by the number of new ac-
counts they open or the amount of money their correspondent ac-
counts bring into the bank. The investigation found few rewards,
however, for closing suspect accounts or filing suspicious activity
reports. In fact, the financial incentive is just the opposite; closing
correspondent accounts reduces a bank’s income and can reduce a
correspondent banker’s compensation. The result was that a cor-
respondent banker’s anti-money laundering duties were often a low
priority.

For example, the Bank of America told the Minority Staff inves-
tigation that their relationship managers used to be seen as sales
officers, routinely seeking new accounts, maintaining a “positive
sales approach,” and signing up as many correspondent banks as
possible. Bank of America’s attitude in the early and middle 1990s,
it said, was that “banks are banks” and “you can trust them.” The
bank said it has since changed its approach and is no longer “beat-
ing the bushes” for new correspondent relationships.

Even if correspondent bankers were motivated to watch for signs
of money laundering in their accounts, the investigation found that
most did not have the tools needed for effective oversight. Large
correspondent banks in the United States operate two or three
thousand correspondent accounts at a time and process billions of
dollars of wire transactions each day. Yet until very recently, most
U.S. banks did not invest in the software, personnel or training
needed to identify and manage money laundering risks in cor-
respondent banking. For example, U.S. correspondent bankers re-
ported receiving limited anti-money laundering training and
seemed to have little awareness of the money laundering methods,
financial frauds and other wrongdoing that rogue foreign banks or
their clients perpetrate through correspondent accounts.36 Stand-
ard due diligence forms were sometimes absent or provided insuffi-
cient guidance on the initial and ongoing due diligence information
that correspondent bankers should obtain. Coordination between
correspondent bankers and anti-money laundering bank personnel

36 The case histories in this report provide specific examples of how rogue foreign banks or
their clients are using U.S. correspondent account to launder funds or facilitate crime, including
from drug trafficking, prime bank guarantees, high yield investment scams, advanced-fee-for-
loan scams, stock fraud, Internet gambling and tax evasion. Correspondent bankers appear to
receive little or no training in recognizing and reporting suspicious activity related to such cor-
respondent banking abuses.
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was often lacking. Automated systems for reviewing wire transfer
activity were usually not available. Few banks had pro-active anti-
money laundering programs in place to detect and report suspect
activity in correspondent accounts. The absence of effective anti-
money laundering tools is further evidence of the low priority as-
signed to this issue in the correspondent banking field.

Examples of correspondent bankers insufficiently trained and
equipped to identify and report suspicious activity included the fol-
lowing:

—A Bank of New York relationship manager told the investiga-
tion that there had been little anti-money laundering training
for correspondent banking, but it is “in the developmental
stages now.” The head of Bank of New York’s Latin American
correspondent banking division disclosed that she had received
minimal information about the black market peso exchange
and was unaware of its importance to U.S. law enforcement.
She also said the bank had not instituted any means for de-
tecting this type of money laundering, nor had it instructed its
respondent banks to watch for this problem and refuse wire
transfers from money changers involved in the black market.

—A Chase Manhattan Bank relationship manager who handled
140 correspondent accounts told the investigation that she had
received no anti-money laundering training during her employ-
ment at Chase Manhattan or her prior job at Chemical Bank;
she was not trained in due diligence analysis; the bank had no
standard due diligence forms; and she received no notice of
countries in the Caribbean to which she should pay close atten-
tion when opening or monitoring a correspondent banking rela-
tionship.

—A Bank of America official said that anti-money laundering
training had received little attention for several years as the
bank underwent a series of mergers. The bank said it is now
improving its efforts in this area.

—A relationship manager at the Miami office of Banco Industrial
de Venezuela told the investigation that she had received no
training in recognizing possible financial frauds being com-
mitted through foreign bank correspondent accounts and never
suspected fraudulent activity might be a problem. She indi-
cated that, even after several suspicious incidents involving a
multi-million-dollar letter of credit, a proof of funds letter dis-
cussing a prime bank guarantee, repeated large cash with-
drawals by the respondent bank’s employees, and expressions
of concern by her superiors, no one at the bank explained the
money laundering risks to her or instructed her to watch the
relationship.

A few banks have developed new and innovative anti-money
laundering controls in their correspondent banking units, including
wire transfer monitoring software and pro-active reviews of cor-
respondent bank activity. A number of the banks surveyed or inter-
viewed by the Minority Staff expressed new interest in developing
stronger due diligence and monitoring procedures for correspondent
accounts. But most of the U.S. banks contacted during the inves-
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tigation had not devoted significant resources to help their cor-
respondent bankers detect and report possible money laundering.

C. Nested Correspondents

Another practice in U.S. correspondent banking which increases
money laundering risks in the field is the practice of foreign banks
operating through the U.S. correspondent accounts of other foreign
banks. The investigation uncovered numerous instances of foreign
banks gaining access to U.S. banks—not by directly opening a U.S.
correspondent account—but by opening an account at another for-
eign bank which, in turn, has an account at a U.S. bank, In some
cases, the U.S. bank was unaware that a foreign bank was “nested”
in the correspondent account the U.S. bank had opened for another
foreign bank; in other cases, the U.S. bank not only knew but ap-
proved of the practice. In a few instances, U.S. banks were sur-
prised to learn that a single correspondent account was serving as
a gateway for multiple foreign banks to gain access to U.S. dollar
accounts, U.S. wire transfer systems and other services available in
the United States.

Examples uncovered during the investigation included the fol-
lowing:

—In 1999, First Union National Bank specifically rejected a re-
quest by a Dominican bank, British Trade and Commerce
Bank (BTCB), to open a U.S. correspondent account. First
Union was unaware, until informed by Minority Staff inves-
tigators, that it had already been providing wire transfer serv-
ices to BTCB for 2 years, through BTCB’s use of a First Union
correspondent account belonging to Banque Francaise Com-
merciale (BFC). BFC is a Dominican bank which had BTCB as
a client.

—A Chase Manhattan Bank correspondent banker said that she
was well aware that American International Bank (AIB) was
allowing other foreign banks to utilize its Chase account. She
said that she had no problem with the other banks using AIB’s
correspondent account, since she believed they would otherwise
have no way to gain entry into the U.S. financial system. She
added that she did not pay any attention to the other foreign
banks doing business with AIB and using its U.S. account. One
of the banks using AIB’s U.S. account was Caribbean American
Bank, a bank used exclusively for moving the proceeds of a
massive advance-fee-for-loan fraud.

—The president of Swiss American Bank in Antigua said that no
U.S. bank had ever asked SAB about its client banks, and SAB
had, in fact, allowed at least two other offshore banks to use
SAB’s U.S. accounts.

—Harris Bank International in New York said that its policy was
not to ask its respondent banks about their bank clients. Har-
ris Bank indicated, for example, that it had a longstanding cor-
respondent relationship with Standard Bank Jersey Ltd., but
no information on Standard Bank’s own correspondent prac-
tices. Harris Bank disclosed that it had been unaware that, in
providing correspondent services to Standard Bank, it had also
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been providing correspondent services to Hanover Bank, a
shell bank which, in 1998 alone, handled millions of dollars as-
sociated with financial frauds. Hanover Bank apparently would
not have met Harris Bank’s standards for opening an account
directly, yet it was able to use Harris Bank’s services through
Standard Bank. Harris Bank indicated that it still has no in-
formation on what foreign banks may be utilizing Standard
Bank’s U.S. correspondent account, and it has no immediate
plans to find out.

Case histories on American International Bank, Hanover Bank,
and British Trade and Commerce Bank demonstrate how millions
of dollars can be and have been transferred through U.S cor-
respondent accounts having no direct links to the foreign banks
moving the funds. Despite the money laundering risks involved, no
U.S. bank contacted during the investigation had a policy or proce-
dure in place requiring its respondent banks to identify the banks
that would be using its correspondent account, although Harris
Bank International said it planned to institute that policy for its
new bank clients and, during a Minority Staff interview, Bank of
America’s correspondent banking head stated “it would make sense
to know a correspondent bank’s correspondent bank customers.”

D. Foreign Jurisdictions with Weak Banking or Account-
ing Practices

International correspondent accounts require U.S. banks to
transact business with foreign banks. U.S. correspondent banks are
inherently reliant, in part, on foreign banking and accounting prac-
tices to safeguard them from money laundering risks in foreign ju-
risdictions. Weak banking or accounting practices in a foreign juris-
diction increase the money laundering risks for U.S. correspondent
banks dealing with foreign banks in that jurisdiction.

Weak Foreign Bank Licensing or Supervision. The inter-
national banking system is built upon a hodge podge of differing
bank licensing and supervisory approaches in the hundreds of
countries that currently participate in international funds transfer
systems. It is clear that some financial institutions operate under
substantially less stringent requirements and supervision than oth-
ers. It is also clear that jurisdictions with weak bank licensing and
supervision offer more attractive venues for money launderers
seeking banks to launder illicit proceeds and move funds into bank
accounts in other countries.3?

Licensing requirements for new banks vary widely. While some
countries require startup capital of millions of dollars in cash re-
serves deposited with a central bank and public disclosure of a
bank’s prospective owners, other countries allow startup capital to
be kept outside the country, impose no reserve requirements, and
conceal bank ownership. Regulatory requirements for existing
banks also differ. For example, while some countries use govern-
ment employees to conduct on-site bank examinations, collect an-
nual fees from banks to finance oversight, and require banks to op-
erate anti-money laundering programs, other countries conduct no
bank examinations and collect no fees for oversight, instead relying

37 See, for example, discussion of “Offshore Financial Centers,” INCSR 2000, at 565-77.



312

on self-policing by the country’s banking industry and voluntary
systems for reporting possible money laundering activities.

Offshore banking has further increased banking disparities.
Competition among jurisdictions seeking to expand their offshore
banking sectors has generated pressure for an international “race
to the bottom” in offshore bank licensing, fees and regulation. Do-
mestic bank regulators appear willing to enact less stringent rules
for their offshore banks, not only to respond to the competitive
pressure, but also because they may perceive offshore banking
rules as having little direct impact on their own citizenry since
offshore banks are barred from doing business with the country’s
citizens. Domestic bank regulators may also have less incentive to
exercise careful oversight of their offshore banks, since they are
supposed to deal exclusively with foreign citizens and foreign cur-
rencies. A number of countries, including in the East Caribbean
and South Pacific, have developed separate regulatory regimes for
their onshore and offshore banks, with less stringent requirements
applicable to the offshore institutions.

The increased money laundering risks for correspondent banking
are apparent, for example, in a web site sponsored by a private
firm urging viewers to open a new bank in the Republic of Monte-
negro. The web site trumpets not only the jurisdiction’s minimal
bank licensing requirements, but also its arrangements for giving
new banks immedia