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REVIEW OF E-RULEMAKING COMMENT
SYSTEMS

THURSDAY, OCTOBER 24, 2019

U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,
AND SUBCOMMITTEE ON REGULATORY,
AFFAIRS AND FEDERAL MANAGEMENT,
OF THE COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittees met, pursuant to notice, at 10:04 a.m., in
room SD-342, Dirksen Senate Office Building, Hon. Rob Portman
and James Lankford, Chairmen of the Subcommittees, presiding.

Present: Senators Portman, Lankford, Romney, Hawley, Scott,
Sinema, and Hassan.

OPENING STATEMENT OF SENATOR PORTMAN!

Senator PORTMAN. Welcome, everybody. This is a joint hearing of
the Permanent Subcommittee on Investigations (PSI) and the Reg-
ulatory Affairs and Federal Management (RAFM) Subcommittee. I
hope it is a practice we will continue. I think it makes a lot of
sense. PSI, which is the investigative Subcommittee, has issued a
report2 today that is of great importance in ensuring Americans
can have a voice in Federal regulations, so I think it is appropriate
that we have a combined hearing.

I want to welcome Chairman James Lankford and Ranking
Member Kyrsten Sinema. They are on the Regulatory Affairs Sub-
committee.

With regard to PSI, the Ranking Member is Tom Carper. He was
looking forward to his hearing. He and his staff were very engaged
in the report. He is unable to be here because he is in Delaware
this morning attending a funeral for a very close friend of his. He
sends his regrets to our witnesses, and he asked that I submit his
opening statement for the record,® which I do now, without objec-
tion. He also, by the way, submitted plenty of questions that I
think Senator Sinema and I will both be asking to be sure that his
voice is heard in this hearing.

As members of a free and open democracy, it is critical that
American citizens be able to influence and inform the laws and reg-
ulations that govern them. I think we all agree with that.

1The prepared statement of Senator Portman appear in the Appendix on page 31.
2The report referenced by Senator Portman appears in the Appendix on page 64.
3The prepared statement of Senator Carper appear in the Appendix on page 35.
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Whether agencies are setting guidelines on the safety of the food
we eat, regulating the emissions standards of the cars we drive, or
adjusting the fees we pay to visit our national parks, the agency
rulemaking process has a big impact on Americans’ lives.

That is why over 70 years ago, the U.S. Congress gave the Amer-
ican people the ability to comment directly to Federal agencies on
proposed rules so agencies would consider the views of the people
who will be most directly affected by them.

When that system is working well, government agencies can get
constructive feedback before they finalize their rules. More impor-
tantly, it gives the rulemaking process greater transparency the
public deserves and lets Americans have their say.

With the rise of the Internet over the past few decades, Congress
aimed to modernize that commenting process. In 2002, we passed
a law requiring the Federal commenting system to be put online
with the goal of giving more Americans an easier way to have a
voice. That resulted in the platform Regulations.gov and other
agency platforms to accept comments.

It was a good idea. Americans should be able to communicate
easily with their government about the issues that affect them.

What we have found here at the Permanent Subcommittee is
that, to be frank, we got complacent. Over the years, across both
Republican and Democrat administrations, these systems have be-
come outdated and wide open to abuse. What is worse, right now
there is no game plan in Congress or in the agencies for how we
can correct this moving forward.

Many of these problems are not new. As witnesses know well,
the U.S. Government Accountability Office (GAO) issued a report
back in 2003 noting that it was difficult to search Regulations.gov
and that proposed rules and other documents are not posted using
consistent terminology. These were similar issues to those raised
by the Administrative Conference, which is the Federal body that
offers improvements to the administrative process, in its December
2018 report.

Regarding that same GAO report, by the way, back in 2003,
former Senator Joe Lieberman noted that the GAO had found the
Environmental Protection Agency (EPA) had made the least
progress of all major regulatory agencies in using Regulations.gov,
which, he said, “raises questions about why EPA was designated
the lead agency for the administration’s e-rulemaking initiative.”
He may have been prescient. Regulations.gov was transferred from
EPA to the General Services Administration (GSA) only 24 days
ago. It took a while, but it has happened. That is, again, one reason
it is hopeful to me that we may have some changes, and it is an
appropriate time for us to have this hearing.

The report that Senator Carper and I put out today should be a
wakeup call to all of us, in the agencies and here in Congress. It
shows just how broken these commenting systems have become.

To name a few examples in our report:

Thousands of comments submitted under stolen identities with
no recourse for the identity theft victim to remove the comment
from the system;

Comments posted by dead people, including Elvis Presley, Rich-
ard Nixon, and many others;



3

Comments containing the entire text of the 1,225-page novel
“War and Peace”;

Comments containing threats of violence against government of-
ficials and comments with excessive profanity.

For one notable rulemaking relating to the repeal of net neu-
trality, the Federal Communications Commission (FCC) comment
system contains 17,482 “F” words—a record.

What is really ironic is that the FCC is the agency that polices
our television and radio airwaves, of course, and they are the ones
who fine broadcasters thousands of dollars for airing profanity, but
now that same type of content, profanity, sits on their own com-
ment platform.

That is just part of the broader problem the FCC has had with
their comment system. Most of the comments on the FCC platform
are just noise that do not advance the rulemaking process. That in-
cludes a half million comments traced to Russian email addresses.
Let me repeat that: 500,000 comments traced to Russian email ad-
dresses.

On top of that, nearly 8 million comments came from email do-
mains associated with FakeMailGenerator.com. Eight million. Even
though these problems have been clear since at least 2017, the
FCC has not taken steps to address them.

The Wall Street Journal found that in that same 2017 FCC pro-
ceeding, in a random sample of 2,757 comments, 72 percent of re-
spondents they surveyed had not submitted the comments that
were posted under their names. This was a Wall Street Journal in-
vestigation showing that 72 percent of the time respondents said,
“That was not my comment.”

The Pew Research Center analyzed the 24 million comments the
FCC received on this rulemaking and found that only about 6 per-
cent of all of the comments were individual, unique comments. The
other 94 percent were submitted multiple times—in some cases,
hundreds of thousands of times.

Pew also found that some commenters posted computer viruses
as comments, and the FCC left those comments on its platforms.
Pew said that meant that members of the public trying to review
those comments would end up having their computers infected by
malware on a government site. An FCC Commissioner we inter-
viewed for our report confirmed this finding.

While the FCC has its own comment platform, the rest of the
government uses Regulations.gov, which is run by a committee led
by the General Services Administration and the Office of Manage-
ment and Budget (OMB). Just like the FCC’s system, Regula-
tions.gov has been abused and overrun with spam.

We repeatedly found comments posted on Regulations.gov using
stolen identities. When we followed up on this with a dozen agen-
cies that use Regulations.gov, we found none of them reported tak-
ing steps to prevent comments from being posted under stolen
identities. None of them. In fact, only the Commodities Futures
Trading Commission (CFTC), reported that it flagged comments
posted under false identities for law enforcement.

Part of the problem is that right now, each agency that uses Reg-
ulations.gov has its own policies regarding whether to remove or
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redact a comment, so there are currently no consistent guidelines
for removing abusive or spammed comments from the site.

This needs to change. The notice and comment process is a cru-
cial part of our regulatory system, and it should function with in-
tegrity and consistency.

At its best, the comment process allows everyday Americans to
be heard by their government, ensures that agencies write rules
based on the best information possible, and helps inspire public
confidence in the rulemaking process.

At its worst, clogging the system with unrelated, false, and pro-
fane comments keeps legitimate comments from being heard and
misleads the public and sometimes the agencies regarding public
sentiment about a proposed rule.

We have to be better than that to ensure that a thoughtful, real
comment is not lost, like a needle in a haystack.

We are not here to point fingers for letting this happen. As I said
earlier, this is an issue where both parties in Congress and the
past three Administrations have dropped the ball over the years.
My hope instead is that this hearing will be the start of a serious
bipartisan conversation about improving these systems. I hope to
work with all of the witnesses here and my colleagues on this panel
to help build on the report’s findings to produce legislative solu-
tions to some of these problems.

I appreciate the fact that the Subcommittee on Regulatory Af-
fairs and Federal Management is here, and I would now like to ask
the Chairman of that Subcommittee, Senator James Lankford, for
his opening statement.

OPENING STATEMENT OF SENATOR LANKFORD*

Senator LANKFORD. Mr. Chairman, thank you so much for pull-
ing this together, for the report that is here, for the witnesses, and
your own individual preparation for this. This is one of those things
that is behind the scenes that just needs to get solved. Americans
want to know that when they can comment, the comments are
heard, that they have the ability to be able to have those comments
read, and that they do not get lost in the stack of other comments
that are not helpful in the process, that are intentionally designed
to be able to distract rather than actually to be able to help the
process.

This whole table knows and many people here know about the
Administrative Procedures Act (APA). It allows interested persons
an opportunity to participate in the rulemaking process. That is a
good gift to Americans so that they know they are actually being
heard.

The Administrative Procedures Act’s legislative history shows it
was designed to be the minimum agencies were required to be able
to provide for actual engagement. We have had Executive Orders
(EO) 12866 and 13563 allowing additional rules to be able to get
involved to be able to find ways for more people to be involved in
the process. That is helpful.

1The prepared statement of Senator Lankford appears in the Appendix on page 37.
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Today we are talking about are there actually road blocks in the
process actually contributing, not just an easier way to contribute
but the road blocks to actually getting involved.

There are multiple websites to be able to navigate through. If
anyone is not a professional in trying to be able to work their way
through Regulations.gov at times, it is difficult to be able to find
out whether this is a proposed rule, whether it is a finalized rule,
whether there is additional information somewhere else on it, or
find out what comments were made.

If someone manages to wade through all these issues and actu-
ally submit a comment, then hope they the agency has not already
made up its mind, and they want to know did that comment get
there in time and is it actually going to be heard.

To address this problem, Senator Sinema and I introduced the
Early Participation in Regulations Act, which would require an ad-
vanced notice for major rules. That bill passed out of this Com-
mittee with bipartisan support. Our focus was not to try to get less
comment but to get earlier comment and make it substantial, so
that we would know that every entity, when they are thinking
through a rule, they have the ability to be able to actually be heard
in the process and get it heard.

I agree completely and I am not going to repeat the things that
Senator Portman was saying about all of the issues that are cur-
rently going through the system, especially in the FCC, the number
of foul words that are in it, the death threats that are in it. I only
have one thing to be able to push back on. He mentioned that there
are comments that are there from dead people as well, and he men-
tioned Richard Nixon and Elvis Presley. I can go with him on
President Nixon being gone, but I am still holding out for Elvis
Presley still being alive. [Laughter.]

We will just put that one in dispute as well.

Thanks for holding this hearing. It is a much needed topic.

5 Senator PORTMAN. Great. Hope springs eternal on Elvis. Senator
inema.

OPENING STATEMENT OF SENATOR SINEMA!

Senator SINEMA. Thank you, Chairman Portman.

First, I want to offer my condolences to Tom for the loss of his
dear friend, and our thoughts are with him today.

Thank you to all of our witnesses for being here today. When 1
hear from Arizonans and Arizona business owners, they tell me
how difficult it can be to make sure their voices are heard in the
regulatory process. They want to be good actors in their commu-
nities, but complex and burdensome rules coming out of Wash-
ington can make it more difficult for them to thrive.

Hardworking Arizonans want to comply with sensible rules, but
they also want to be heard when Washington makes rules that af-
fect their bottom lines. It is frustrating when Washington does not
seem to listen. This is why the regulatory comment system is so
incredibly important to our democracy. It is the one time in our
regulatory process where small business owners and everyday citi-
zens can talk directly to the people who are making the rules.

1The prepared statement of Senator Sinema appears in the Appendix on page 39.
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The comment system lets everyday Arizonans tell Washington
that there is a better way to do something or a cheaper system that
works just as well. Perhaps they have developed a company best
practice that goes beyond the requirements in the proposed rule.
We must protect the commenting systems from abuse by bad actors
posting with these stolen names. We must stop bot farms, whether
down the street or across the globe, from interfering with such an
important government function.

We must also make sure that no proposed fix to the system gets
in the way of allowing any person or business to provide opinions,
studies, or data to an agency and help improve the final rule. I am
looking forward to hearing from our witnesses today.

Thank you, Mr. Chairman.

N Senator PORTMAN. Thank you, Senator Sinema. Thanks for being
ere.

Senator Romney, would you like to make an opening statement?

OPENING STATEMENT OF SENATOR ROMNEY

Senator ROMNEY. Yes, thank you, Mr. Chairman. I appreciate
the opportunity to be here today, and I appreciate the witnesses
and their willingness to focus on this important issue.

I represent a State with millions of acres of Federal land. About
70 percent of our State in Utah is Federal land, and obviously, the
integrity of the commenting system is very important to the resi-
dents of our State because when agencies like the Bureau of Land
Management (BLM) are going to issue rules, these comments can
have an impact on these rules. Individuals in many cases feel that
people off in Washington are making decisions that affect their
lives in a very dramatic way, but their voices are not heard. Clear-
ly, when there are reams and reams of fake comments being made,
people who have a legitimate concern feel that their particular
voice is not being heard.

I would specifically request that as you consider the adjustments
necessary to protect the integrity of our comment system, you give
consideration to situations like this where, in rural parts of our
country—and I am thinking of rural parts of my own State—it is
very important for people to have their voice heard and to know
that it is being heard by people that are far away that may not be
terribly familiar with their circumstances and how a rule might
dramatically affect their life.

I would hope that there is some way for those people whose lives
are dramatically affected to have a very clear and convincing voice
as rulemaking is being considered, and the need to remove from
our system fake voices would give people who feel that they are not
connected with decisionmaking in a real way a much stronger voice
and a much greater confidence that people were listening to them
and that Washington actually cared about the interests of people
in rural Utah, in rural Missouri, in rural corners of our Nation as
a whole.

I just want to underscore, Mr. Chairman, and to each of the peo-
ple who are testifying today, that this capacity of the American
people to comment on a potential rule is critical and elemental as
part of their conviction that our democracy is working and that
Washington and the government is intent on being aware of their
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concerns and reaching decisions that actually are in the best inter-
ests of themselves and of our Nation.

Thank you, Mr. Chairman.

Senator PORTMAN. Thank you, Senator Romney.

Senator Hassan is going to hold off until questions, and let us
now welcome our witnesses this morning.

Ms. Beth Angerman is here, Principal Deputy Associate Adminis-
trator for the Office of Government-Wide Policy at the General
Services Administration.

Mr. Dominic Mancini is here. He is the Acting Director of the Of-
fice of Information and Regulatory Affairs (OIRA) at the Office of
Management and Budget.

Ms. Ashley Boizelle is here. She is the Deputy General Counsel
(GC) of the Federal Communications Commission.

Mr. Seto Bagdoyan is here. He is the Director of the Forensic Au-
dits and Investigative Service team at the Government Account-
ability Office.

We thank you all for being here. We in this Subcommittee have
a rule to swear in our witnesses, so at this time I would ask for
you to please stand and raise your right hand. Do you swear that
the testimony you will give before the Subcommittee will be the
gu(ii}?l, the whole truth, and nothing but the truth, so help you,

od?

Ms. ANGERMAN. I do.

Mr. MANCINT. I do.

Ms. BoizeLLE. I do.

Mr. BAGDOYAN. I do.

Senator PORTMAN. Thank you all. Please be seated. Let the
record reflect the witnesses all answered in the affirmative.

We will be using a timing system today. All of your written testi-
mony will be printed in the record entirely, and we would ask you
to try to limit your oral testimony to 5 minutes.

Ms. Angerman, we will hear from you first.

TESTIMONY OF ELIZABETH ANGERMAN,! PRINCIPAL DEPUTY
ASSOCIATE ADMINISTRATOR, OFFICE OF GOVERNMENT-
WIDE POLICY, U.S. GENERAL SERVICES ADMINISTRATION

Ms. ANGERMAN. Thank you very much. Good morning, Chairmen,
Ranking Members, and the other Members of the Subcommittees.
My name is Beth Angerman, and I am the Principal Deputy Asso-
ciate Administrator for the Office of Government-wide Policy at
GSA. Thank you for inviting me here today to discuss GSA’s recent
assignment as the Managing Partner for the e-Rulemaking Pro-
gram and GSA’s plans to effectively execute this important and
new area of responsibility.

While the Environmental Protection Agency has managed this
program since 2002, on July 1, 2019, the OMB announced that
GSA was to become the new Managing Partner for the program.
GSA was selected as the Managing Partner because the Adminis-
tration recognized the important synergies that could be achieved
by moving the e-Rulemaking Program to GSA. This transition be-
came effective October 1, 2019.

1The prepared statement of Ms. Angerman appears in the Appendix on page 40.
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OMB made the decision to designate GSA as the Managing Part-
ner as, one, it is consistent with the President’s Management Agen-
da’s goal for Centralized Mission Support Capabilities in the Fed-
eral Government; two, allows GSA to leverage its technology mod-
ernization expertise; and, three, builds on the Regulatory Informa-
tion Service Center (RISC), which supports the Unified Regulatory
Agenda and is already housed at GSA.

To manage e-rulemaking, GSA has established the Office of Reg-
ulation Management under my office. This will enable GSA to cre-
ate a more integrated and streamlined Federal rulemaking pro-
gram using modernized technology.

" lsi}SA’s overarching vision for Rulemaking Modernization is three-
old:

First, to better integrate data and information technology (IT) be-
tween the program and other systems to support data analytics;

Second, to apply innovative technology solutions to promote pub-
lic access, accountability, and transparency;

Third, to provide a quality shared service to modernize and
standardize the technology platform while also reducing duplica-
tion.

With that in mind, the e-rulemaking program is a shared service
that provides the public with one-stop access to review electronic
dockets and electronically submit comments on proposed rule-
making for multiple Federal agencies. It is compromised of both the
Federal Docket Management System (FDMS), used by partner
agencies to create electronic dockets, and Regulations.gov, which
allows the public to interact with those dockets.

Participation is voluntary, and the shared service is funded
through interagency agreements with those that participate. As of
today, there are 221 Federal rulemaking organizations, including
subcomponents of agencies using our e-rulemaking program.

After an agency has posted a docket, a member of the public may
participate in the development of a proposed rule by entering a
comment and/or uploading relevant files through Regulations.gov.
The requirements for submitting information vary greatly by agen-
cy. Some agencies require multiple fields, such as name and ad-
dress. Other agencies allow for anonymous comments. GSA pro-
vides a shared technology service that allows participating agencies
to configure the information flow to the needs of their rulemaking
policies and processes.

GSA’s primary focus since assuming ownership has been to en-
sure continuity of service to agency partners and the public. How-
ever, GSA recognizes our responsibility to deliver a secure, innova-
tive, and modern platform to agencies, the public, OMB, and other
stakeholders. We have already awarded a contract to assess the
current technology platform and design a road map for moderniza-
tion, both for the e-rulemaking and RISC programs. The study
aims to identify strategies to improve the customer experience, bet-
ter leverage data for analytics, improve interactions with other
rulemaking technology in other agencies, and research emerging
concerns around public comments.

As GSA embarks on this technology modernization initiative, it
is our intent to engage with agencies, Congress, and the public to
better understand their priorities and concerns as we design a road



9

map to improve the efficiency and effectiveness of the program. An
initial version of that road map should be complete by the end of
fiscal year (FY) 2020.

In conclusion, GSA is proud and honored to have been asked to
take on the role of Managing Partner for e-rulemaking. GSA’s es-
tablishment of a new Office of Regulation Management recognizes
the high value placed on the integrity of the regulatory process as
a foundation of our Nation’s democratic system and our deep re-
spect for the importance of this program as a cornerstone of our
democratic process.

Thank you again, and I look forward to your questions.

Senator PORTMAN. Thank you, Ms. Angerman. Mr. Mancini.

TESTIMONY OF DOMINIC MANCINI,! ACTING DIRECTOR, OF-
FICE OF INFORMATION AND REGULATORY AFFAIRS, OFFICE
OF MANAGEMENT AND BUDGET

Mr. MANCINI. Thank you, and good morning, Chairman Portman,
Chairman Lankford, Ranking Member Sinema, and other Members
of the Subcommittees. I have proudly served as a career civil serv-
ant since my first job as an economist at the Food and Drug Ad-
ministration (FDA) in 2000. Among my current duties, I serve as
the Co-Chair of the e-Rulemaking Executive Steering Committee.

Since the enactment of the 2002 E-Government Act and the es-
tablishment of the e-rulemaking program in 2003, the interagency
Executive Steering Committee has helped to set long-term strate-
gies, goals, and technologies that support the vision and mission of
the program. It is in that capacity that I thank you for the oppor-
tunity to speak about how the Federal regulatory system endeavors
to provide all Americans and interested stakeholders a meaningful
opportunity to participate in the regulatory development process.

I will briefly touch on a few general characteristics of the system
and recent e-rulemaking updates and highlights.

E-rulemaking is provided as a shared service that is funded by
the partner agencies with an average annual budget of approxi-
mately $8 million and a funding mechanism reflective of each agen-
cy’s usage of the system. In addition to the Steering Committee,
much of the work is done one step down in the Advisory Board, and
most major decisions, such as budget levels and allocations, and
major projects, things of this nature, are subject to a majority vote
in both the Board and the Committee.

To give you a sense of the scope of the system, in fiscal year
2019, the agencies opened over 330,000 dockets for regulations and
related policies and collected about 1 million public comments to
Regulations.gov. The usage of the system generally goes up each
year; however, the number of comments is usually driven by a few
large rulemakings. As an example, a few months ago we did do a
brief review that suggested that about 80 percent of proposed rules
received ten or fewer public comments.

As you are probably aware, on October 1st of this year, the Gen-
eral Services Administration, as we have discussed before, recently
became the Managing Partner of e-rulemaking. The transition has

1The prepared statement of Mr. Mancini appears in the Appendix on page 44.
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been successful, and I look forward to working closely with our new
partners on the opportunities and challenges ahead.

As the Steering Committee considers how to improve e-rule-
making, GSA leadership, as the program management office and
co-chair, gives me great confidence because of the technology exper-
tise and mission support functions that GSA has already dem-
onstrated. This includes, as mentioned, our long-time partnership
with GSA’s Regulatory Information Service Center in managing
RegInfo.gov, the website that discloses to the public information
about reviews of significant regulations and information collections
and manages the semiannual Unified Regulatory Agenda.

The Executive Steering Committee Co-Chairs are both very in-
terested in looking for ways to improve e-rulemaking to increase
the functionality of commenting and to improve the interaction be-
tween the distinct regulatory systems run by the Federal Govern-
ment. To that end, as already mentioned, GSA has engaged in a
study to look at opportunities for modernization.

Finally, I would like to briefly discuss challenges regarding the
ability of the commenting process to continue to be an effective way
for the public to express their views. We know that modern tech-
nologies both provide an opportunity for the public to participate
in the regulatory process in a much more accessible way and also
has lowered the cost of engaging in mass mailing and related ac-
tivities, some of them problematic, that have challenged the agen-
cies. The Executive Steering Committee and agency members of
the e-rulemaking community are always looking for ways to im-
prove the usability, security, and integrity of the platform for re-
ceiving comments from the public. The system does provide tools
to the agencies that handle some of these types of comments, and
we look forward to working with a variety of stakeholders to con-
sider potential enhancements.

We have been and are going to continue to take a good look at
issues such as technologies and policies associated with the attribu-
tion of comments and other modern challenges to the commenting
process. I think the mission statement on the front of Regula-
tions.gov sums it up well. It says, “Make a difference. Submit your
comments and let your voice be heard.” My goal, one I am con-
fident the interagency community shares, is to ensure that we con-
tinue to effectively provide the public that opportunity.

Thank you again for inviting me here today, and I would be
happy to answer any questions you have about the e-rulemaking
program.

Senator PORTMAN. Thank you, Mr. Mancini. Ms. Boizelle.

TESTIMONY OF ASHLEY BOIZELLE,'! DEPUTY GENERAL
COUNSEL, FEDERAL COMMUNICATIONS COMMISSION

Ms. BoizeLLE. Thank you. Good morning, Chairmen Portman
and Lankford, Ranking Member Sinema, and other Members of the
Subcommittees. Thank you for the opportunity to testify today
about how the FCC uses the Electronic Comment Filing System
(ECFS), to collect and review public comments in its rulemaking.

1The prepared statement of Ms. Boizelle appears in the Appendix on page 47.
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Like other Federal agencies, the FCC adheres to the notice-and-
comment rulemaking framework Congress established in the Ad-
ministrative Procedure Act of 1946. In conducting rulemakings, we
are guided by our legal obligations to provide interested individuals
with a meaningful opportunity to comment on our proposals and to
respond to their significant factual, legal, and policy arguments
when we make final decisions. ECFS helps us achieve these objec-
tives by facilitating the intake, posting, retrieval, and review of
public comments.

From its inception in 1998, 4 years before the E-Government Act,
ECFS has been designed to maximize public participation in rule-
making by making the filing, posting, and retrieval of comments as
easy, inclusive, and accessible as possible. To assist in this effort,
we offer an ECFS user guide that provides step-by-step instruc-
tions for submitting comments. In addition, ECFS is available 24
hours a day, 7 days a week to file or access comments. It accepts
short express comments via a text box and longer standard com-
ments in most file formats. It automatically posts submissions to
the docket for the public’s consideration. Once posted, ECFS en-
ables users and agency staff to search for and review comments via
keyword and full text searches.

ECFS’s openness is a product both of our legal obligations and
many decades of rulemaking experience, the lesson of which is that
robust public input means better regulatory policy. We also under-
stand, however, that the more open the system is to the public, the
more opportunity there is for mischief. We actively monitor ECFS
to ensure that it is both accessible and secure, and that the sys-
tem’s openness does not impede the public’s or our ability to use
the system for its intended purpose.

Among other updates, we have worked to ensure sufficient net-
work capacity to prevent system disruptions and improved ECFS’s
search capabilities so those looking to review and respond to sub-
stantive comments can find relevant materials.

When we review comments, we focus on their contents rather
than the number for and against a specific position. An agency
rulemaking is not a public opinion survey, nor is a filer’s identity
generally critical to our analysis. It is the substance of comments
that matters, and in particular, what they have to say about our
proposals. By serving as the repository for our rulemaking records,
ECFS is integral to our efforts to consider relevant material in
these proceedings, address significant issues commenters have
raised, and base our decisions on record evidence. Even in
rulemakings with millions of comments, ECFS has enabled us to
comply with these requirements and successfully defend our ac-
tions in Federal court.

Although ECFS has served us well throughout its history, we
know that it can be improved. Over the past 3 years, the FCC’s in-
formation technology staff has implemented various changes to en-
hance the system’s functionality and security. Even more impor-
tantly, we have lodged a fulsome review to revamp ECFS from the
ground up. A cross-bureau working group is leading this effort and
is now in the process of convening roundtables with external stake-
holders to ensure that the next generation of ECFS is even more
accessible, secure, and resilient than the current system.
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Among other things, we are exploring changes like the imple-
mentation of CAPTCHA to distinguish human filers from bots,
tools to authenticate identities, and the creation of docket home
pages that highlight comment deadlines and links to major filings.

As we move ahead with our system overhaul, the Commission
will carefully consider the guidance of the performance audit con-
ducted by GAO and the recommendations of the FCC’s Inspector
General and these Subcommittees. We are committed to using all
available resources to ensure that ECFS is a strong, dynamic, and
user-friendly platform.

Thank you again for the opportunity to testify today. I look for-
ward to answering your questions.

Senator PORTMAN. Thank you, Ms. Boizelle. Mr. Bagdoyan.

TESTIMONY OF SETO J. BAGDOYAN,! DIRECTOR OF AUDITS,
FORENSIC AUDITS AND INVESTIGATIVE SERVICE, U.S. GOV-
ERNMENT ACCOUNTABILITY OFFICE

Mr. BAGDOYAN. Thank you. Chairmen Portman and Lankford,
Ranking Member Sinema, Members of the Subcommittees, I am
pleased to appear before you today to discuss GAO’s June 2019 re-
port on identity information in public comments during Federal
rulemaking. As part of our overall review which you have re-
quested, this is the first of two planned reports by my team. Com-
plementary data analytics work continues on the identity charac-
teristics of all public comments submitted to the 10 selected agen-
cies we reviewed over a 5-year period. We expect to report on our
results in the fall of 2020.

Federal agencies publish on average about 3,700 proposed rules
yearly and are generally required to provide interested persons an
opportunity to comment on these rules. In recent years, some high-
profile rulemakings have received extremely large numbers of pub-
lic comments raising questions about how agencies manage the
identity information associated with such comments.

The APA governs the manner in which many Federal agencies
develop and issue regulations, which includes the public comment
process. While the APA does not require the disclosure of identi-
fying information from a commenter, agencies may choose to collect
this information.

Today I will highlight our report’s four principal takeaways re-
garding how the ten selected agencies we reviewed handle identity
information and public comments during proposed rulemaking.

First, Regulations.gov and agency-specific comment websites col-
lect some identity information, such as name and email address,
from commenters who choose to provide it and these websites also
accept anonymous comments. In this regard, the APA does not re-
quire commenters to disclose identity information when submitting
comments. In addition, agencies have no obligation under the APA
to verify the identity of commenters should they submit such infor-
mation with their comments.

Second, 7 of the 10 selected agencies have some internal guid-
ance associated with the identity of commenters, but the content
and level of detail varies, reflecting the differences among the

1The prepared statement of Mr. Bagdoyan appears in the Appendix on page 51.
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agencies. The guidance most frequently relates to the comment in-
take or response to comment phases of the overall public comment
process.

Third, within the discretion afforded them by the APA selected
agencies’ treatment of commenters’ identity information also varies,
particularly when posting duplicate comments which are identical
or near-identical comment text with varied identity information.
Generally, agencies told us that they, one, post all comments with-
in the comment system or, two, maintain some comments outside
of the system such as in email file archives.

However, within these broad categories, posting practices vary
considerably, even within the same agency or rulemaking docket,
and identity information is inconsistently presented on public
websites. For instance, one agency posts a single example of dupli-
cate comments, then indicates the total number of comments re-
ceived; whereas, another agency posts every duplicate comment in-
dividually with no indication of the total number of duplicates re-
ceived.

Fourth, selected agencies do not clearly communicate their prac-
tices for posting comments and identity information. According to
key practices for transparently reporting government data, Federal
Government websites should disclose data sources and limitations
to help public users make informed decisions about how to utilize
such data. Without transparency on posting practices, public users
of the comment websites could draw inaccurate conclusions about
comments, including who submitted a particular comment or how
many individuals commented on an issue. This could limit users’
ability to participate in the rulemaking process in a meaningful
manner.

In our June report, we made eight recommendations to eight dif-
ferent agencies in our review to more clearly communicate to the
public their policies for posting comments and associated identity
information to Regulations.gov and agency-specific comment
websites. The agencies generally agreed with the recommendations
and described actions they planned to take to implement them. At
least one agency has actually completed such action.

By more clearly communicating their posting policies, particu-
larly regarding identity information and duplicate comments, the
agencies in our review could help public users make informed deci-
sions about how to use comment data as well as provide insights
about how comments may have informed the rulemaking process.

Chairmen Portman and Lankford, Ranking Member Sinema,
Members of the Subcommittee, this concludes my remarks. I look
forward to your questions.

Senator PORTMAN. Thank you, Mr. Bagdoyan. I appreciate your
response to our request for the report. I think it is very helpful in-
formation for this hearing and for the possibility of us finding some
bipartisan solutions going forward.

Some of our colleagues have other responsibilities, so since I will
be here until the end, I will defer to them. Senator Lankford, would
you like to go now or would you——

Senator LANKFORD. I can defer to Josh if he wants to go.
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Senator PORTMAN. Let us go first to Senator Sinema. I know she
has another Committee where she is supposed to be right now.
Senator Sinema?

hSenator SINEMA. Thank you so much, Mr. Chairman. I appreciate
that.

When I am home, I hear a lot of concerns from Arizonans be-
cause they want low-cost quality health care. They want their fam-
ily and friends to be physically safe and financially secure, pro-
tecting from fraudsters and scammers. They want their kids to get
good educations, and they want the opportunity to work hard, build
successful lives, and create businesses. They do not want to spend
all their time drafting comment letters to the Federal Government
when a Notice of Proposed Rulemaking is published in the Federal
Register.

Whether as individuals or members of community organizations
and advocacy groups, Arizonans expect government, government
groups, and government regulations to work for them. When we
have a concern, Arizonans expect their voice to be heard. Sign-on
comments are an important piece in the functioning of the rep-
resentative democracy, and it must be afforded the attention and
care that it deserves.

My first question is for Mr. Mancini. As we discuss ways to im-
prove the commenting process so that it is not abused or manipu-
lated by bad actors, what can agencies do today to make sure that
legitimate commenters are better heard?

Mr. MANCINI. Thank you, Senator, for that question. I do think
that as the Co-Chair of the Executive Steering Committee I would
like to say that I will defer to the particular agencies on their par-
ticular policies, but I do think that in most cases the agencies have
the ability to identify and discuss mass mailing campaigns, for in-
stance, in which they can say whether something is 60 or 70 per-
cent like the model versions. This has always been the case. My
recommendation because of some of the issues that we have been
talking about here, are that actually the system, if they are able
to identify all these other activities, an individualized comment
that is personal and not duplicative of other comments actually
does get a decent amount of attention now. We, as an organization,
believe that the agencies actually look forward to seeing those
types of individualized comments.

I take your point about how that might be more difficult than to
depend on an advocacy organization, but those are the types of
comments that are not duplicative, that still can stand out in rule-
making records.

Senator SINEMA. Thank you. What additional direction can OMB
provide agencies to make sure that they are taking account of all
serious and relevant comments while filtering out submissions that
are irrelevant to the issue at hand?

Mr. MANCINI. Thank you again for that question. I have seen the
report this morning. I have not digested it. I do think it has very
interesting recommendations regarding whether we should provide
more guidance on this issue, and we are going to take that very
seriously.

As my Co-Chair said, and as I mentioned, we do like to try to
drive toward consensus in the agencies, but I can tell you that us
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providing more guidance to systematize and to make sure that the
agencies have a policy in place I think that is a relatively good rec-
ommendation that we are going to take seriously.

Senator SINEMA. Thank you.

My next question is for Ms. Boizelle. In order to provide greater
understanding and access by private citizens to comments that are
already submitted by the Electronic Comment Filing System, what
additional authority or guidance do you need to make sure that you
are complying with the Administrative Procedures Act and the E-
Government Act while filtering out those fraudulent or irrelevant
comments?

Ms. BoizeLLE. Thank you, Senator, for that question. The Com-
mittee’s report is very helpful in that regard, as is the GAO report
on agency comment systems. We believe that we have the tools to
improve the Electronic Comment Filing System so that comments
are received, posted, and easily accessed once they appear on public
dockets.

We believe that that is really a matter of search functionality
and that if we can deploy our resources to optimize the search
functionality on our platform, individuals looking to access com-
ments that have already been submitted and respond to those com-
ments will be able to do so.

Senator SINEMA. Thank you.

My next question is for Mr. Bagdoyan. The GAO report you dis-
cussed in your testimony highlights that duplicative comments,
mass mailings, and letters with more than one signatory received
different treatment depending on the agency because of the discre-
tion that is afforded under current law. As we know, many people
do not have the time or energy to write their own comment letters,
and so when they join a campaign, they may not know how the
group will package their comments, but they do expect the agency
to account for their comments and their opinions.

The report noted the procedures at the EPA, the Consumer Fi-
nancial Protection Bureau (CFPB), and sub-agencies located within
the Department of Labor, so for those audited agencies without
guidance, how do they handle duplicative comments, mass mail-
ings, or letters with more than one signatory?

Mr. BAGDOYAN. Sure. Thanks for your question, Senator. I would
respond that the six remaining ones essentially operate on an insti-
tutional knowledge basis, past practice and experience, again,
using their discretion under their interpretation of the APA. I
would leave it at that. They employ a variety of formats and meas-
ures as we describe in our report from June 2019. It is basically
how they have chosen to do business in this regard.

Senator SINEMA. Thank you.

Mr. Chairman, my final question is for Mr. Mancini again. As
the Co-Chair of the Executive Steering Council of the Federal
Docket Management System, has there been or is there now more
discussion regarding standardization across agencies to treat these
kinds of mass mailings and comments?

Mr. MANCINI. We have had a significant amount of discussion
about that issue, including a couple of the recommendations in the
report that we have been discussing. We have not made any major
changes to the system at this time, but, yes, we have taken these
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issues seriously and have actually done, for instance, a technology
review to at least ensure that the current tools that we have can
at the least identify even some of the potential technologies that we
are talking about here, can identify comments that are actually
generated through some sort of automated process.

Senator SINEMA. Thank you.

Thank you, Mr. Chairman.

Senator PORTMAN. Thank you, Senator Sinema. Senator Hawley.

OPENING STATEMENT OF SENATOR HAWLEY

Senator HAWLEY. Thank you, Mr. Chairman. Thank you to you
and Chairman Lankford for holding this hearing today and for this
important work and for the Subcommittee’s report, which is, I
think, eye-opening and also terrifying.

I am perhaps more familiar with the comment and rulemaking
procedure and the comment submission process than I might other-
wise like to be, having formerly practiced in this area of law when
I was in private practice. It is troubling that the rulemaking proc-
ess for Federal agencies has become so inundated, as the report
sets out, with profane, abusive, and sometimes downright fraudu-
lent commentary. I think today’s hearing is very important.

Mr. Bagdoyan, let me start with you and pick up on something
that Senator Sinema was asking just a second ago. In June of this
year, your agency made recommendations to eight other Federal
agencies about how they might improve their comment posting
policies. As of today, as I understand it, only one of those eight has
actually implemented any of your recommendations, although I
gather that all of them mostly agreed with the recommendations
that the GAO issued. Can you tell me, is there any indication that
the other agencies will follow GAO recommendations? If so, when?

Mr. BAGDOYAN. Sure. Thank you, Senator Hawley, for your ques-
tion. I will mention that the Securities and Exchange Commission
(SEC) is one agency that has taken action. They have provided us
with sufficient documentation for us to make a judgment that they
have met that recommendation as intended.

We have an extensive tracking process for how agencies imple-
ment our recommendations. It sometimes takes a number of years
for them to get around to doing that. We measure progress on in-
tervals as frequently as 6 months where we work through our
agency liaisons to get information on the latest status of how they
will implement recommendations. We take them at their word that
they did agree, and that was a sincere agreement, of course. Then
we, as I said, use the formal follow up process that we have. We
track them electronically. We update them. I have to sign off on the
status when it comes in. Then we employ old-fashioned pestering,
actually, to get them to comply.

Senator HAWLEY. We will be happy to join you in that pestering,
so we will continue to monitor the progress there. Thank you for
the work that your agency has done on this.

Ms. Boizelle, let me turn to you. The report that the Sub-
committee is discussing today was initiated after the FCC, as you
know, received nearly 24 million comments in just one rulemaking
proceeding back in 2017, which is just extraordinary.
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Let me just ask you, is it true that almost 8 million of those
came from email addresses that were associated with, I think it is,
FakeMailGenerator.com? Is that right?

Ms. BoizELLE. That is our understanding, yes.

Senator HAWLEY. Is it true that more than 500,000 of the com-
ments were associated with Russian email addresses?

Ms. BoizeLLE. That is my understanding, yes.

Senator HAWLEY. Is it true that more than 2 million comments
submitted to the proceedings used stolen identities?

Ms. Bo1ZELLE. I believe you are referring to a recent article, and
that is my understanding based on those allegations.

Senator HAWLEY. Now, the Subcommittee report notes that your
agency has a general policy that it should, and I am quoting now,
“accept and post online all comments it receives, including dupli-
cates and near-duplicates and comments containing copyrighted,
profane, and irrelevant material.” The report also notes that the
FCC has accepted and posted files, some of which contained vi-
ruses, which, of course, are dangerous to the general public.

In your written testimony, you note that the FCC’s Electronic
Comment Filing System has been designed to maximize participa-
tion by making the submission and posting of comments as easy
and inclusive as possible. I wonder if you could just speak to some
of the tradeoffs you think that policy engenders and presents to us
given the threats and abuses that we are seeing.

Ms. BoIZELLE. Yes, thank you for that question, and I would be
happy to address it. We have historically adopted a policy that errs
on the side of openness and inclusiveness and accessibility out of
a desire to afford members of the public the opportunity to mean-
ingfully participate in our rulemakings. We believe that public
input is of great value.

We understand that values like openness must be balanced
against other values, and sometimes those values are competing
values like security. We are presently evaluating the balance that
we have historically struck and exploring how to recalibrate that
balance to better address the issues that the Subcommittee report
identified.

Senator HAWLEY. Can you be a little more specific on that? What
specifically are you considering, what steps are you considering to
ensure that you separate real feedback from fake, fraudulent, and
sometimes in the case of viruses downright threatening comments,
posts, “participation™?

Ms. BoizELLE. Sure. Well, we have convened a cross-bureau
working group at the FCC, and they have been tasked with over-
hauling ECFS to address the issues identified in the Committee’s
report and covered in various media outlets.

They are currently convening roundtables with external stake-
holders to explore solutions to the various issues that have been
identified to ensure that we address them, but that the platform
remains user-friendly. Some of those possibilities include
CAPTCHA, like I mentioned during my oral testimony, identity au-
thentication, and optimizing our search functionality to enable peo-
ple to screen out profane, offensive, or threatening comments. We
are exploring a variety of options, and we are committed to ensur-
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ing, as I said, that the next generation of ECFS does strike a better

balance between openness and security.

. Senator HAWLEY. Thank you very much. Thank you all for being
ere.

Thank you, Mr. Chairman.

Senator PORTMAN. Great questions. Senator Lankford.

Senator LANKFORD. Mr. Chairman, thank you. Thanks to you all
for your preparation on this. There is a lot to be able to dig into,
so let me try to just randomly jump in here as we can.

As I go through Regulations.gov and the FCC programs you do
find obviously a lot of helpful comments from people who are actu-
ally going through it, trying to contribute, trying to be able to get
in exactly what it is designed for. You also find a lot of folks who
just have an opinion on it one way or the other. They want to be
able to voice their opinion, like it, do not like it. They are not nec-
essarily helpful in helping design the comments to be helpful for,
but they want to be able to contribute and to be able to engage.
Then you do find, as Senator Hawley had mentioned, individuals
that have posted viruses to it. Clearly, that is an opinion as well,
that they just want to carry out whatever they choose to be able
to carry out when they choose to come to the site, foul language,
Elvis Presley, noting it multiple times, by the way, putting in dif-
ferent comments, proving he is still alive, that is right, because he
is still posting on Regulations.gov.

The challenge that we have here is trying to figure out how to
get to the public interest and how to also be able to get to allowing
comment and interaction among people to say, “I saw this com-
ment. That is a good idea. Let me comment on that comment.”

Now, I wish this was something that was only at Regula-
tions.gov. You can go to any one of our Facebook pages, pick any
one of us, and see the comments that are posted there and also see
a lot of energetic involvement. This is not just an issue with the
comments around all these sites. What we are trying to figure out
is how to be able to allow the American people to still be able to
engage and, as you mentioned, Ms. Boizelle, to try to be able to
allow people to put their comments there, but also filter through
and be able to find what is helpful in it.

Let me just ask some basic ideas. You talked before about the
famous “I am not a robot” filtering here to be able to identify how
to be able to filter out bots. Is that in process at this point?

Ms. Bo1ZELLE. We are not currently using CAPTCHA, but it is
under consideration by our working group as a means of distin-
guishing human filers from bots.

Senator LANKFORD. OK. Is that a conversation for Regula-
tions.gov?

Ms. ANGERMAN. Yes, GSA is currently looking at all of the op-
tions available to us to address some of these issues.
hSeI})ator LANKFORD. OK, but that is one of the considerations
there?

Ms. ANGERMAN. Yes, sir.

Senator LANKFORD. For the FCC, is there a consideration of join-
ing Regulations.gov, cooperating together on that? Or is there a
need to be able to keep those two separate since Regulations.gov
does cover so many other agencies?
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Ms. BO1ZELLE. We believe that the Electronic Comment Filing
System is the right tool for the FCC. It was designed by the FCC
to meet our unique needs. We handle rulemakings and comment
volumes of a different scale than many of our peer agencies. In ad-
dition to that, we use robust reply comment periods, and we have
a robust ex parte process in which people are permitted to meet
with Commissioners after a comment period closes and then file
summaries of those meetings on the docket.

We have slightly different needs than other agencies, and ECFS
has been tailored to satisfy those needs. We obviously also have a
lot of experience with our comment platform, as do our external
stakeholders. We are not presently considering joining Regula-
1(:1ions.gov because we believe that ECFS can be improved to ad-

ress

Senator LANKFORD. Is FCC still allowing executable files to be
uploaded into the system, not just a Word file or a PDF but execut-
able files as well?

Ms. BO1zELLE. I am really glad that you asked that question. No.
In fact, our IT staff combed through ECFS, and they were not able
to identify any executable files. As of September 2017, we stopped
accepting them, and all submissions are screened

Senator LANKFORD. As of September 17th of this year?

Ms. BOIZELLE. As of September 2017.

Senator LANKFORD. 2017.

Ms. BO1ZELLE. We stopped accepting any executable files. Our IT
staff looked at ECFS, looked at legacy submissions, and was not
able to identify any infected executable files. At this time all sub-
missions are screened by anti-virus software.

Senator LANKFORD. Good.

Ms. BOIZELLE. Anything infected is quarantined and not posted
to a public docket. If anyone has information about files that are
infected on our dockets, we would greatly appreciate being directed
to those files so that we can rectify them.

N ?ef{laitor LANKFORD. Great. Thank you for that. That would be
elpful.

Do you all allow executable files in Regulators.gov?

Ms. ANGERMAN. No, we do not.

Senator LANKFORD. The question here is, as you mentioned, Ms.
Boizelle, it does not matter who the name is. It is the comment.
We are looking for the quality of the information to try to be able
to get that information in. Is there a need to be able to help the
American public to be able to filter this out? Because you have sys-
tems to be able to go through it, you have staff that can go through
it, and to be able to say, OK, that is not relevant, that is not rel-
evant, this is relevant. If individuals looking at the comments want
to be able to comment on other comments and say, “That is a good
idea, let me add to it,” they have to go through at times thousands,
or millions on a rare occasion, to be able to look through all those
comments.

Is there a need to be able to have an opportunity for individuals
to say if you want to just comment agree/disagree like a Facebook
page and just say like/do not like, is there a need to be able to
allow people to say, “I like this, do not like this”? They are not
making a comment, they are just making a reference on it, but if
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you really want to make a helpful comment we want your text on
that? Would that help people to say, “I express my opinion, but I
really do not have something to contribute,” that also helps other
people to be able to look at comments?

Ms. BoOizeLLE. It might be useful to individuals looking to ex-
press support for or opposition to a particular agency proposal. We
treat agency rulemakings as a process that focuses on the sub-
stance of comments rather than the number of comments in sup-
port or in opposition. It is well established that rulemaking is not
intended to be——

Senator LANKFORD. It is not a vote——

Ms. BOIZELLE [continuing]. A plebiscite. While it may be of utility
to people looking to weigh in with respect to our review of sub-
stantive comments in the record, I do not think that it would make
an enormous difference.

Senator LANKFORD. OK. What about that idea?

Ms. ANGERMAN. I would agree, and I also think that is one of the
things that GSA is prioritizing in our new role, is to really engage
with the user community and the public and others who actually
use the site to figure out what would make it a more user-friendly
experience.

Senator LANKFORD. OK. Do you all do any kind of two-factor au-
thentication or verification of the identity in the sense that if a per-
son is going to contribute a comment, they would also contribute
an email address, and then they would get a code basically deliv-
ered to that email address to make sure it is real, and so if there
is going to be interaction between the agencies and this individual,
we know this is actually a real working email address that they
gave us and we cannot verify whether that is that person’s name
or not, but at least we have some way of contacting back and a
working address?

Ms. ANGERMAN. Certainly, two-factor authentication and other
options are things that we will be looking at over the course of the
modernization assessment that we have already begun.

Senator LANKFORD. What about Advance Notice of Proposed
Rulemaking (ANPRM) as you all start thinking this through? Does
that help? Not help? Have you seen any kinds of trends? Obviously,
you have been at this all of less than a month at this point. Do
we have to look at helpful comments coming in early or comments
coming in later? Which one are a greater asset to the agencies as
they are going through—advanced early comments or comments
after the proposed rule?

Ms. ANGERMAN. I do not know yet, but it is certainly something
that we will go back and investigate.

Senator LANKFORD. OK. Let me defer back, and I may have a
couple of follow up questions as well.

Senator PORTMAN. Great questions. This is a difficult area be-
cause, as has been noted this morning, when you are accepting
comments online, particularly when you are asking for consistency
between the agencies, which is something Mr. Bagdoyan has ref-
erenced, you are going to run into this difficult issue. It is sort of
a tightrope. You want to allow for people to express themselves,
and yet you want to be sure that the legitimate, real comments, as
opposed to comments that are not legitimate, are getting through.
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Let me start with one of the issues that is clearly a problem, and
I think that chart! that is up there probably is about this, which
is false identities. People are stealing other people’s identities and
then issuing comments. By the way, we found examples of this
with regard to our colleagues. We found that Senator McConnell
had submitted some comments. We asked him if they were his, and
he says they were not, but also other colleagues. As we noted ear-
lier, that includes Donald Trump, Barack Obama, my favorite,
LeBron James, and a number of other people. Identity theft is an
issue again that is not only found with regard to comments to the
Federal agencies and it is a difficult issue, but we have to figure
out a way to deal with it.

The FCC has responded by telling people who complain that they
should write their own comment, as I understand it. In other
words, if you actually find out that your identity has been taken
and that your name has been used, the response has been, make
your own comment. A number of those people do not have a com-
ment to make. They do not have an opinion on the rule, so that
does not seem very satisfying. I do not think anyone should be re-
quired to engage in a regulatory comment period just because their
identity was stolen if they do not otherwise choose to.

Our report found that no agency except for CFTC reported these
complaints to law enforcement. That seems to me to be an issue.
If you know that it is identity theft, why wouldn’t you report that?

What should Regulations.gov and what should the FCC do about
that? Do you need any additional authorities from Congress to be
able to report the identity theft? Ms. Angerman.

Ms. ANGERMAN. Thank you for that question. GSA’s role is to
provide the service to the agencies, the rulemaking agencies, to be
able to support their own rulemaking processes, which I think we
have highlighted they vary greatly in terms of the kinds of data
that agencies require. What GSA’s role can be in that context is to
ensure that when we are alerted to there being any sort of issue,
whether it is a false identity or whether it is a threat, we ensure
that our help desk is very attentive to those and immediately let
the rulemaking agency know when something has been flagged to
us so that they can institute their own processes in terms of how
they choose to escalate or address that problem.

Senator PORTMAN. OK, but you are not answering the question
about whether you believe that it should be standard policy if
someone identifies that there is an identity that has been stolen,
that that be reported to law enforcement. Is that something you
think makes sense as you are looking at the policy?

Ms. ANGERMAN. I think it would make sense, but GSA is not in
the role to weigh in on whether law enforcement or any of those
agencies should become involved.

Senator PORTMAN. This goes to you, Mr. Mancini. Again, thank
you for being here, and as you may know, since I had this discus-
sion with OMB, I think OMB can play a bigger policy role here.
I appreciated your comments earlier about the need to have a con-
sensus-driven process and work with all the stakeholders. Ulti-
mately there needs to be a policy decision made here. If you need

1The chart referenced by Senator Portman appears in the Appendix on page 215.
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additional authorities, I think Congress is very interested, particu-
larly after the GAO work and after this report, to try to be helpful.
Do you think that an agency should report claims to law enforce-
ment?

Mr. MANCINI. Again, actually, Senator, I am a little bit hesitant
as, for many good reasons, OMB does not usually opine on enforce-
ment decisions of that nature. I do think, however, that—I think
that you have identified a potentially good need to have more gen-
eral policies in this area across the government. I think that the
ultimate decision about what a person has discovered—I think your
report mentioned CFPB as well—I think really does, for good rea-
sons, reside at the agency itself. I would be happy to take this back
to the Steering Committee, I think, if we can standardize that a
little bit more.

Senator PORTMAN. I think that is a good idea, standardize it a
little bit more. In fact, I think standardization, another topic more
broadly that was raised by Mr. Bagdoyan this morning, is impor-
tant. It seems to me that people ought to know, if they are submit-
ting comments to the FCC, submitting comments to the EPA, or
submitting comments to other agencies or departments, that they
are being treated equally. In other words, there is a consistent pol-
icy of the Federal Government.

Mr. Bagdoyan, maybe you can comment on that. You indicated
that you had made suggestions to several agencies, and one actu-
ally complied. Part of what you are trying to do, as I understand
it, is to try to drive some consistency and standardization across
the agencies.

Mr. BAGDOYAN. Right. Thank you, Mr. Chairman. You are abso-
lutely right. The recommendations in our June 2019 report we view
as a starting point, if you will. Our ongoing work, as I mentioned
earlier, involves very extensive data analytics. For example, we
have a survey ongoing of actual commenters who we are approach-
ing to see whether they made the comment associated with their
identity or not. We are hoping that will provide us with insight into
what else might have to be done. Parallel to that, we are actually
crunching, so to speak, data related to approximately—right now
not a final count, I must admit—about 60 million comments that
were submitted to the 10 agencies during the 5-year period I men-
tioned, 2013 to 2017. As you can imagine, that is a considerable
lift, so that is another source for us to obtain insights about what
really went on here. The survey respondents have been generous
with their responses. I think the response rate is very good. We
will be able to project, as things stand right now, the results of that
survey. We are optimistic that we will have a lot more to work with
to develop additional recommendations if necessary.

Senator PORTMAN. We would be very interested in seeing the re-
sults of that survey. We talked about the Wall Street Journal’s
work on this, investigative reporting, and I think the number was
72 percent, if I recall correctly, of people who said, “That was not
me.”

Mr. BAGDOYAN. Right. Our final report will come out in the fall
of next year, but, of course, we have been in touch with staff over
the past year, actually, filling them in as to where we are, and we
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would be happy to come up and chat some more about where we
are with that.

Senator PORTMAN. Our goal is to end up with policy suggestions
and legislation that actually helps you to be able to do your jobs,
and that data would be very helpful in that regard.

In terms of consistency, Ms. Boizelle, understanding your com-
ment that the FCC is different than other agencies in some re-
gards, it seems to me that consistency makes sense. Let us assume
that you do have your separate approach to this and that the other
agencies are under a now GSA-driven process and that OMB and
others providing policy guidance are ensuring they have consist-
ency. Shouldn’t you be talking to each other? One of the things that
drives me crazy is that it seems to me that you are off doing your
own thing, and yet you have a process that Ms. Angerman talked
about today with Regulations.gov, and you are not sharing best
practices and you are not cooperating. Doesn’t that make sense at
a minimum?

Ms. BOI1ZELLE. Absolutely. There is great value in interagency
communication and coordination. My understanding is that our IT
staff does have monthly and weekly conversations with IT folks at
other agencies. I do not know what the scope of the communication
is, but I absolutely agree. We support coordination on these issues.

Senator PORTMAN. Mr. Mancini has something to say.

Mr. MANCINI. I will add that one thing that I will take from this
conference is we actually have had a good bit of discussion—I will
refer to the technical folks—about CAPTCHA, and that is—we
were talking before the hearing that maybe as soon as we get
through this that we need to have a serious conversation about
that because there are some tradeoffs in that technology, but that
is one specific area in which I think that we really need to get to
the bottom of where they can provide technology that just stopped
kind of the non-human interaction with it. I will definitely go for-
ward on that.

Senator PORTMAN. I think that is a great example of where shar-
ing best practices and analysis and coming up with a consistent ap-
proach would be in the interest of people who have legitimate com-
ments to be made.

Let us talk about CAPTCHA for a second. We talked about the
500,000 emails received from Russian email addresses. We did not
talk about the fact that there is lots of evidence that bots are in-
volved here. As an example, the Pew analysis found that on nine
occasions, more than 75,000 comments were submitted at the very
same second, which looks like an automated spamming campaign
to me. This was the restoring Internet freedom proposal. There is
no question that millions of fake comments are coming in, and you
talked a little bit today about to keep bots from posting on your
platforms, it might make sense to install CAPTCHA or other soft-
ware, not just to focus on CAPTCHA, the one that most of us are
aware of. A lot of us have to use it a lot in order to access a
website’s platforms.

Why would we not turn to that? What is the negative? It is used
constantly in service organizations around the world, not just in
government agencies but for-profit entities. What is the negative to
using it? Is it cost? Is there better technology out there? Why would
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you not want to use that kind of software to be able to ensure you
have a person at the other end of the comment? Ms. Boizelle, then
Mr. Mancini, and Ms. Angerman.

Ms. BOI1ZELLE. As I said, we are considering CAPTCHA. We do
understand the problem of bot submissions spamming our ECFS
dockets. It has been described to me that sometimes bot commu-
nications are comparable to a modern postcard campaign, and so
my understanding, limited as it is in the technological context, is
that bots are not always inherently nefarious. Nonetheless, we
agree that there is an opportunity for significant abuse and mis-
chief, and we are exploring ways to limit bot activity on our dock-
ets.

In addition to CAPTCHA, we also are exploring whether to elimi-
nate an open application programming interface which we use to
allow the submission of mass comments from entities like grass-
roots organizations, and we are considering eliminating that option
because now we believe that our system can accept submissions
from organizations like that without dealing with machine-to-ma-
chine communication.

Senator PORTMAN. Mr. Mancini, do you agree that bots are not
inherently bad?

Mr. MANCINI. I really do not have a general opinion about that.
I will say that in the e-rulemaking community there was one in-
stance—I believe it was FDA so I will defer to them if they have
more details about this—that was a similar situation. They were
getting bot traffic, and it was really overwhelming the system, and
they actually turned off some access to the system, and apparently
the help desk at EPA at the time got a call, and it was apparently
a legitimate—well, they said they were a legitimate person wanting
to comment and provide a mass mailing campaign. That said, we
do have one example. One example certainly is not a trend.

We have seriously considered and are continuing to seriously
consider some sort of human verification process. I will say—and
maybe it was the technology, and, again, I will defer to the Pro-
gram Management Office (PMO)—that one of the technologies, the
CAPTCHA technology that they were looking at, actually there
were online work-arounds that you could purchase, that you could
actually spoof the CAPTCHA, something like a 90-percent success
rate, which I will note is probably a lot higher than I actually do
when I have to use one of our human things.

The short version, it is not an easy question to answer from a
technology point of view, and the PMO and the agencies have been
looking at this. We have not really found that one that strikes the
balance yet.

Senator PORTMAN. Senator Lankford.

Senator LANKFORD. It is very helpful to be able to get the insight
on this. Let me walk through just a couple of the questions that
I have.

Ms. Angerman, you had mentioned before that not every agency
has the same amount of information that they are pulling in. Some
are getting names; some are not getting names. Some are getting
addresses; some are not. Can you give me the extremes of one side
that does very little and one side that does a lot? What do you see
the most that is gathered?
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Ms. ANGERMAN. Thank you for the question. The extremes are an
agency could just require the comment itself and no other——

Senator LANKFORD. No name, totally anonymous.

Ms. ANGERMAN. Totally anonymous. Some require a name, but
there is little validation, the point of this discussion, to verify that
that name is a person who is alive or is actually attributable to the
person making the comment. If they decide that they want to re-
quire a name, they can also opt to provide address and other infor-
mation, email as well.

Senator LANKFORD. Is that made public?

Ms. ANGERMAN. It is up to the agency, ultimately, to decide, the
rulemaking agency to decide what information is made public as a
result of the comment process.

Senator LANKFORD. OK. Do any of the agencies ask if you are an
American citizen that is making the comment?

Ms. ANGERMAN. I do not believe that that is a question on Regu-
lations.gov

Senator LANKFORD. Does that matter?

Ms. ANGERMAN. At this point it has not been raised to my knowl-
edge that the Steering Committee has made that a requirement for
the system.

Senator LANKFORD. In the protection of the personally identifi-
able information (PII), for those that do gather information but are
not making it public at that point, is there any standard for how
that information has to be protected to make sure someone cannot
get through the system to be able to get access to that?

Ms. ANGERMAN. GSA is the custodian of the data, which means
we are responsible for ensuring that the data is protected, that
there is disaster recovery in place, that there is continuous moni-
toring and auditing of the system. Ultimately, the data itself and
the comments are owned by the rulemaking agency.

Senator LANKFORD. Are the comments posted immediately, or is
there some filtering where someone looks at it and evaluates before
this goes live, or they just type it in, push the button, and it goes
live immediately?

Ms. ANGERMAN. No, there is a whole process that the agency
goes through. Those are the analytics and the procedures that they
implement as they are evaluating the comments.

Senator LANKFORD. How long is the delay before that comment
goes live?

Ms. ANGERMAN. It is unique to each agency.

Senator LANKFORD. Give me extremes on that. Two minutes?
Twenty days? Or is it

Ms. ANGERMAN. I think that would be a very good example of the
extremes.

Senator LANKFORD. OK. FCC, is that the same? Do they go live
immediately or are they filtered, reviewed by someone before they
go live?

Ms. BoizELLE. They are not posted immediately, but it is an
automated process, so it is done without human intervention. Com-
ments that are filed are posted every 2 hours.

Senator LANKFORD. OK. They are just all pooled together and
then put up all at once every 2 hours to be able to——

Ms. BoizeLLE. Correct.
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Senator LANKFORD. Foul language comments, attacks on Ajit Pai,
which we had tons of that come in, personal attacks, threats on his
life, those are automatic. No one is kind of filtering through those
to be able to say, hey, that is really not relevant?

Ms. BoizeLLE. That is correct.

Senator LANKFORD. Is that something that can and should be
fixed? Obviously when you get a massive amount of people that
start making comments, that makes it much more difficult to be
able to go through and be able to filter that. Is there a need for
some human interaction?

Ms. BOIZELLE. As you indicated, the volume of comments makes
putting human eyes on each of them untenable in most cir-
cumstances.

Senator LANKFORD. I am struggling through the comment that
has been made about mass mail campaigns, and when I go through
Regulators.gov, there will be times—and some rules will have every
single name on it, and some of them will list mass mail campaign,
and then you can go into that and start seeing all the names that
are identified and such. If this is not really a vote, like I prefer/
I do not prefer, but you are really looking for comments, and really
it is more ideas, how can this be improved? How do we need to
make sure that there are changes and things that we need to pay
attention to before we finish this rule? Why does it matter about
a mass mail campaign? Is it really a head count issue quietly in
some of the agencies? Is it just about improving the quality of the
regulation?

Mr. MANCINI. I think as mentioned before, as a general matter
it is not a vote. It is about the quality. I will answer in part with
an anecdote, though. We did have in the Administrative Conference
of the United States a conference on this issue. I think it was about
this time last year. There were a lot of discussions about how to
discourage that kind of mass mailing campaign and that it is not
actually a useful input into the rulemaking process.

Then someone in the audience said, “Well, look, I am an advo-
cacy organization, and I actually value the ability for my constitu-
ents to participate, even if for just support or something like that.”
That was actually a learning experience for me because I think
that there is in the public—and, again, I am not going to speak to
whether it is useful for influencing the rulemaking, to actually just
express their views in that way.

I do think that some of the challenge that we have heard is that,
for instance, a perfectly legitimate advocacy organization can have
an attachment that everyone has agreed that they have signed on
to this, but there is also modern versions of that and maybe not
nefarious versions of that where they mix and match the com-
ments, they make it look like it’s more of a grassroots uprising. I
think the term is “astroturfing.” I think that is the challenge—
what we have heard is actually support for maintaining that abil-
ity, just express their opinions in the rulemaking process with lim-
iting the worse ways that that can be done.

Senator LANKFORD. Right. If we all marched over today to the
National Archives, they would take us to giant petitions that used
to come to Congress where people would literally go around dif-
ferent States when Congress was discussing a law in the 1800s,
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and they would get people to sign names on those petitions, and
often there would be false names of exactly what we are talking
about today. This is not something new. They would send the peti-
tion up to Congress and would store it there, and someone would
deliver it in a speech and say here is the petition of how many
thousands of people oppose this or support this. I have no issue
with that. That is a beneficial thing, and it has always been around
since the beginning of our republic.

The challenge that I have is when we are talking about rule-
making, we want the interaction of people that have ideas, that
say, hey, there is a better way to do this, there is some engage-
ment. This person gave a really good idea. I want to comment on
their really good idea. Here is something that could even be im-
proved on that because that helps regulators put out better regula-
tions.

What I am trying to figure out is how we can sort this comment
process and say there are people’s opinions that are here, like/do
not like, support/do not support from ideas, and to be able to figure
out how we can keep that interaction. If that is something that you
all can consider as you are going through the process, but also
helping people understand, hey, this is not a big massive vote. A
regulation comes from statute, and so this regulation is coming in
some form because a statute requires it. If you want to express I
like/do not like, go back to our offices, which people are not shy to
do either, and to say change the statute. This is really about mak-
ing a better regulation. Does that make sense? Somehow to be able
to make that clear to people, but then to say this is resulting from
a statute that we are carrying this out. It is not just an up-down
that is coming from it, but here is a way to be able to improve it.
Make sense?

Mr. MANCINI. Thank you, Senator. That makes a lot of sense. I
am going to take what we have talked about at this hearing and
absolutely try to gather the Executive Steering Committee and see
if there are better ways, because I think that the agencies in an
ideal world are already striving to do that, to try to clearly identify
those that are part of the mass mailing campaigns, for whatever
legitimate reason, from the individual “here are the insights I want
to provide” kind of comments. I think we are taking this very seri-
ously. I think we can think about enhancements on that point.

Senator LANKFORD. For the agencies to be able to filter, that is
one thing. For the American public, for them to be able to interact
is a different thing, because it is harder if there are 500 comments
on something for them to go through each one and to be able to
filter, hey, that is not relevant, not relevant, especially when you
have to open each one of them up and to be able to go through it,
because in Regulators.gov you are only getting the first couple of
lines there, and so you have to open each one up and determine
is this just a comment or is this an idea beneath it. It is a much
slower process for them than it would be for the agencies. If we are
going to have interaction, help the American people to have inter-
action, but just know this is a vote, whether I like it/do not like
it, this is an idea, and we can have interactions over here. Anyway,
grateful for that.

Ms. Angerman, do you have any comment on that?
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Ms. ANGERMAN. I just want to say I think that is an excellent
kind of definition of human-centered design. One of the reasons we
are really excited to have this program at GSA is that we are really
leaning forward at implementing human-centered design with
many of the other services that we deliver, and I think we can do
the same with this program.

Senator LANKFORD. OK. Senator Portman, thanks for pulling all
this together. You and I both requested this, but you really led on
requesting the initial study on this, and I appreciate you taking the
lead on this.

Senator PORTMAN. Thank you. As I said at the outset, this is an
issue that certainly goes across our two Subcommittees—one, the
investigative one, and two, the way in which our regulatory system
can work better. More broadly, this affects our democracy in funda-
mental ways, so I appreciate the witnesses being here today. I
think we have been able to identify a number of the problems. I
think the report does a good job with that. I think most Americans
would be shocked to learn about the abuse of the system, for in-
stance, the Wall Street Journal survey that 72 percent of the peo-
ple who were asked, “Did you submit this comment?” said, “It was
not me.” The identity theft issue is obviously one we have to focus
on, allowing people access, but at the same time not having their
comments be diluted by comments that are not real, that are fake
comments.

I know, Mr. Bagdoyan, you are going to do additional surveys.
We are going to be eager to get your information about what has
been the history here and how can we solve these issues.

Another thing we have talked about a lot today is consistency
and cooperation and best practices. You have 43 agencies, I think,
that you are working with, and of those 43 agencies, there are doz-
ens of different approaches to these issues. How do you deal with
profane comments? How do you deal with comments that are unre-
lated? How do you deal with identity theft? It seems to me consist-
ency is the right thing to do both with regard to being sure it is
the best approach, the best practices, but also for people who are
interested in commenting, they are not just interested in com-
menting at the FCC or the EPA. They are interested in com-
menting typically with other agencies, and they would need to
know that there is a consistent way they can get their voices heard.
I think that is one thing that has come out of this.

Mr. Mancini, you talked about the willingness to sit down now
with your task force and talk about the issues that have been dis-
cussed in the report and in today’s hearing. I appreciate that. We
also want to hear from you on legislative ideas. As I said earlier,
I think OMB can play a more substantive role on the policy side,
and you should not be shy about doing that. In my view, the con-
sensus-driven process is a difficult one. I realize that. It requires
leadership. I am also pleased that there has been a transfer made
from EPA to GSA because I agree with what Ms. Angerman said
earlier, which is that you have this broader responsibility and func-
tion, and you indicated in response to Chairman Lankford’s com-
ments, you also have other projects that you are undertaking to try
to—you said “human-centered,” meaning about people. We really
want to hear from people and not have their comments be less
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impactful because of all the noise. This is a challenge area. We
want to be helpful. We expect to stay in touch with you. We are
going to be moving forward with some legislative ideas, and we
need your input for that.

I want to thank my colleagues, particularly Chairman Lankford,
for joining us today and for pursuing this, and we look forward to
working with you going forward.

This hearing is now over.

[Whereupon, at 11:27 a.m., the Subcommittees were adjourned.]
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Welcome everyone to a joint hearing of the Permanent Subcommittee on
Investigations and the Regulatory Affairs and Federal Management Subcommittee.
PSI, the investigative committee, has release our report today on a topic of great
importance in ensuring Americans can have a voice in federal regulations.

We welcome Chairman James Lankford and Ranking Member Kyrsten Sinema of
the Regulatory Affairs Subcommittee.

I want to note that Ranking Member Senator Carper of PSI was looking forward to
his hearing, and he and his staff have put a lot of work into the report. He is unable
to be here because he is in Delaware this morning attending a funeral for a close
friend who passed away over the weekend. He sends his regrets to our witnesses,
and he asked that I submit his opening statement for the record, which I do now,
without objection.”

As members of a free and open democracy, it is critical that American citizens be
able to influence and inform the laws and regulations that govern them.

Whether agencies are setting guidelines on the safety of the food we eat, regulating
the emissions standards of the cars we drive, or adjusting the fees we pay to visit
national parks, the agency rulemaking process has a significant impact on
Americans’ lives.

That’s why over 70 years ago, Congress gave the American public the ability to
comment directly to federal agencies on proposed rules so agencies could consider
the views of the people who will be most directly affected by them.

When that system is working well, government agencies can get constructive
feedback before they finalize their rules. But more importantly, it gives the
rulemaking process the greater transparency the public deserves, and lets
Americans have their say.

With the rise of the Internet over the past few decades, Congress aimed to
modernize the commenting process—in 2002, we passed a law requiring the federal
commenting system to be put online with the goal of giving more Americans an
easier way to have a voice. That resulted in the platform Regulations.gov and other
agency platforms to accept comments.

(31)
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It was a good idea. Americans should be able to communicate easily with their
government about the issues that affect them.

But what we've found here at the Permanent Subcommittee on Investigations is
that, to be frank, we got complacent. Over the years, across both Republican and
Democrat administrations, these systems have become outdated and wide open to
abuse. What’s worse, right now there’s no game plan in Congress or in the agencies
for how we can correct this moving forward.

Many of these problems are not new. For example, GAO issued a report in 2003
noting that it is difficult to search Regulations.gov and that proposed rules and
other documents are not posted using consistent terminology. These were similar
issues to those raised by the Administrative Conference, the federal body that offers
improvements to the administrative process, in its December 2018 report.

Regarding that same GAO report in 2003, former Senator Joe Lieberman noted that
the GAO had found EPA had made the least progress of all major regulatory
agencies in using Regulations.gov, which “raises questions about why EPA was
designated the lead agency for the Administration’s e-rulemaking initiative.” He
may have been prescient — Regulations.gov was transferred from EPA to the GSA
only 24 days ago.

The report Sen. Carper and I put out today should be a wakeup call for all of us. It
shows how broken these commenting systems have become.

Just to name a few examples in our report:

e Thousands of comments submitted under stolen identities with no recourse
for the identity theft victim to remove the comment from the system;

o Comments posted by dead people, including Elvis Presley and Richard Nixon;

o Comments containing the entire text of the 1,225 page novel War and Peace;

» Comments containing threats of violence against government officials and
comments with excessive profanity.

For one notable rulemaking relating to the repeal of net neutrality, the FCC
comment system contains 17,482 F-words, a record.

And what's really ironic about that is that the FCC is the agency that polices our
television and radio airwaves. In other words, it fines broadcasters thousands of
dollars for airing profanity, but right now that same type of content sits on its own
comment platform.

But that’s just part of the broader problem the FCC has with their comment system.
Most of the comments on the FCC platform are just noise that do not advance the
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rulemaking process. That includes a half million comments traced to Russian email
addresses. Let me repeat that—500,000 comments linked to Russian email
addresses.

On top of that, nearly 8 million comments came from email domains associated with
FakeMailGenerator.com.

And even though these problems have been clear since at least 2017, the FCC has
not taken steps to address them.

The Wall Street Journal found that in that same 2017 FCC proceeding, in a random
sample of 2,757 comments, 72 percent of respondents they surveyed had not
submitted the comments that were posted under their names.

The Pew Research Center analyzed the 24 million comments the FCC received on
this rulemaking and found that only about six percent of all of the comments were
individual, unique comments.

e The other 94 percent were submitted multiple times—in some cases,
hundreds of thousands of times.

» Pew also found that some commenters posted computer viruses as comments,
and the FCC left those comments on its platforms. Pew said that meant that
members of the public trying to review those comments would end up getting
having their computers infected by malware on a government site. An FCC
commissioner we interviewed for our report confirmed this finding.

While the FCC has its own comment platform, the rest of the government uses
Regulations.gov, which is run by a committee led by the General Services
Administration and the Office of Management and Budget. But just like the FCC’s
system, Regulations.gov has been abused and overrun with spam.

We repeatedly found comments posted on Regulations.gov using stolen identities.
When we followed up on this with a dozen agencies that use Regulations.gov, none
of them reported taking steps to prevent comments from being posted under stolen

identities.

In fact, only the Commodities Futures Trading Commission (CFTC) reported that it
flagged comments posted under false identities for law enforcement.

Part of the problem is that right now, each agency that uses Regulations.gov has its
own policies regarding whether to remove or redact a comment, so there are
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currently no consistent guidelines for removing abusive or spammed comments from
the site.

This needs to change. The notice and comment process is a crucial part of our
regulatory system, and it should function with integrity and consistency.

At its best, the comment process allows everyday Americans to be heard by their
government, ensures that agencies write rules based on the best information
possible, and helps inspire public confidence in the rulemaking process.

At its worst, clogging the system with unrelated, false, and profane comments keeps
legitimate comments from being heard and misleads the public and agencies
regarding public sentiment about a proposed rule.

We have to be better than that to ensure that thoughtful, real comments are not
lost, like a needle in a haystack.

We're not here to point fingers for letting this happen—as I said earlier, this is an
issue where both parties in Congress and the past three administrations have
dropped the ball over the years. My hope instead is that this hearing will be the
start of a serious bipartisan conversation about improving these systems. And I
hope to work with all of the witnesses here and my colleagues to build on the
report’s findings to produce legislative solutions to some of these problems.

I now turn to Sen. Lankford, the Chairman for the Subcommittee on Regulatory
Affairs and Federal Management, for his opening statement.
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Opening Statement of Senator Tom Carper
“Review of E-Rulemaking Comment Systems”

October 24, 2019

Thank you, Mr. Chairman, for holding this hearing today and for the work you and your staff did
on the report we released today detailing a number of serious problems in agency rulemaking
processes.

I often say that everything I do 1 know [ can do better. When things aren’t perfect, as elected
officials, we have an obligation to improve them. I can think of few more worthy causes than
ensuring that the American people can make their voices heard when an agency is considering a
rule or regulation of interest to them.

Major rulemaking agencies like the FCC, EPA, and others play a vitally important role. After
those of us in Congress write bills and the President signs them into law, we rely on these
agencies to make our work real and put new polices into effect. To do this, they nced feedback
from the people a new rule might impact.

Our rulemaking process today is very open. Anyone seeking to weigh in on a proposed rule can
go online to Regulations.gov or one of the handful of other federal regulatory web sites to
suggest an alternative approach, or even just register their support or opposition to what’s being
considered. Nobody needs to hire a lawyer or a lobbyist to have their voice heard, and that’s
exactly as it should be.

But as our report lays out, the open nature of our rulemaking process leaves it vulnerable to
abuse.

Recent high-profile rulemakings have unfortunately become yet another forum for the kind of
heated and negative political debates we’ve been having in our country in recent years. Someone
who goes online today to learn more about the status of a rule they care about may find among
the filings comments laced with profanity, abuse, and even threats against agency personnel and
leadership.

Even more troubling is the fact that the open nature of our rulemaking process has created an
opportunity for interest groups or even hostile foreign governments to tilt proceedings in their
favor.

An October 3™ BuzzFeed article details how a telecommunications industry-backed group
appears to have orchestrated the submission of more than 1.5 million fake comments in support
of the FCC’s 2017 effort to overturn the Commission’s “Net Neutrality” rules.

In addition, a significant number of comments filed at the FCC in 2017 have been traced to email
addresses in Russia.
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This is extremely troubling. Our constituents deserve to know that agency rulemakings —
whether they agree with the final decision or not — have been conducted with their interests in
mind, not those of well-funded groups or hackers seeking to make mischief,

It's my hope that this hearing today can start a conversation about the steps rulemaking agencies
and Congress can do to restore confidence in the federal rulemaking process. Our report points

to some technological and policy changes agencies can take now, likely without new legislation.
[ look forward to hearing from our witnesses about what we can do to help.

[ also hope the attention that’s been called to this issue in recent months will resuit in
consequences for anyone found to have improperly interfered in agency rulemakings. I think
that will send an important message to others that the kind of fraud BuzzFeed and others have
reported on will not be tolerated.
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Opening Statement of Chairman James Lankford
Joint hearing before the Permanent Subcommittee on Investigations
And
Regulatory Affairs and Federal Management Subcommittee

Thursday, October 24 at 10:00

“Review of E-Rulemaking Comment System”

Good morning, welcome to today’s hearing and thank you to Senator Portman and
Permanent Subcommittee on Investigations for partnering with the Regulatory Affairs
Subcommittee on this hearing to discuss improvements to the systems by which the
public responds to proposed regulations.

The Administrative Procedure Act outlines the basic requirement that “interested
persons” shall have the opportunity to participate in the rulemaking process through the
submission of their views.

The APA’s legislative history shows this was designed to be the minimum agencies were
required to do for public engagement.

Most executive orders that currently govern the rulemaking process emphasize the need
for public engagement.

Executive Order 12866 directs agencies to provide the public with “meaningtul
participation in the regulatory process™ and a “meaningful opportunity to comment on
any proposed regulation.”

Similarly, Executive Order 13563 directs agencies to adopt regulations through a process
that “involves public participation.”

These requirements to engage the public recognize that agencies do not have all the
answers and ideas that work on paper might not work in practice so it is vital that
potentially regulated parties be involved in this process.

Today’s notice and comment process, however, is often a roadblock to meaningful
participation.
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As outlined in reports by PSL, GAO, the Administrative Conference and other
organizations, these websites are not as user friendly as they should be.

Interested parties must navigate through multiple websites, muitiple dockets, and poor
search features to find the specific rule on which they wish to comment.

Once they have found the correct rule and correct docket the public faces a host of
backend issues that the PSI report describes in detail: significant number of spam
comments, explicit language, and even virus-infected files.

If someone manages to wade through these issues and submits a comment, they then
hope the agency has not already made up its mind on the major aspects of the proposed
rule and is truly open to different perspectives.

Earlier this year, the Regulatory Affairs and Federal Management Subcommittee held a
hearing and discussed the need for advanced notices of proposed rulemaking. Former
OIRA Administrators supported the idea, recognizing that at the proposed rule stage,
where the APA requires notice and comment, agencies have generally already made up
their mind on how they will regulate.

To address this problem, Senator Sinema and [ introduced the Early Participation in
Regulations Act, which would require an advanced notice for major rules. The bill
passed out of this committee with bi-partisan support.

Public participation is vital to the rulemaking process, but if agencies only take public
comments after they have decided how they want to regulate or the system for receiving
those comments is unnecessarily difficult to navigate, then the public comment
requirement is not effective.

Requiring earlier public outreach and simplifying the notice and comment system would
give the public a meaningful voice and provide regulators with perspectives they
otherwise may not have considered, which would result in more effective and less
burdensome regulations.

ook forward to discussing solutions to these issues this morning. Thank you.
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Ranking Member Kyrsten Sinema
Subcommittee on Regulatory Affairs and Federal Management
Joint Hearing with the Permanent Subcommittee on Investigations
“Abuses of the Federal Notice-and-Commment Rulemaking Process”
Opening Statement

When [ hear from Arizonans and Arizona business owners, they tell me how difficult it can be to
make sure their voices are heard in the regulatory process.

They want to be good actors in their communities. But, complex and burdensome rules coming
out of Washington can make it difficult for them to thrive.

Hardworking Arizonans want to comply with sensible rules, but Arizonans also want to be heard
when Washington makes rules that affect their bottom lines. It is frustrating when Washington
does not seem to listen.

This is why the regulatory comment system is so incredibly important to our democracy. It is the
one time in our regulatory process where small business owners and everyday citizens can talk
directly to the people making the rules.

The comment system lets everyday Arizonans tell Washington that there is a better way to do
something, or a cheaper system that works just as well — perhaps that they have developed a
company best practice that goes beyond the requirements in the proposed rule.

We must protect the commenting systems from abuse by bad actors posting with stolen names.
We must stop bot farms, whether down the street or across the globe, from interfering with such
an important function of government.

We must also make sure that no proposed fix to this system gets in the way of allowing any
person or business to provide opinions, studies or data to an agency and help improve the final
rule.
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STATEMENT OF ELIZABETH ANGERMAN
PRINCIPAL DEPUTY ASSOCIATE ADMINISTRATOR
OFFICE OF GOVERNMENT-WIDE POLICY
U.S. GENERAL SERVICES ADMINISTRATION

BEFORE THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS AND THE
SUBCOMMITTEE ON REGULATORY AFFAIRS AND FEDERAL MANAGEMENT,
SENATE HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS COMMITTEE

October 24, 2019

Good morning Chairman Portman, Chairman Lankford, Ranking Member Carper, Ranking
Member Sinema, and the other Members of the Subcommittees. My name is Beth Angerman,
and | am the Principal Deputy Associate Administrator for the Office of Government-wide Policy
at the U.S. General Services Administration (GSA). Thank you for inviting me here today to
discuss GSA's recent assignment as Managing Partner for the eRulemaking Program and
GS8A’s plans to effectively execute this new area of responsibility.

Before delving into the substance of the eRulemaking Program, | would like to briefly discuss
GSA’s new role in this space. While the Environmental Protection Agency has managed this
program since 2002, on July 1, 2019, the Office of Management and Budget (OMB) announced
that GSA would become the new Managing Partner for the Program. GSA was selected as the
Managing Partner because the Administration recognized the important synergies that could be
achieved by moving the eRulemaking Program to GSA. This transition became effective
October 1, 2019.

GSA was designated as the Managing Partner for several noteworthy reasons. First, this new
role is consistent with the goals of the President's Management Agenda and the vision outlined
in OMB Memorandum M-19-16, Centralized Mission Support Capabilities for the Federal
Government. GSA has a key role in implementing OMB M-19-16 because of its long history in
offering shared services for Federal real estate and acquisttion.

Second, GSA will leverage its expertise in technology modernization to ensure that the
eRulemaking Program delivers a modern service with secure and innovative technical solutions
that are responsive to the needs of the interagency community.

Third, GSA is already home to the Regulatory information Service Center (RISC) which offers
support to agencies and OMB's Office of Information and Regulatory Affairs (OIRA) in the
creation of the Spring and Fall Unified Agendas, and in managing the process by which OIRA
executes its regulatory and information collection review authorities. GSA is uniquely positioned
to coliaborate both internally with RISC and externally with the Office of the Federal Register
(OFR), the Government Publishing Office (GPO), and other regulatory stakeholders.
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Components of the eRulemaking Program

With that in mind, the eRulemaking Program is a shared service that provides the public with
one-stop access to review electronic dockets and electronically submit comments on proposed
rulemaking and other agency actions for multipie Federal agencies. It is comprised of both the
Federal Docket Management System (FDMS), used by Partner agencies to create electronic
dockets, and Regulations.gov, which allows the public to interact with those dockets. The
eRulemaking Program allows rulemaking agencies to fulfill the requirements of the E-
Government Act of 2002. Participation is voluntary and the shared service is funded through
interagency agreements with those that participate. As of today, there are 221 partner agencies,
including subcomponents of agencies, using the eRulemaking program.

To use the system, partner agencies post electronic dockets for proposed rules and other
actions on Regulations.gov. Members of the pubtic can search the site for information in dockets
by name or by topic area. A member of the public may participate in the development of a
proposed rule by entering a comment and/or uploading relevant files through Regulations.gov.
The policies for submitting information vary greatly by agency. Some agencies require multiple
fields, such as name and address. Other agencies allow for anonymous comments. GSA
provides a shared technology service that allows participating agencies to configure the
information flow to the needs of their rulemaking policies and processes.

GSA'’s primary focus since assuming ownership has been to ensure continuity of service to
agency partners and the public. GSA also recognizes its responsibility to deliver a secure,
innovative, and modern platform to agencies, the public, OMB, and other stakeholders moving
forward. The Office of Regulation Management has already awarded a contract to assess the
current technology platform and design a roadmap for modernization, both for the eRulemaking
program and the RISC and OIRA Consolidated Information System (ROCIS).

Office of Regulation Management

In recognition of the importance of the program, GSA has established a new Office of
Regulation Management within the Office of Government-wide Policy. This office will enable
GSA to create a more integrated and streamiined federal rulemaking program using modernized
technology. While the missions of RISC and of the eRulemaking program remain the same -- to
promote transparency and efficiency in the rulemaking process -- GSA’s overarching vision for
Rulemaking Modemization is three-fold:

e Better integration of data and information technology between the Program and other
systems to support data analytics, both for rulemakers and members of the public.

¢ Apply innovative approaches to promote public access, accountability, and
transparency.

e In support of the President's Management Agency and Cross Agency Priority Goal #5,
provide a quality shared service to modernize and standardize the technology platform,
while reducing duplication in support of improved services across the Federal
rulemaking landscape.
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Some of the potential outcomes we plan to explore:

improving value, reducing costs, and ensuring secure implementations for underlying
technology, including best practices for shared hardware components and software
licensing.

Improving customer experience for existing services provided by the eRulemaking and
RISC programs.

Expanding the portfolio of shared services to address aspects of the reguiatory process
that are still performed redundantly by partner agencies. GSA will investigate the extent
to which participating agencies supplement their use of eRuiemaking systems with
investments in labor and technology for their regulatory programs and docket centers.
Addressing any unmet needs for non-participating agencies, and expanding the
membership in the eRulemaking Program.

In partnership with the OFR, GPO, and other stakeholders, enabling federal-wide
regulatory analysis for rulemakers and the public. This includes:

o Improved practices for data standards, data quality, and data governance.

o Improved system interfaces among eRulemaking, RISC, OFR and GPO to
integrate datasets, streamline the publication process and track a rulemaking
throughout its fifecycle.

o New approaches and technologies for making the unstructured content in
regulatory documents and comments more machine-readable and accessibie for
automated analysis.

Challenges and Opportunities

GSA is also prepared to research potentiai risks posed by external forces related to data
integrity, falsified identities, and the automated generation of public comments. Although we will
vigorously work to mitigate any identified risks, we understand this to be a complex dynamic that
extends beyond technology fixes to legal and policy considerations with multiple interested
stakeholders. It is our intention to protect the transparency and accessibility of the process to
the American public while providing the best, most cost effective tools possibie to agencies to
ensure they have sophisticated analytics programs necessary to make data driven regulatory
decisions.

As GSA embarks on this technology modernization initiative, it is our intent to engage with
stakeholders -- agencies, Congress, and the public -- to better understand their priorities and
concerns as we design a roadmap to improve the efficiency and effectiveness of the program.
An initial version of that roadmap should be complete by the end of FY 2020.

In conclusion, GSA is proud and honored to be the Managing Partner for the eRulemaking
Program. GSA'’s establishment of a new Office of Regulation Management recognizes the high
value placed on the integrity of the regulatory process as a foundation of our nation’s
democratic system and our deep respect for the importance of this program as a cornerstone of
the democratic process.
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Thank you, again, Chairman Portman, Chairman Lankford, Ranking Member Carper, Ranking
Member Sinema, and the other Members of the Subcommittees, for inviting me here today.

| look forward to your questions.
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STATEMENT OF DOMINIC MANCINI
CO-CHAIR, EXECUTIVE STEERING COMMITTEE, eRULEMAKING PROGRAM

BEFORE THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS AND THE
SUBCOMMITTEE ON REGULATORY AFFAIRS AND FEDERAL MANAGEMENT,
SENATE HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS COMMITTEE

October 24, 2019

Good morning Chairman Portman, Chairman Lankford, Ranking Member Carper,
Ranking Member Sinema, and the other Members of the Subcommittees. My name is Dominic
Mancini; | am the career Deputy Administrator of the Office of Information and Regulatory
Affairs (OIRA) in the Office of Management and Budget (OMB), and in that capacity I also
serve as the Co-Chair of the eRulemaking Executive Steering Committee.

Thank you for the opportunity to speak before the Subcommittees in my role as Co-Chair
of the eRulemaking Program’s Executive Steering Committee. The eRulemaking Program is a
cornerstone of the Federal regulatory system, as it provides all Americans and interested
stakeholders a meaningful opportunity to participate in the rulemaking process. The website
allows the public to find, read, and comment on proposed regulations and related documents
published in the Federal Register.

Since enactment of the 2002 E-Government Act, the Executive Steering Committee has
worked to support the eRulemaking Program to increase transparency, improve regulatory policy
decisions, decrease administrative costs, and increase regulatory compliance. In addition to the
public-facing website Regulations.gov, the eRulemaking Program includes the back-end Federal
Docket Management System (FDMS), which provides a platform for agencies to organize their
rulemakings and other dockets and make their proposed rulemakings available for public
comment.

Since the establishment of the eRulemaking Program in 2003, the Executive Steering
Committee sets long-term strategies, goals, and technologies that support the vision and mission
of the Program. The Executive Steering Committee is committed to working with the General
Services Administration (GSA), our new managing partner, to modernize the Federal rulemaking
landscape while maintaining current services, leveraging common technology, and reducing
duplication to the extent possible. Specifically, we endeavor to make the eRulemaking Program
more responsive to partner agencies and public stakeholders by adopting emerging technologies
to continuousfy improve the way the Federal government implements the E-Government Act, the
Administrative Procedure Act and numerous other laws and Federal regulatory policies.

Since 2003, the eRulemaking Program has grown to be the most prominent way in which
most Federal agencies comply with their obligations under the E-government Act. The
eRulemaking program is provided as a shared service and is funded by the partner agencies, with
a budget of about $8 million per year and a consensus funding mechanism approximating each
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agency’s usage of the system. In addition to the Steering Committee, much of the work is done
one step down in the Advisory Board, and most major decisions, including budget levels and
allocations, and major projects, are subject to a majority vote in both the Board and the
Committee.

To give you a sense of the scope of the system, in Fiscal Year 2019, the agencies opened
over 330,000 dockets for regulations and related policies and collected about one million public
comments. The usage of the system generally goes up each year; however, the number of total
comments is usually driven by a few large rulemakings. For example, a few months ago we did
a brief review that suggested that about 80 percent of proposed rules receive 10 or fewer
comments.

One recent development I am excited about is the new “front page” of Regulations.gov,
currently available in beta. Among the enhancements are significantly improved search
capability (including separating searches by document type), and more intuitive ways for the
public to submit comments. I believe the team has received good feedback on the beta, and hope
to continue to refine and eventually launch that as the permanent front door to Regulations.gov in
the future.

As mentioned briefly above, GSA recently became the managing partner of
eRulemaking. Consistent with the President’s Management Agenda' and the goals of Executive
Order 13781, “Comprehensive Plan for Reorganizing the Executive Branch,” OMB announced
that the eRulemaking Program would move from the EPA to GSA in fiscal year 2020. The
transition has been successful, and I look forward to working closely with our new managing
partner on the opportunity and challenges ahead. As the Steering Committee considers how to
improve eRulemaking, GSA leadership, as the Program Management Office and Co-Chair, gives
me great confidence because of the technology expertise and mission support functions that GSA
has already demonstrated. For example, GSA’'s Regulatory Information Service Center (RISC)
manages RegInfo.gov, the website that discloses to the public information about OIRA reviews
of significant regulations under Executive Order 12866, “Regulatory Planning and Review,” and
information collections under the Paperwork Reduction Act. RISC is also responsible for
working with agencies to publish summary information regarding significant regulations in the
semiannual Unified Agenda of Federal Regulatory and Deregulatory Actions and the annual
Regulatory Plan. Similar to FDMS, the back-end database that supports Reginfo.gov is the RISC
OIRA Consolidated Information System (ROCIS).

GSA and OIRA are both very interested in looking for other ways to improve the
eRulemaking process, including increasing the functionality of commenting, and improving
interaction among the various systems relating to rulemaking. To that end, GSA has engaged in
a study of opportunities for modernization. This includes taking a good look at issues such as
technologies and policies associated with the attribution of comments, and other modern
challenges to the eRulemaking process.

! OMB Memorandum M-19-16, Centralized Mis sion Support Capabilities for the Federal Government.
2
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Regarding commenting in general, the Executive Steering Committee and all agency
members of the Advisory Board are looking at ways to improve the usability, security, and
integrity of the platform for receiving comments from the public, and eRulemaking already
provides what I believe are relatively effective tools in this area. We know that modern
technologies both provide an opportunity for the public to participate in the regulatory process in
a much more accessible way, and lower the cost of engaging in mass mailing and related
activities that have challenged the agencies. I am looking forward to working with the agencies,
GSA, the public, and others on opportunities to improve eRulemaking.

Thank you again, Chairman Portman, Chairman Lankford, Ranking Member Carper,
Ranking Member Sinema, and the other Members of the Subcommittees, for inviting me here
today. I look forward to your questions.



47

STATEMENT OF

ASHLEY BOIZELLE
DEPUTY GENERAL COUNSEL
FEDERAL COMMUNICATIONS COMMISSION

HEARING ON REVIEW OF E-RULEMAKING COMMENT SYSTEMS
BEFORE THE
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COMMITTEE ON HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS
U.S. SENATE

OCTOBER 24, 2019

Chairmen Postman and Lankford, and Ranking Members Carper and Sinema, thank you
for the opportunity to testify today. I serve as Deputy General Counsel at the Federal
Communications Commission {(FCC) and am here today to address how the FCC collects and
reviews public comments in its rulemakings. My testimony will focus on the role the FCC’s
“Electronic Comment Filing System” (ECFS) plays in this process. 1 am providing this
testimony from the perspective of a senior FCC lawyer responsible for defending the agency’s
actions in federal appellate courts and ensuring that the Commission’s rulemakings comply with
our legal obligations.

The Administrative Procedure Act— Basic Legal Requirements

Like other federal agencies, the FCC adheres to the rulemaking framework Congress
established in the Administrative Procedure Act (APA) of 1946. In modern practice, the FCC
conducts its rulemaking under the “notice-and-comment” or “informal” rulemaking procedures
set forth in section 553 of the APA. This process consists of three steps:

1) The agency publishes a notice of proposed rulemaking;

2) The agency offers the public (“interested parties™) an opportunity to comment on its
proposal; and

3) The agency publishes a final rule that includes a statement explaining the basis and
purpose of the rule.
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ECFS Plays an Important Role in Facilitating the Intake and Posting of Comments from
the Public

ECFS is the tool the FCC uses to manage the second stage of this process — the point at
which the public submits comments regarding our proposed rules. ECFS was created in 1998
and has been moditied incrementally over time in response to the increased emphasis on
electronic filing and the changing needs of the Commission. The Commission adopted the
second generation of ECFS (ECFS 2.0) in 2009 and the third generation of ECFS (ECFS 3.0) in
2016.

Throughout its history, ECFS has been designed to maximize public participation in
rulemakings by making the submission and posting of comments as easy and inclusive as
possible. This fundamental feature of ECFS — its openness — is not animated exclusively by the
FCC’s efforts to comply with the APA, which requires that agencies afford the public a
meaningful opportunity to comment on the agency’s proposals. It is also the product of many
decades of practical rulemaking experience at the FCC, the lesson of which is that the
policymaking process benefits from vigorous, on-the-record exchanges between parties with
different views and that the FCC can improve accountability and transparency through an open
rulemaking process.

To facilitate this discourse, ECFS is available 24 hours a day, seven days a week to
anybody who wishes to submit a comment, or to search for and review comments that other
members of the public have submitted. It accepts comments made in most file formats (although
not executable files), scans those filings for viruses and quarantines infected attachments, and
posts comments at regular intervals via an automated process. ECFS provides an easy, web-
based form for parties who wish to submit brief comments (called “express” comments), but also
gives parties the ability to submit comments with voluminous supporting materials, such as
technical analyses and expert reports (called “standard” comments).

In its current form, technically sophisticated users can access ECFS through an
“application programming interface” (API). The API can be used for various purposes,
including the submission of “bulk™ comments on behalf of groups and extracting large numbers
of comments from the system for content analysis.

ECFS is also an adaptable, “scalable” system. It was designed to manage both
rulemakings on technical subjects that may attract only a handful of comments and high-profile
proceedings that generate headlines and millions of comments, such as the FCC’s 2017
“Restoring Internet Freedom™ proceeding. Since 2016, ECFS has been hosted on a cloud
computing platform, which has improved the FCC’s ability to manage surges of comments such
as those cxperienced in 2017.

In addition to facilitating comment intake and posting submissions to the public docket,
ECFS’s user interface organizes information to enable members of the public to find and respond

2
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to other comments in the record. It does so by making it possible for individuals to locate
specific proceedings and filings by running full-system searches via proceeding number, FCC
bureau, author, type of filing, or date ranges, among other things. For those without such
information, ECFS contains a page highlighting popular proceedings with links to the agency’s
most active dockets. Once an individual selects a specific proceeding, ECFS provides shortcuts
to the most popular comments by linking to submissions from the top filers and authors.
Through the combination of its interface and its features, ECFS plays an important role in
providing the public with a meaningful opportunity to weigh in on the agency’s proposed
actions.

ECFS Facilitates the Agency’s Review of Comments

ECFS also plays an essential role in the third step of the APA rulemaking process — the
point at which the FCC analyzes the contents of the rulemaking record and prepares its final rule.
Staff in the FCC’s Bureaus and Offices use ECFS to review the public comments submitted in a
proceeding. The goal of this review is to identify and summarize comments that raise significant
factual, policy, and legal arguments. Attorneys in the FCC’s Bureaus and Offices then use the
comments and summaries to ensure that the agency responds to relevant evidence, analysis, and
arguments in the record, and to organize and draft the documents that eventually become final
Commission rules and orders.

The FCC Focuses on the Content of Comments in Satisfying its Obligation to Respond to
Significant Factual, Legal, and Policy Arguments in the Record

Agency rulemaking is the process by which federal agencies propose and promuigate
regulations. When adopting any final rule, the Commission is required to address important
aspects of whatever problem it is attempting to solve, offer reasoned explanation for its
decisions, and consider and respond to significant substantive legal and policy arguments in the
record. Compliance with these legal obligations necessitates a platform like ECFS that enables
agency staff to create a complete administrative record and to accept, search, retrieve, and review
the comments that constitute that record.

Guided by our statutory obligations and case law interpreting and applying the APA, we
focus on the content of comments, rather than the number that advance a specific position.
Courts have made clear that we are not required to tally the number of comments for or against
our proposed action; a rulemaking is not a public opinion survey. Likewise, the identity of a
filer, although potentially relevant if the comment purports to offer factual assertions or analysis
based on expertise, is generally not critical to our analysis. It is usually the substance of a
comment that matters.

By storing and preserving comment submissions and providing search and retrieval
functionalities to facilitate our review, ECFS plays an integral role in our efforts to consider
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relevant material, address significant issues commenters have raised, ground our decisions in
record evidence, and reasonably explain our regulatory action.

We are Continuing to Make Improvements to ECFS and are Making Plans for ECFS 4.0

ECFS has been updated several times since the FCC first permitted electronic
commenting in 1998. Many of those updates have been driven by the expanding role
information technology plays in agency rulemakings and the growing volume of electronic
comments we receive. Historically, the FCC’s approach to the comment process has been to err
on the side of openness and accessibility. We have generally taken the view that more robust
public participation and a complete administrative record are features of rulemaking, rather than
flaws. But we have always understood that there is a tradeoff involved in this approach: the
easier it is for people to comment on our proposed rules, the easier it is for bad actors to abuse
the system. We have endeavored to mitigate some of the opportunities for mischief by ensuring
sufficient network capacity to prevent system disruptions and optimizing ECFS’s search
capabilities so that those looking to review and respond to substantive comments can find them.

To that end, over the past three years, the FCC’s Information Technology staff has made
a number of improvements to ECFS. These improvements include, among other things,
optimizing search result queries to make them faster and more accurate and adding data
validation checks to ECFS’s web interface to ensure only permissible data is submitted into the
application.

Even more importantly, we have launched a fulsome review to overhaul the system. A
cross-bureau working group has been tasked with leading this effort. They are now in the
process of convening roundtables with various external stakeholders to ensure that the next
generation of ECFS is both accessible and secure. Among other things, we are exploring
changes like the implementation of CAPTCHA to distinguish human comment filers from
automated submissions, tools to authenticate identities, the creation of docket home pages that
highlight comment deadlines and links to major filings, and the elimination of ECFS’s open API
to limit bot activity in agency proceedings.

As we move ahead with our system overhaul, the Commission will follow the guidance
of the performance audit provided us by GAO and the recommendations of the FCC’s Inspector
General. We will also carefully consider the recommendations you have made in the report the
PSI Subcommittee released this week and welcome any other suggestions you have for us today
or in the future. Our objective is to use all available resources—financial and human——to ensure
that the next generation of ECFS is even more accessible, secure, and resilient than our current
system.

Thank you for the opportunity to testify today. T look forward to answering your
questions.
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FEDERAL RULEMAKING

Selected Agencies Should Clearly Communicate
Public Comment Posting Practices Associated with
Identity Information

What GAO Found

The Administrative Procedure Act {APA) governs the process by which many
federal agencies develop and issue regulations, which includes the pubtic
comment process {see figure).

The Rulemaking Pracess under the Administrative Procedure Act

inltiate Prioritize, identify Develop Conduct Pubfish ‘Provéss.'. Finalize Condust Publish

nilemaking plan,and issuss preambie intemal proposed | public:: > preamble internal finat rule
prove and  andrule and rule ‘comments andnide  and

gather ianguage interagency wam [anguage interagency

data review review

In June 2019, GAQC found that Regulations.gov and agency-specific comment
websites collect some identity information—such as name, email, or address—
from commenters who choose {o provide it during the public comment process.
The APA does not require commenters to disclose identity information when
submitting comments. In addition, agencies have no obligation under the APA to
verify the identity of such parties during the rulemaking process.

Source: GAD, | GAD-20-105T

GAOQ found in the June 2019 report that seven of 10 selected agencies have
some internal guidance associated with the identity of commenters, but the
substance varies. This reflects the differences in the way that the selected
agencies handle commenter identity information interatly.

GAQ also found that the selected agencies' practices for posting pubtlic
comments to comment websites vary considerably, particularly for duplicate
comments (identical or near-identical comment text but varied identity
information). For example, one agency posts a single exampile of duplicate
comments and indicates the total number of comments received, but only the
example is available to public users of Regulations.gov. In contrast, other
agencies post all comments individually. As a result, identity information
submitted with comments is inconsistently presented on public websites,

The APA allows agencies discretion in how they post comments, but GAQ found
that selected agencies do not clearly communicate their practices for how
comments and identity information are posted. GAO's key practices for
transparently reporting government data state that federal government websites
should disclose data sources and limitations to help public users make informed
decisions about how to use the data. If not, public users of the comment websites
coutd reach inaccurate conclusions about who submitted a particuiar comment,
or how many individuals commented on an issue.

United States Government Accountabifity Office
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Chairman Portman, Chairman Lankford, Ranking Member Carper,
Ranking Member Sinema, and Members of the Subcommittees:

Thank you for the opportunity to discuss our work on identity information
in the public comment portion of the rulemaking process. The
Administrative Procedure Act (APA) establishes procedures for
rulemaking, which is the process agencies follow to develop and issue
regulations.! Agencies use regulations to carry out statutory directives to
achieve public policy goals, such as protecting the heaith and safety of
the public. Under the APA, agencies engage in three basic phases of the
rulemaking process: (1) initiate rulemaking actions, (2) develop proposed
rulemaking actions, or Notices of Proposed Ruiemaking (NPRM), and (3)
develop final rulemaking actions. Built into agencies’ rulemaking
processes are opportunities for internal and external defiberations,
reviews, and public comments.

Federal agencies publish an average of 3,700 NPRMs each year. Most
agencies utilize Reguiations.gov to receive public comments on proposed
rules, but some agencies have their own agency-specific websites.?
Although the number of public comments submitted on NPRMs can vary
widely, in recent years some high-profile rulemakings have received
extremely large numbers of comments. For example, during the public
comment period for the Federal Comrnunications Commission’s (FCC)
2017 Restoring Internet Freedom NPRM, FCC received more than 22
million comments through its public comment website.® Subsequently,
media and others reported that some of the comments submitted to FCC
were suspected to have been submitted using false identity information.*

5 U.5.C. § 553. The APA describes two types of rulemaking, format and informal, Most
agencies use informal rulemaking, which is the type of rulemaking described in this
testimony.

2Regulations.gov is an interactive public website providing the general public with the
opportunity to access federal regulatory information and submit comments on regulatory
and nonreguiatory documents published in the Federal Register.

3Restoring Internet Freedom (82 Fed. Reg. 25,568 {June 2, 2017) and (83 Fed. Reg.
7,852 {Feb, 22, 2018)).

4Comments using false identity information include any comments submitted with identity
information that does not accurately represent the individual submitting the comment in
question. This could include anonymized names, such as "John Doe,” fictitious character
names, such as “Mickey Mouse,” or improper use of identity information associated with a
real person.

Page 1 GAO-20-105T
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The APA requires agencies to allow comments on NPRMs to be
submitted by any interested party {(commenters). The APA does not
require the disclosure of identity information from commenters, such as
name, email, or address. Agencies therefore have no obligation under the
APA to verify the identity of such parties during the rulemaking process.
Agencies must give consideration to any significant comments submitted
during the comment period when drafting the final rute.’ However, courts
have held that agencies are not required to respond to every comment
individually.® Agencies routinely offer a single response to multipie
identical or simitar comments, because the comment process is not a
vote. As explained by Regulations.gov’s Tips for Submitting Effective
Comments, “... agencies make determinations for a proposed action
based on sound reasoning and scientific evidence rather than a majority
of votes. A single, well-supported comment may carry more weight than a
thousand form lefters.”

My remarks today are based on our report issued in June 2019.7
Specifically, this testimony discusses (1) the identity information selected
agencies collect through Regulations.gov and agency-specific comment
websites, {2) the internal guidance selected agencies have related to the
identity of commenters, (3) how selected agencies treat identity
information collected during the public comment process, and (4) the
extent to which selected agencies clearly communicate their practices
associated with posting identity information collected during the public
comment process.

For our report, we selected a nongeneralizable sample of 10 agencies
(selected agencies) that received a high volume of public comments for
rulemaking proceedings that accepted comments from January 1, 2013,
through December 31, 2017. These selected agencies included eight
agencies that use Regulations.gov as their agency's comment website

5Courts have explained that significant comments are comments that raise relevant points
and, if true or if adopted, would require a change in the proposed rule. Safari Aviation Inc.
v. Garvey, 300 F.3d 1144, 1151 (9th Cir. 2002); Am. Min. Congress v. EPA, 907 F.2d
1179, 1188 (D.C. Cir. 1990).

SAm, Min. Congress v. EPA, 907 F.2d 1179, 1187 (D.C. Cir. 1990) (citing Thompson v.
Clark, 741 F.2d 401, 408 (D.C. Cir. 1984)). See also, Action on Smoking and Health v.
C.AB., 699 F.2d 1208, 1216 (D.C. Cir. 1989).

"GAO, Federal f king: Sefected Agencies Should Clearfy Communicale Practices
Associated with Identity information in the Public Comment Process, GAO-19-483
{Washington D.C.: June 26, 2018).

Page 2 GAO-20-105T
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{"participating agencies”) and two agencies that operate agency-specific
comment websites (“nonparticipating agencies”).? We surveyed 52
program offices within these agencies about their comment process and
reviewed comment websites, agency guidance, and posted comment
data. We also interviewed relevant agency officials. Additional information
about our scope and methodology is available in our June 2019 report.?
Since the issuance of that report, we received and reviewed additional
information from selected agencies refated to the actions they have taken
in response to the report’s recommendations.

We conducted the work on which this statement is based in accordance
with generally accepted government auditing standards. Those standards
require that we plan and perform the audit to obtain sufficient, appropriate
evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained
provides a reasonable basis for our findings and conclusions based on
our audit objectives.

BSelected participating agencies are: Bureau of Land Management {(within the Department
of the interior), Centers for Medicare & Medicaid Services (within the Department of
Health and Hurman Services), Consumer Financial Protection Bureau, Employee Benefits
Security Administration {EBSA} (within the Department of Labor}, Environmental
Protection Agency (EPA), Fish and Wildlife Service (FWS) (within the Department of the
Interior) , Food and Drug Administration (FDA) (within the Department of Health and
Hurnan Services), and Wage and Hour Division (WHD) {within the Department of Labor).
Selected nonparticipating agencies are FCC and Securities and Exchange Commission
{SEC).

9GAO-19-483.

Page 3 GAO-20-108T
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Selected Agencies
Collect Some
Information from
Commenters and
Accept Anonymous
Comments through
Regulations.gov and
Agency-Specific
Websites

Consistent with the discretion afforded by the APA, Regulations.gov and
agency-specific comment websites use required and optionat fields on
comment forms to collect some identity information from commenters. in
addition to the text of the comment, agencies may choose to collect
identity information by requiring commenters to fill in other fields, such as
name, address, and email address before they are able to submit a
comment. Regardiess of the fields required by the comment form, the
selected agencies all accept anonymous comments in practice. Further,
because the APA does not require agencies to authenticate submitted
identity information, neither Regulations.gov nor the agency-specific
comment websites contain mechanisms to check the validity of identity
information that commenters submit through comment forms.

Regulations.gov and agency-specific comment websites also collect
some information about public users’ interaction with their websites
through application event logs and proxy server logs, though the APA
does not require agencies to collect or verify it as part of the rulemaking
process."® This information, which can include a public user's Internet
Protocol (IP) address, browser type and operating system, and the time
and date of webpage visits, is collected separately from the comment
submission process as part of routine information technology
management of system security and performance, and cannot be reliably
connected to specific comments.

Most Selected
Agencies Have Some
Internal Guidance
Related to
Commenter Identity

Seven of 10 selected agencies have documented some internal guidance
associated with the identity of commenters during the three phases of the
public comment process: intake, analysis, and response to comments.*!
However, the focus and substance of this guidance varies by agency and
phase of the comment process. As shown in table 1, for selected
agencies that have guidance associated with the identity of commenters,
the guidance most frequently relates to the comment intake or response
to comment phases of the public comment process.

1DAppli(:aﬁon event logs are generated by applications running on servers, end-user
devices, or the web. Proxy server logs contain requests made by users and applications
on a network.

11During the comment intake phase, agencies administratively process comments. During
the comment analysis phrase, subject-matter experts analyze and consider submitted
comments, During the comment response phase, agencies prepare publically available
responses to the comments in accordance with any applicable requirements.

Page 4 GAO-20-105T
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Tabie 1: F of Internal Agency ity -Ri A fated with the Public Comment Process
Agency Comment intake C y ] to
Bureau of Land Management No Nao No
Centers for Medicare & Medicaid Services No Yes Yes
Consumer Financial Protection Bureau Yes No Yes
Empioyee Benefits Security Administration® Yes Yes Yes
Environmental Protection Agency Yes No No
Federal Communications Commission No No No

Fish and Wiidiife Service No No No

Food and Drug Administration No Yes Yes
Securities and Exchange Commission Yes No No

Woage and Hour Division® Yes Yes Yes

Saurce: GAC analysis of agericy data, | GAQ-20-105T

*The Empioyee Benefits Security Administration and Wage and Hour Division provided GAO with
Department of Labor guidance that applies to alt agencies within the department.

The guidance for these phases addresses activities such as managing
duplicate comments (those with identical or near-identical comment text
but varied identity information) or referring to commenters in a final rue.
Agencies are not required by the APA to develop internal guidance
associated with the public comment process generally, or identity
information specifically.

Selected Agencies’
Treatment of identity
Information Collected
during the Public
Comment Process
Varies

Within the discretion afforded by the APA, the 10 selected agencies’
treatment of identity information during the comment intake, comment
analysis, and response to comments phases of the public comment
process varies. Selected agencies differ in how they treat identity
information during the comment intake phase, particutarly in terms of how
they post duplicate comments, which can lead to identity information
being inconsistently presented to pubfic users of comment systems. With
regard to the comment intake phase in particular, the variation in how
agencies identify duplicate comments and post comments resuits in
identity information being inconsistently presented on Regulations.gov or
the agency-specific websites. Generally, officials told us that their
agencies either (1) maintain all comments within the comment system or
(2) maintain some duplicate comment records outside of the comment
system, for instance, in email file archives. For example, according to

Page 5 GAO-20-105T
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officials of one participating agency-the Wage and Hour Division
{WHD)~all duplicate comments are stored in Regulations.gov.’? Qur
analysis of WHD comments did not suggest that any comments were
missing from Regulations.gov. However, in one example, almost 18,000
duplicate comments were included in attachments under one individual's
name in the comment title. While all of the comments are included within
10 separate attachments, none of the identity information included with
these comments can be easily found without manually opening and
searching all 10 attachments, most of which contain approximately 2,000
individual comments.

Figure 1: Example of How the Wage and Hour Division Posts Duplicate Comments

s Duplicate comments were posted
f under a single comment
Cnly one name was identified in the comment title

bar .
Geument dormation

;. Dats Pestey:
Sap 22,0077

G
S ol Dataies B

Subamitter Infan

s All the duplicate comments were
included in the attachments
None of the identily information included with
these comments can be easily found without
opening and searching ali the attachments

Source GAD analysis of Regulations.gov information. | GAD-20-106T

12Although alt comments are stored in Regulations.gov, according to officials, some
sensitive information may not be made pubiicly available.

Page & GAD-20-105T
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Note: We did not inciude the identity i 1 i with these instead, each
unique piece of identity information is identified by a different number or letter.

Selected agencies’ treatment of identity information during the comment
analysis phase also varies. Specifically, program offices with the
responsibility for analyzing comments place varied importance on identity
information during the analysis phase. Finally, all agencies draft a
response to comments with their final rule, but the extent to which the
agencies identify commenters or commenter types in their response also
varies across the selected agencies.

Selected Agencies’
Practices Associated
with Posting Identity
Information Are Not
Clearly
Communicated to
Public Users of
Comment Websites

Our analysis of Regulations.gov and agency-specific comment websites
shows that the varied comment posting practices of the 10 selected
agencies are not always documented or clearly communicated to public
users of the websites. in part to facilitate effective public participation in
the rulemaking process, the E-Government Act of 2002 requires that al
public comments and other materials associated with a given rulemaking
should be made “publicly available online to the extent practicable.”*®
Additionally, key practices for transparently reporting open government
data state that federal government websites—like those used to facilitate
the public comment process—should fully describe the data that are
made available to the public, including by disclosing data sources and
limitations.™ We found that the selected agencies we reviewed do not
effectively communicate the limitations and inconsistencies in how they
post identity information associated with public comments.' As a result,
public users of the comment websites lack information related to data
availability and fimitations that could affect their ability to use and make
informed decisions about the comment data and effectively participate in
the rulemaking process themseives.

3pub, L. No. 107-347, § 206(d)(2), 116 Stat 2899, 2015-2916 (2002}, codified at 44
U.S.C. § 3501 note.

"4GAO, Open Data: Treasury Could Better Align USAspending.gov with Key Practices and
Search Requirements, GAO-19-72 (Washington, D.C.: Dec. 13, 2018).

"The APA and E-Govemment Act do not include any requirements associated with the
collection or disclosure of identity information.

Page 7 GAQ-20-108T
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Regulations.gov and
Participating Agency
Websites

Public users of Regulations.gov seeking to submit a comment are
provided with a blanket disclosure statement related to how their identity
information may be disclosed, and are generally directed to individuai
agency websites for additional detail about submitting comments. While
additional information is provided in the Privacy Notice, User Notice, and
Privacy Impact Assessment for Regulations.gov, public users are not
provided any further detail on Regulations.gov regarding what
information, including identity information, they should expect to find in
the comment data. Additionally, there is not enough information to help
public users determine whether all of the individual comments and
associated identity information are posted.

Available resources on Regulations.gov direct public users to participating
agencies’ websites for additional information about agency-specific
review and posting policies. Seven of the eight participating agencies’
websites direct public users back to Regulations.gov and the Fedsral
Register, either on webpages that are about the public comment process
in general, or on pages containing information about specific NPRMs.'®
Three of these participating agencies—the Environmenta! Protection
Agency (EPA), Fish and Wildlife Service (FWS), and Food and Drug
Administration (FDA)}—do provide public users with information beyond
directing them back to Regulations.gov or the Federal Register, but only
FDA provides users with details about posting practices that are not also
made available on Reguiations.gov."”

The eighth participating agency-—the Employee Benefits Security
Administration {EBSA)—does not direct public users back to
Regulations.gov, and instead re-creates all rulemaking materials for each
NPRM on its own website, including individual links o each submitted
comment. However, these links go directly to comment files, and do not
link to Regulations.gov. While EBSA foliows departmental guidance
associated with posting duplicate comments, which allows some
discretion in posting practices, the agency does not have a policy for how
comments are posted to Regulations.gov or its own website, Further, in

"®The Federal Register is the daily journaf of the federal government, and is published
every business day by the National Archives and Records Administration. The Federal
Register contains federal agency regulations, proposed rules and notices of interest to the
pubtic, and executive orders, among other things.

0n the general FDA webpage, users are provided with a detailed explanation about a

policy change the agency made in 2015 related fo the posting of public comments
submitted to rulemaking proceedings that was reflected in the comments,

Page 8 GAO-20-108T



61

the examples we reviewed, the content of the NPRM-specific pages on
EBSA's website does not always match what is posted to
Regulations.gov.

Because participating agencies are not required to adhere to
standardized posting practices, Regutations.gov directs public users to
participating agency websites for additional information about posting
practices and potential data limitations. However, these websites do not
describe the limitations associated with the identity information contained
in publicly posted comments. As allowed for under the APA, all of the
participating agencies in our review vary in the way in which they post
identity information associated with comments—particularly duplicate
comments. However, the iack of accompanying disclosures may
potentially lead users to assume, for example, that only one entity has
weighed in on an issue when, actually, that comment represents 500
comments. Without better information about the posting process, the
inconsistency in the way in which duplicate comments are presented to
public users of Regulations.gov limits public users’ ability to explore and
use the data and could lead users to draw inaccurate conciusions about
the public comments that were submitted and how agencies considered
them during the rulemaking process.

Agency-Specific
Comment Sites

Both nonparticipating agencies use comment systems other than
Reguiations.gov and follow standardized posting processes associated
with public comments submitted to their respective comment systems, but
the Securities and Exchange Commission (SEC) has not clearly
communicated these practices to the public. Although it appears to users
of the SEC website that the agency follows a consistent process for
posting duplicate comments, at the time of our June 2019 report, this
practice had not been documented or communicated to public users of its
website. In contrast, FCC identifies its policies for posting comments and
their associated identity information in a number of places on the
FCC.gov website, and on its Electronic Comment Filing System (ECFS)
web page within the general website. Regarding comments submitted to
rulemaking proceedings through ECFS, public users are informed that all
information submitted with comments, inciuding identity information, will
be made pubtlic. Our review of ECFS comment data did not identify
discrepancies with this practice.

Although the public comment process allows interested parties to state

their views about prospective rules, the lack of communication with the
pubiic about the way in which agencies treat identity information during

Page 9 GAQ-20-105T
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the posting process, particuiarly for duplicate comments, may inhibit
users’ meaningful participation in the rulemaking process. While the APA
does not include requirements for commenters to provide identity
information, or for agency officials to include commenters’ identity as part
of their consideration of comments, key practices for transparently
reporting open government data state that federal government websites—
like those used to facilitate the public comment process—should fully
describe the data that are made available to the public, including by
disclosing data sources and fimitations.

in our June 2019 report, we made eight recommendations. Specifically,
we recommended that five of the selected agencies establish a policy for
posting comments, and that those five agencies plus three others take
action to more clearly communicate their policies for posting comments,
particularly with regard to identity information and duplicate comments. *®
The eight agencies generally agreed with our recommendations and
identified actions they planned to take in response, such as developing
policies for posting duplicate comments and communicating those in
various ways to public users.

Since issuing our June 2019 report, SEC has taken action that is
responsive to the recommendation we made to it, Specifically, in
September 2019, SEC issued a memorandum that reflects SEC’s internal
policies for posting duplicate comments and associated identity
information. in addition, SEC has communicated these policies to public
users on the SEC.gov website by adding a disclaimer on the main
comment posting page that describes how the agency posts comments.

Chairmen Portman and Lankford, Ranking Members Carper and Sinema,
and Members of the Subcommittees, this conciudes my prepared
remarks. | would be happy to answer any questions you may have at this
time.
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I. EXECUTIVE SUMMARY

Federal agencies depend on relevant, substantive information from a wide
variety of parties to assist them in developing and updating federal regulations.
This information includes comments submitted by members of the public,
businesses, non-profit organizations, and academics. This process, known as
“notice-and-comment rulemaking,” transitioned from paper to the internet in the
early 2000s. As a result, the public has more opportunity than ever to engage in the
federal rulemaking process by reviewing electronic regulatory dockets and
submitting comments through portals like Regulations.gov and the Federal
Communications Commission’s (“FCC”) Electronic Comment Filing System

(“ECFS”).

Like many popular news and social media websites, the federal government’s
commenting systems have at times become fora for profane, threatening, and
abusive commentary. Recent high-profile agency dockets have hosted profanity and
threats directed at agency officials and comments submitted falsely under another
person’s identity. They have even been disrupted by commenters submitting
voluminous materials with the seeming intention of overloading the system and
disrupting the comment period. The federal agencies that host these platforms
have not yet found ways to cope with these abuses, which reduces the effectiveness
of the notice-and-comment process; costs taxpayer funds to mitigate; allows identity
theft-related crimes to go unaddressed; and leaves the rulemaking process
vulnerable to disruptive activity.

After the FCC received nearly 24 million comments in the course of just one
rulemaking proceeding in 2017 and its website crashed due to the volume of
comments submitted simultaneously, the Subcommittee initiated a review of federal
commenting systems to understand their flaws and develop recommendations to
improve them.

II. THE SUBCOMMITTEE’S INVESTIGATION

In the course of its review, the Subcommittee surveyed the following fourteen
agencies on their processes for receiving and posting comments on proposed rules:
the Consumer Financial Protection Bureau (“CFPB”); the Commodities Futures
Trading Commission (“CFTC"); the Securities and Exchange Commission (“SEC”);
the Environmental Protection Agency (“EPA”); the FCC; and the Departments of
Commerce, Energy, the Interior, Labor, Transportation, Education, Health and
Human Services, Housing and Urban Development, and the Treasury.
Subcommittee staff also interviewed agency personnel from twelve agencies and
sub-agencies, including personnel who manage the technical aspects of receiving
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and posting comments, as well as personnel who review comments and incorporate
them into final rules.

The Subcommittee also requested documents and information from the EPA
regarding its management of the E-Rulemaking Program Management Office,
which oversees Regulations.gov and the Federal Docket Management System
(“FDMS”). Subcommittee staff visited EPA headquarters for a briefing on and
demonstration of Regulations.gov and FDMS. Similarly, the Subcommittee
requested documents from the FCC regarding the problems the FCC experienced
with ECFS in May 2017 and received a demonstration of the system. Additionally,
Subcommittee staff interviewed six organizations and individuals who have studied
the regulatory comment process generally, and, in some cases, the problems with
the FCC ECFS specifically.!

It is important to note that this report focuses on issues the Subcommittee
observed regarding functioning of comment platforms and ways in which the
platforms are being abused; it does not comment on the substantive merits of any
particular rulemaking.

III. FINDINGS OF FACT AND RECOMMENDATIONS

Findings of Fact

(1)  Most federal agencies lack appropriate processes to address
allegations that people have submitted comments under
fraudulent identities. Recent reports demonstrate that individuals
are using false identities to submit comments. Agencies, however, lack
both the ability to determine if people submit comments under valhd
identities and appropriate processes to address allegations that fraud
or identity theft has occurred. Only one agency contacted by the
Subcommittee—the CFTC—said that it had referred suspicious
activity to the Federal Bureau of Investigation (“FBI”). Other
agencies, including the CFPB, the Department of Labor, and the FCC,
all were aware of comments submitted under false identities regarding
their rules, but took little action to address them.

1 The Subcommittee also reviewed work done by others in this area, including a report produced by
the Administrative Conference of the United States titled Regulations.gov and the Federal Docket
Management System, incorporated as Appendix A, and a report by the Government Accountability
Office (*GAQ”) titled Selected Agencies Should Clearly Communicate Practices Associated with
Identity Information in the Public Comment Process, incorporated as Appendix B. The
Subcommittee agrees with the Administrative Conference’s and GAQ’s recommendations in those
reports.
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(2) The FCC’s process for addressing comments submitted under
false identities potentially causes additional harm to victims of
identity theft and the comment process as a whole. The only
remedy the FCC provides to people who allege that their identities
have been used to post a comment they did not authorize is for the
identity theft victims to post a separate comment to establish their
own position on an issue. This adds even more comments to often-
lengthy dockets, making them less useful to the public and to FCC
staff. It also requires the victims to engage in a regulatory process in
which they potentially have no interest in engaging.

(3) None of the commenting systems use CAPTCHA or other
technology to ensure that real people, instead of bots, are
submitting comments to rulemaking dockets. This leaves the
commenting process more vulnerable to abuse by malicious actors.

(4)  Agencies do not have consistent policies regarding the
screening and posting of comments. The Subcommittee found that
the variances between agencies’ policies 1s in part driven by varying
interpretations of the Administrative Procedure Act (“APA”). The FCC
interprets the APA exceptionally broadly, which has resulted in agency
staff posting copyrighted material, threats, personally identifiable
information, and other sensitive and abusive material on its website.
It has also accepted and posted executable files submitted as
comments, which can contain viruses. No other agency the
Subcommittee surveyed accepts executable files as comments.
Members of the public who download the files may thereby be exposed
to the viruses. Other agencies, like the SEC and Department of
Commerce, have polices in place to screen comments for profanity,
personally identifiable information, and threats to avoid posting
harmful content online.

Recommendations

(€] Congress should amend the E-Government Act of 2002 to clarify that
agencies should not accept or post abusive, profane, or threatening
comments; irrelevant comments; or comments submitted under a false
identity. Comments containing threats or abusive language, irrelevant
comments, or comments sent from a fake identity should not remain
available for public viewing.

(2)  Congress should consider amending the APA to provide guidance to
agencies on the degree to which they should consider the volume of
comments they receive in favor of or against a proposed rule.
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In coordination with the Office of Information and Regulatory Affairs
(“OIRA”), executive branch and independent agencies should develop
standard protocols for reviewing and posting submitted comments and
provide agency personnel with appropriate training on those protocols.
Those protocols should address threats, abusive language, personally
identifiable information, duplicate comments, and comments
submitted under false identities. Agencies should make those
protocols public to ensure commenters understand their
responsibilities.

The E-Rulemaking Program Executive Steering Committee, FCC, and
SEC should develop uniform and appropriate limits on duplicative
comments and technological means to reduce the number of duplicate
comments in their dockets. They should require commenters to submit
individual comments directly through their platforms and develop
policies to encourage organizations to collect signatures on one
comment, rather than submitting thousands of individual identical
comments.

The E-Rulemaking Program Executive Steering Committee, FCC, and
SEC should consider using technology like CAPTCHA to ensure that
only real human beings are commenting on rules.

Federal comment platforms should allow commenters the option to
submit anonymously or under their real names, but not under false
identities. If commenters enter a name, the platforms should require
commenters to confirm that the name is their own and that they
understand that criminal penalties may attach if they falsify their
identity.

Federal agencies should refer allegations of identity theft to the
appropriate law enforcement agencies.

BACKGROUND AND LEGAL FRAMEWORK

A. Overview of the Rulemaking Process

In the U.S. system of government, the Constitution is the ultimate authority.
It assigns the legislative authority to Congress? and the executive power to the
President?. Using its legislative authority, Congress created executive branch and

21J.S. CONST. art. I, § 1.
3U.S. CONST, art. I, § 1, cl. 1.
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independent regulatory agencies.t When Congress writes laws, it can delegate
authority to the appropriate regulatory agency to implement those laws.> The
agencies implement those laws in a variety of ways, including through the
rulemaking process—that is, “the agency process for formulating, amending, or
repealing a rule.”¢ Those rules affect everything from the standards for automobile
emissions, to the safety of the food supply and vaccines, to governance of financial
institutions, to how the internet works.

In 1946, Congress codified the processes by which agencies make rules in the
APA.7 One of the main ways agencies make rules under the APA is through
informal rulemaking. Under that process, an agency publishes a general notice of
proposed rulemaking in the Federal Register and an online docket to notify the
public of the agency’s intentions and invite comments.8 Although not required
under the APA, for more complex rules, agencies sometimes opt to publish a request
for information or an advance notice of proposed rulemaking (“ANPRM”) to allow
the public early opportunities to offer comments. Additionally, some statutes
require agencies to publish ANPRMs in specific contexts.?

In a notice of proposed rulemaking, the agency sets a comment period long
enough to provide the public an adequate opportunity to submit comments. The
public then may submit comments through a variety of mechanisms, which may
include, depending on the agency, an online portal, email, postal mail, and fax.
Today, the large majority of comments are submitted through one of three main
online commenting systems—Regulations.gov, which most federal agencies use; the
FCC’s ECFS; and the SEC’s website. As discussed further below, agencies then
must review the comments, respond to significant comments, and, as appropriate,
incorporate the comments into the final rule. In most cases, the APA requires
agencies to publish the final rule at least 30 days before its effective date.1?

Today, agencies receive a varying number of comments on each proposed
rule. Some rules receive only a handful of comments, some rules receive hundreds
or thousands, and a few rules receive millions. The FCC's Restoring Internet
Freedom rulemaking proceeding in 2017 broke the record with almost 24 million
comments.!! As discussed further below, when rules receive a high number of

4 For further reading on the creation of executive branch agencies and the organization of
government, see JARED P. COLE, CONG. RESEARCH SERV., LSB10158, ORGANIZING EXECUTIVE BRANCH
AGENCIES: WHO MAKES THE CaLL? (2018).

5 1d.

55 U.S.C. §551(5) (2018).

7 Pub. L. 79-404, 5 U.S.C. § 500 et seq (2018},

8 See TODD GARVEY, CONG. RESEARCH SERV., R41546, A BRIEF OVERVIEW OF RULEMAKING AND
JUDICIAL REVIEW (2017).

9 See id.

105 U.8.C. § 553(d) (2018).

11 FCC Docket No. 17-108, Restoring Internet Freedom,
https://www.fcc.goviects/search/filings?proceedings_name=17-108&sort=date_disseminated, DESC.

5
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comments, many of those comments are not unique, individual responses to the rule
proposal. Many tend to be duplicates or near-duplicates of each other. In some
cases, interest groups directly send agencies hundreds or thousands of form letters
signed by their members. In other cases, interest groups mask their own identities
and send comments on behalf of their members in order to create the appearance of
grassroots support for or opposition to a proposed rule (a practice called
“astroturfing”).!? Furthermore, automated computer programs called bots can
generate thousands of repetitive comments. Those comments may appear to be
submitted by specific individuals, or they may contain nonsensical information in
the identification fields.13

B. History of Public Comment in Rulemaking

Public engagement in the agency rulemaking process has been a cornerstone
of administrative procedure for as long as agencies have existed-which is to say,
for as long as the country has existed. Even before enactment of the APA, agencies
regularly solicited input from stakeholders before promulgating rules through
consultation, commissions, hearings, and investigations.14

In 1939, President Franklin Roosevelt directed Attorney General Frank
Murphy to undertake a “thorough and comprehensive study . . . of existing practices
and procedures . . .” in administrative law “with a view to detecting any deficiencies
and pointing the way to improvements.”!® That review ultimately provided the
foundation for the APA—in particular, its notice-and-comment provisions.1® The
Attorney General’s 1941 report explained that an agency’s “knowledge is rarely
complete, and it must always learn the frequently clashing viewpoints of those
whom its regulations will affect.”i? It continued: “Participation by these groups [of
people affected by regulations] in the rule-making process is essential in order to
permit administrative agencies to inform themselves and to afford adequate
safeguards to private interests.”’® The report instructed that agency procedures
“should be adapted to giving adequate opportunity to all persons affected to present

12 The online version of Merriam-Webster defines astroturfing as “organized activity that is intended
to create a false impression of a widespread, spontaneously arising, grassroots movement in support
of or in opposition to something (such as a political policy) but that is in reality initiated and
controlled by a concealed group or organization (such as a corporation).” Astroturfing, MERRIAM-
WEBSTER, https://www.merriam-webster.com/dictionary/astroturfing.

13 See Cheryl Bolen, New Government Fear: Bots May Disrupt Regulatory Deliberations, BLOOMBERG
Gov'r, Oct. 10, 2018.

14 Final Rep. of Attorney General’'s Comm. on Admin. Procedure, Letter of Submittal (Jan. 22, 1941).
15 Final Rep. of Attorney General’s Comm. on Admin. Procedure 103-17 (Jan. 22, 1941).

16 See S. REP. NO. 1944-46, at 19-20 (1946) (The Administrative Procedure Act’s Senate report draws
its explanation of notice-and-comment provisions entirely from quotations from the Attorney
General's 1941 report).

17 Final Rep. of Attorney General’'s Comm. on Admin. Procedure 102 (Jan. 22, 1941).

18 Id. at 103.
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their views, the facts within their knowledge, and the dangers and benefits of
alternative courses.”t9

The report’s recommendations underpin the requirements of today’s APA for
informal, notice-and-comment rulemaking (by far, the most frequently used form of
rulemaking?%). Those notice-and-comment requirements provide:

General notice of proposed rule making shall be published in the Federal
Register, unless persons subject thereto are named and either
personally served or otherwise have actual notice thereof in accordance
with law. . ...
hkkkk

After notice required by this section, the agency shall give interested
persons an opportunity to participate in the rule making through
submission of written data, views, or arguments with or without
opportunity for oral presentation. After consideration of the relevant
matter presented, the agency shall incorporate in the rules adopted a
concise general statement of their basis and purpose.?!

Attorney General Murphy’s 1941 report detailed the various ways
stakeholders in the 1930s and 1940s engaged with agencies, including informal
consultation processes; formal advisory commissions; testimony at adversarial and
non-adversarial hearings; and investigations.2? The report did not contemplate
mass letter-writing campaigns or the volume of emails and internet website
submissions commenters send today.

18 1d, at 102,

20 Topp GARVEY, CONG. RESEARCH SERV., R41546, A BRIEF OVERVIEW OF RULEMAKING AND JUDICIAL

REVIEW (2017).

215 U.S.C. § 553(b)—(c) (2018). The original version of these provisions reads:
General notice of proposed rulemaking shall be published in the Federal Register
(unless all persons subject thereto are named and either personally served or otherwise
have actual notice thereof in accordance with law) . ...

After notice required by this section, the agency shall afford interested persons an
opportunity to participate in the rule making through submission of written data,
views, or arguments with or without opportunity to present the same orally in any
manner; and, after consideration of all relevant matter presented, the agency shall
incorporate in any rules adopted a concise general statement of their basis and
purpose.

Administrative Procedure Act, Pub. Law No. 79-404, § 4(a)~(b), 60 Stat. 237 (1946).

22 Final Rep. of Attorney General's Comm. on Admin. Procedure 10311 (Jan. 22, 1941).
7
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C. Laws Governing Notice-and-Comment Rulemaking

Since the 1946 enactment of the APA, Congress, federal courts, and
presidents have further defined what it means for agencies to give interested
persons the opportunity to participate in rulemaking and for agencies to incorporate
their views into rules. Specifically, they have provided direction on: (1) how much
opportunity the public should have to engage in the rulemaking process; (2) the
level of response agencies owe the public in their final rules; and (3) how agencies
should use new technologies to improve the notice-and-comment process.

1. Meaningful Opportunity to Comment

Both court decisions and presidential executive orders have directed agencies
to ensure that the public has a meaningful opportunity to participate in the
regulatory comment process. Agencies must give adequate notice of a proposed
rule—a requirement they generally can fulfill by publishing a proposed rule in the
Federal Register.2? Under Executive Order 12,866, President Bill Clinton directed
agencies to ensure that commenters have sufficient time to submit their comments.
The executive order instructs that agencies must “provide the public with
meaningful participation in the regulatory process,” including a “meaningful
opportunity to comment on any proposed regulation, which, in most cases should
include a comment period of not less than 60 days.”24

2. Agency Duty to Respond to Significant Comments

The Supreme Court has held that agencies “must consider and respond to
significant comments received during the period for public comment.”2® The U.S.
Court of Appeals for the D.C. Circuit has defined “significant comments” as those
comments “significant enough to step over a threshold requirement of materiality
before any lack of agency response or consideration becomes of concern.”?s Tt has
further elaborated that significant comments are ones “which, if true, raise points
relevant to the agency’s decision,” and, “if adopted, would require a change in an
agency’s proposed rule,” and therefore “cast doubt on the reasonableness of a
position.”?” The court has stressed that “there must be an exchange of views,
information, and criticism between interested persons and the agency.”?® The court
continued: “a dialogue is a two-way street: the opportunity to comment is
meaningless unless the agency responds to significant points raised by the public.”2®

23 See, e.g., Forester v. Consumer Prod. Safety Comm’n, 559 F.2d 774, 777-78 (D.C. Cir. 1977).
24 Exec. Order No. 12,866, 3 C.F.R. 638 (1993), reprinted in 5 U.S.C. § 601 note (Supp. 1993)
25 Perez v. Mortg. Bankers Ass'n, 135 S. Ct, 1199, 1203 (2014).

26 Portland Cement Ass'n v. Ruckelshaus, 486 F.2d 375, 394 (D.C. Cir. 1973).

27 Home Box Off. v. F.C.C,, 567 F.2d 9, 35 n.58 (D.C. Cir. 1977).

28 Id. at 35.

2 Id.
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As the U.S. Court of Appeals for the Fourth Circuit has stated, “during notice
and comment proceedings, the agency is obligated to identify and respond to
relevant, significant issues raised during those proceedings.” 3% An agency can
satisfy its obligation to respond to comments either by modifying its proposed rule
to reflect its consideration of the comments or by explaining why it did not change
its proposed rule in the final version.3!

3. Agencies Must Provide an Online Commenting Process

At the start of the 21st century, Congress directed federal agencies to create
online dockets and means to comment on proposed rules. In the E-Government Act
of 2002, Congress recognized that “[tThe use of computers and the Internet is rapidly
transforming societal interactions and the relationships among citizens, private
businesses, and the Government.”3? Further, the “Federal Government has had
uneven success in applying advances in information technology to enhance
governmental functions and services, achieve more efficient performance, increase
access to Government information, and increase citizen participation in
Government.”33

Congress explained that it sought to “improve performance in the
development and issuance of agency regulations by using information technology to
increase access, accountability, and transparency” and “enhance public
participation in Government by electronic means,” consistent with the APA 34
Congress directed that, “[t]o the extent practicable,” “each agency . . . shall ensure
that a publicly accessible Federal Government website includes all information
about that agency required to be published in the Federal Register . .. .”35 It also
directed agencies to accept public comments on proposed rules electronically and to
ensure that a “publicly accessible Federal Government website contains electronic
dockets for rulemakings . . .” that includes comment submissions and other
materials included in the rulemaking docket.3¢

Ever since Congress enacted the E-Government Act of 2002, scholars
questioned whether the push toward e-rulemaking would ultimately undermine the

% North Carolina Growers’ Ass’n, Inc. v, United Farm Workers, 702 F.3d 755, 769 (4th Cir. 2012),

31 United States v. Nova Scotia Food Prod. Corp., 568 F.2d 240 (2d Cir.1977); Portland Cement Ass’n
v. Ruckelshaus, 486 F.2d 375, 393-94 (D.C. Cir. 1973), cert. dented 417 U.S. 921, 94 8. Ct. 2628
(1974).

32 E.Government Act of 2002, Pub. L. No. 107-347 § 2{a)(1) codified at 44 U.S.C. § 3601 note (2018).
3 E-Government Act of 2002, Pub. L. No. 107-347 § 2(a)}(2), codified at 44 U.S.C, § 3601 note (2018).
34 E-Government Act of 2002, Pub. L. No. 107-347 § 206(a)(1)~(2), codified at 44 U.S.C. § 3601 note
(2018).

35 E-Government Act of 2002, Pub. L. No. 107-347 § 206(b), codified at 44 U.S.C. § 3501 note (2018).
3 E-Government Act of 2002, Pub. L. No. 107-347 § 206(c)—(d}, codified at 44 U.S.C. § 3501 note
(2018).
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purpose of public comment.37 For example, in 2004, Emory University School of
Law Professor Beth Noveck cautioned:

Automating the comment process might make it easier for interest
groups to participate by using bots—small software “robots”—to
generate instantly thousands of responses from stored membership
lists. Moving from longstanding agency traditions to a rationalized
online system levels the playing field and lowers the bar to engagement.
Suddenly, anyone (or anything) can participate from anywhere. And
that is precisely the potential problem.

Increased network effects may not improve the legitimacy of public
participation. For without the concomitant processes to coordinate
participation, quality input will be lost; malicious, irrelevant material
will rise to the surface, and information will not reach those who need
it. In short, e-rulemaking will frustrate the goals of citizen
participation.38

Similarly, in 2004, Cardozo Law Professor Michael Herz observed:

In an e-rulemaking world, because so many people are aware of pending
rulemakings and commenting is so casy, agencies can be quickly
swamped with thousands, or hundreds of thousands of comments. This
is the flip side of ‘transparency’ and ‘increased participation.” What can
realistically be expected of an agency dealing with a million comments,
thousands of which duplicate each other?3?

He continued: “Increasing the number of comments without giving rule writers and
agency officials the tools to manage them pays lip service to participation while
setting up the conditions to undermine [public participation] effectiveness.”40

Despite these concerns, e-rulemaking became a critical part of the
rulemaking process. In 2011, President Obama issued Executive Order 13,563
requiring executive agencies, “[t]o the extent feasible and permitted by law,” to
provide the public with a “meaningful opportunity to comment through the Internet
on any proposed regulation, with a comment period that should generally be at least

37 E.g., Stuart Minor Benjamin, Evaluating E-Rulemaking: Public Participation and Political
Institutions, 55 DUKE L.J. 893 (2006); Beth Simone Noveck, The Electronic Revolution in
Rulemaking, 53 EMORY L.J. 433, 465 (Spring 2004).

38 Beth Simone Noveck, The Electronic Revolution in Rulemaking, 533 EMORY L.J. 433, 441-42
(Spring 2004).

3¢ Michael Herz, E-Rulemaking, DEVELOPMENTS [N ADMINISTRATIVE LAW AND REGULATORY PRACTICE
2002-2003, 149-51 (Jeffrey S. Lubbers ed., 2004).

40 Id.

10
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60 days.”4! It also directs agencies to provide for proposed and final rules “timely
online access to the rulemaking docket on regulations.gov, including relevant
scientific and technical findings, in an open format that can be easily searched and
downloaded.”#2 In Executive Order 13,579, President Obama extended those
requirements to independent agencies, as well, “[t]o the extent permitted by law.”43

Kk

Thus, today, agencies must offer a rulemaking docket online and give the
public a “meaningful” opportunity to comment on proposed rules through electronic
means, generally for at least 60 days. Once they receive comments, agencies must
review all of the comments to determine which are “significant.” The agencies then
must address those significant comments in the final rule, either by changing the
substance from the proposed rule or by explaining why they did not change the
proposed rule.

Much as Attorney General Murphy’s 1941 report contemplated, the notice-
and-comment process continues to serve several important functions to this day. It
allows agencies to collect vital information from a wide variety of sources—
particularly from parties the proposed rule will affect directly. It enables agencies
to base their rules on the best information possible. It offers commenters a chance
to be heard by their federal government. And it gives the public confidence that
agencies write rules based on robust, accurate information that the public can
review for itself online. The abuse of online comment systems and agencies’ lack of
processes to address that abuse, however, are increasingly undermining those
benefits.

V. AGENCY METHODS OF PROVIDING NOTICE AND RECEIVING
COMMENTS

Federal agencies accept comments through some combination of postal mail,
fax, hand-delivery, email, and online portals. But today, the vast majority of the
notice-and-comment process takes place online. Most federal agencies use
Regulations.gov and the FDMS to host their online commenting process. A handful
of agencies manage their own systems. For example, the FCC hosts the ECFS, and
the SEC receives comments through its website.#4 This section describes the
general background, management, and uses of each system.

41 Exec. Order 13,563, 76 Fed. Reg. 3821 (Jan. 18, 2011).

21d.

43 Exec. Order 13,579, 76 Fed. Reg. 41585 (July 11, 2011).

44 The Commodities Futures Trading Commission also uses its own comment portal to receive
comments, but has received comparatively few comments in recent years. Letter from the Hon. J.
Christopher Giancarlo, Chairman, Commodities Futures Trading Comm’n, to the Hon. Rob Portman,

11
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A. E-Rulemaking Program: Regulations.gov and the Federal Docket
Management System

Almost all agencies and subdivisions of agencies—221 as of the date of this
report#5—participate in the federal government’s E-Rulemaking Program, which
has two components: Regulations.gov and the FDMS. Regulations.gov maintains
public regulatory dockets that allow interested parties to submit comments
electronically. The FDMS is a non-public database most partner agencies use to
manage rulemaking dockets and to populate Regulations.gov.46

After Congress passed the E-Government Act in 2002, some agencies
launched their own processes for receiving comments online, and others had no
means by which to receive comments electronically at all.4”7 According to the E-
Rulemaking Program Management Office (“PMQ”) personnel, the agencies realized
that they needed a single point of contact for the public to post comments. The E-
Rulemaking PMO mission is to provide that resource.4®

1. Management and Budget of the E-Rulemaking Program

From its inception until September 30, 2019, the EPA hosted the E-
Rulemaking PMO. On October 1, the PMO shifted from the EPA to the General
Services Administration (“GSA”).4® Forty-three of the partner agencies manage the
E-Rulemaking Program through an Executive Steering Committee.3? The Office of
Management and Budget (‘OMB”) and GSA co-chair the Executive Steering
Committee.5! Each partner agency pays to participate in the E-Rulemaking
Program based on the amount of materials they each host on FDMS, including the
number of proposals the agency issues, the number of comments it receives, and the
amount of storage space it occupies.’? Agency payments have a $1 million ceiling
and a $10,000 floor. Most agencies pay a medium to low amount—for example, the
U.S. Courts and the Library of Congress each pay about $10,000. Larger agencies,
like the EPA, the Department of Health and Human Services, the Department of

Chairman, U.S. Senate Permanent Subcomm. on Investigations, and the Hon. Tom Carper, Ranking
Member, U.S. Senate Permanent Subcomm. on Investigations (Mar. 16, 2018).

45 Email on file with the Subcommittee.

16 Staff Interview of Environmental Protection Agency E-Rulemaking Program Management Office
personnel, including Director of the E-Rulemaking Program Ed Cotrill; Regulations.gov Lead Tobias
Schrader; Federal Docket Management System Lead Aaron Myers; et al. (Jan. 9, 2018) [hereinafter
EPA interview, Jan. 9, 2018].

4T Id.

48 Id.

48 Email from EPA personnel to Subcommittee staff (Aug, 19, 2019) (on file with the Subcommittee).
50 EPA interview, Jan. 9, 2018.

5t Staff telephone interview with OMB personnel (Aug. 27, 2019). GSA replaced EPA as a co-chair of
the steering committee when it assumed responsibility for hosting the E-Rulemaking Program Office
on October 1, 2019,

52 EPA interview, Jan. 9, 2018.

12
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Transportation, and the Department of Housing and Urban Development are “high-
comment” agencies that pay amounts closer to the $1 million ceiling.5% The
Program’s annual budget ranges from about $7.7 to §8 million.?* Jts Fiscal Year
2020 budget is $7.9 million .55

2. E-Rulemaking Program and Agency Roles

The E-Rulemaking Program and the partner agencies have distinct roles
with regard to the FDMS and Regulations.gov. The Program provides the system
platforms, but each individual agency has control over what materials it places on
the FDMS and Regulations.gov and the various platform settings. The Director of
the E-Rulemaking Program analogized that the Program provides the vehicle, but
the agencies themselves drive the car—meaning that the Program Office manages
the technology, and each agency sets its own policies about how it uses the FDMS
and Regulations.gov.56

Each day, the E-Rulemaking Program receives the Federal Register through
an application programming interface (“API”). The Program staff identify rule
proposals and set up proposed dockets for each agency—basically, “empty folder[s]”
agencies can populate as they see fit.57

The largest agencies have their own offices, usually called docket centers,
which manage the FDMS dockets. The agencies determine if a proposed docket
should be an active docket. Once an agency activates a docket, it can enter
documents into the docket, open the docket for comment, set the length of the
comment period, and make documents, such as comments, public on
Regulations.gov.58

53 Id,

5 Id.

55 Email from EPA personnel to Subcommittee staff (Aug. 19, 2019) (on file with the Subcommittee).
56 EPA interview, Jan. 9, 2018.

57 Id.

58 Id.

13
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Agency staff can use the FDMS to review submitted comments. The FDMS
incorporates a de-duplication application staff can use to sift through thousands of
comments to determine which ones are identical or near-duplicates and avoid
unnecessary review.5® Agency staff can set the level of similarity the deduplication
software will use to determine whether to count a comment as a duplicate or near-
duplicate.80

B. The Federal Communications Commission’s Electronic Comment
Filing System

Neither the FCC nor the SEC participate in the E-Rulemaking Program. The
FCC hosts its own comment platform, the ECFS, which allows commenters to
submit filings in several ways. Its most basic “Express Comment” option allows
commenters to complete contact information fields and type their comments directly
into a box on a screen labeled “Brief Comments.” The Brief Comments box does not
require commenters to submit a minimum amount of information, nor does it limit
the amount of information that commenters can type into the field. FCC personnel
said that “average citizens” typically use the Express Comment option.8! Users who
wish to submit more complex comments may do so in a “Standard Filing,” which
requires commenters to complete contact information fields and then upload a file
containing their comments.t? Finally, people may submit multiple comments on
behalf of others through a bulk filing mechanism.53

FCC personnel then typically use the same public-facing ECFS website to
access the comments, run searches, and review the comments.5¢ They also have
access to tools to de-duplicate comments to avoid having to review numerous
comments that are substantially the same.$5 The FCC automatically posts all
comments on ECFS four times a day, at 11 a.m., 1 p.m., 3 p.m., and 5 p.m., at least
two hours after a commenter submits a comment. For example, if a commenter
submits a comment at 10:55 a.m., the FCC likely will post the comment at 1 p.m. to
give the commenter a grace period to remove or edit the comment.56

58 Id,

80 Id,

61 Staff interview with FCC General Counsel Tom Johnson, Special Counsel Kristine Fargotstein,
and Director of Legislative Affairs Tim Strachan (Dec. 20, 2017) [hereinafter FCC interview, Dec. 20,
2017},

62 Id,]

83 See ECFS Public API Documentation, https://www.fcc.gov/ecfs/help/public_api.

64 FCC interview, Dec. 20, 2017.

65 Staff interview with FCC Managing Director Mark Stephens, Deputy Chief Information Officer of
Technology and Resilience Christine Calvosa, Senior Strategic Advisor Tony Summerlin, and
Director of the Office of Legislative Affairs Tim Strachan (Nov. 29, 2017) [hereinafter FCC interview,
Nov. 29, 2017].

6 Staff telephone interview with FCC personnel (Feb. 16, 2018).

14
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When asked why the FCC does not participate in the E-Rulemaking
Program, an FCC senior advisor—who helped develop Regulations.gov in 2003—
opined that Regulations.gov has “sh.ty infrastructure.”s? In 2014, he reviewed
whether the FCC should consider joining the E-Rulemaking Program, but he said it
was impossible for several reasons: (1) the FCC lawyers built their own
requirements into ECFS that are not compatible with Regulations.gov; (2)
Regulations.gov restricts submission of some comments in ways that do not comply
with FCC rules; (3) ECFS provides more functions than Regulations.gov; and (4)
Regulations.gov does not allow the rule writing staff the same access to data behind
the comments that ECFS does.68

Furthermore, he said that it would be prohibitively expensive for the FCC to
join the E-Rulemaking Program because the FCC receives substantially more
comments than other agencies.?9 He estimated it would cost $3 million to set up the
FCC on the platform, which still would not allow for legacy migration.”® He said
that each year, it would cost the FCC an additional $2 million for maintenance plus
a varying amount for each comment period based on the number of comment
submissions.”

ECFS indicates that from January 1, 2013, to December 31, 2018, the FCC
received more than 27 million comments. The FCC told the Subcommittee that it
devoted roughly 18,000 man-hours to collecting and reviewing comments on 160
rulemakings over that timeframe.”

C. The Securities and Exchange Commission’s Web Operations Group

The SEC’s Web Operations Group hosts the SEC’s own electronic comment
form on the SEC’s website and also displays submitted comments on its website.
The SEC provides a link to its web form under each notice of proposed
rulemaking.” The SEC also receives comments via email and postal mail; SEC
personnel estimated that they receive about 50 percent of comments via email,
which are then posted to the website.”d SEC rule writing personnel access the

87 FCC interview, Nov. 29, 2017.

68 Id.

9 Id.

70 Id.

7 Id.

72 Letter from the Hon. Ajit Pai, Chairman, Fed. Commc'ns Comm'n, to the Hon. Rob Portman,
Chairman, U.S. Senate Permanent Subcomm. on Investigations, and the Hon. Tom Carper, Ranking
Member, U.S. Senate Permanent Subcomm. on Investigations, May 29, 2018.

3 Staff interview with SEC Sec'y of the Comm’n Brent Fields; Ass't General Counsel Steve Jung; and
Deputy Dir. of Legislative Affairs Anne Kelley (Jan. 8, 2018) [hereinafter SEC interview, Jan. 8,
2018].

4 Id.
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comments via the SEC website, just as the public does. In addition, the Web
Operations Group emails the relevant comments to the rule writing team.”

Until September 11, 2017, the E-Rulemaking Program also received
comments on SEC rule proposals through Regulations.gov and transmitted them to
the SEC, but the E-Rulemaking Program discontinued that service.”® The Web
Operations Group personnel Subcommittee staff interviewed did not know why the
SEC uses its own online comment system.?”

VI. LACK OF AGENCY POLICIES TO ADDRESS COMMENTS
SUBMITTED UNDER FALSE IDENTITIES

No agency surveyed by the Subcommittee required commenters to validate
their name, email address, or other contact information associated with their
comments. All agencies allowed commenters to submit their names and contact
information, and some agencies required commenters to provide text in those
fields.” But commenters can provide any information they wish in those fields,
including the word “Anonymous”; a nonsensical string of characters; or a fictitious
or a fraudulent name, in some cases associated with fraudulent contact information.

In interviews, agencies emphasized the importance of anonymous comments
to the information-gathering process.”™ Agencies told the Subcommittee that
requiring commenters to provide their actual identities might dissuade some people,
such as government and corporate whistleblowers who wish to remain anonymous,
from providing information at all.8?

In December 2017, the Wall Street Journal released a report demonstrating
that thousands of comments on regulatory comment platforms were associated with
fake identities.#! In a random sample of 2,757 comments on the FCC’s Restoring
Internet Freedom proposal, the Journal found that 72 percent of alleged

75 Id.

76 SEC interview, Jan. 8, 2018; Staff telephone interview with SEC personnel (Feb. 26, 2018).

7 Id.

78 E.g., Staff interview with U.S. Dep’t of Transp. Ass't General Counsel for Regulation Jonathan
Moss; Deputy Ass’t General Counsel Jonathan Dols; Docket Operations Program Manager Cheryl
Collins, et al. (Mar. 22, 2018); Letter from Eric J. Fygi, Deputy General Counsel, U.S. Dep’t of
Energy, to the Hon. Rob Portman, Chairman, U.S. Senate Permanent Subcomm. on Investigations
{Mar. 13, 2018).

7 E.g., FCC interview, Dec. 20, 2017; Staff interview with SEC Sec’y of the Comm’n Brent Fields;
Ass’t Gen. Counsel Steve Jung: and Chief Information Officer Pam Dyson (Feb. 2, 2018) [hereinafter
SEC interview, Feb. 2, 2018].

80 Id.

81 James V. Grimladi & Paul Overberg, Millions of People Post Comments on Federal Regulations.
Many are Fake, WALL ST. d, (Dec. 17, 2019, 2:13 PM), https:/www.wsj.com/articles/millions-of-
people-post-comments-on-federal-regulations-many-are-fake-1513099188.
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commenters had not submitted the comments associated with their names and
addresses. It is a federal crime to “knowingly and willfully” make “any materially
false, fictitious, or fraudulent statement or representation” to the federal
government, punishable by a fine or up to five years in prison, or both.82 Agencies
surveyed by the Subcommittee, however, reported that they do not verify the source
of comments. For example, the Department of Housing and Urban Development
stated:

The Department has no way of determining whether a commenter has
filed a comment under someone else’s identity . . . HUD has received
comments from commenters that identify themselves as “Mickey
Mouse,” “Donald Duck,” and “John Q. Public.” These comments have
not been so numerous as to adversely affect the Department’s efforts to
review and summarize public comments. Generally, these comments
are not substantive and are given appropriate weight.8

Agencies also described taking little action if they discovered fraudulent
comments on their proposed rules. Only one agency contacted by the
Subcommittee—the CFTC—said that it had referred fraudulent activity to the
FBI.84 Other agencies, including the CFPB, the Department of Labor, and the FCC,
were aware of comments regarding their rules submitted under false identities, but
took little, if any, action to address them.

A. Consumer Financial Protection Bureau

When asked how it addresses comments submitted under fake identities, the
CFPB, which is an E-Rulemaking Program partner agency, told the Subcommittee:

The Bureau does not currently take steps to validate or confirm the
identity, email address, or nationality of a commenter, nor does the
Bureau take steps to detect or prevent automated activities. The
Bureau is therefore not aware of specific comments that may have been
filed under someone else’s identity, other than those referenced in a
recent Wall Street Journal article.85

8218 U.S.C. § 1001(a) (2018).

83 Lotter from Len Wolfson, Ass’t Sec’y for Congressional & Intergovernmental Relations, U.S. Dep’t
of Housing & Urban Dev., to the Hon. Rob Portman, Chairman, U.S. Senate Permanent Subcomm.
on Investigations (Mar. 5, 2018).

84 Letter from the Hon. J. Christopher Giancarlo, Chairman, Commodities Futures Trading Comm’n,
to the Hon. Rob Portman, Chairman, U.S. Senate Permanent Subcomm. on Investigations, and the
Hon. Tom Carper, Ranking Member, U.S. Senate Permanent Subcomm. on Investigations (Mar. 16,
2018).

85 Letter from the Hon. Mick Mulvaney, Acting Director, Consumer Fin. Prot. Bureau, to the Hon.
Rob Portman, Chairman, U. S. Senate Permanent Subcomni. on Investigations, and the Hon. Tom
Carper, Ranking Member, U.S. Senate Permanent Subcomm. on Investigations (Feb. 26, 2018).
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In the course of its investigation, the Wall Street Journal emailed 13,000
surveys to people who had posted comments to the CFPB; about 120 people
completed the surveys. Forty percent of those people said they had not posted the
comment associated with their names.8¢6 When asked by the Subcommittee what it
did with those comments, CFPB personnel stated that they did not believe that any
of the people mentioned in the article contacted the CFPB directly regarding the
comments, which limited their ability to address those particular comments.87

The CFPB personnel noted, however, that since then, the agency has updated
its policies to anonymize, redact, or remove comments, or to take other steps, on a
case-by-case basis, if it becomes aware that particular comments may have been
filed using someone else’s identity or are otherwise suspicious.’ CFPB personnel
said that they are aware that they have the option to refer any suspicious activity to
its Office of Inspector General, the CFPB Office of Security, or law enforcement, and
they would do so as appropriate.?®

B. Department of Labor

The Wall Street Journal also found that 40 percent-—or 20 people—who
responded to a survey of commenters on the Department of Labor’s “fiduciary rule”
proposal stated that they did not submit the comments posted under their names.®
The Department of Labor, another E-Rulemaking Program partner agency, told the
Journal that the “agency removes fraudulent comments brought to the agency’s
attention.”9!

The Department told the Subcommittee, however, that, in the case of the
comments identified in the Journal article, “the name and identifying information
of the commenters were removed (and the commenters were treated as anonymous),
but the content remains posted.”? In its response to the Subcommittee, the
Department identified three such comments, although the Journal reported that it
had identified 20. When the Subcommittee asked the Department of Labor about

88 James V. Grimaldi & Paul Overberg, Millions of People Post Comments on Federal Regulations.
Many are Fake, WALL ST. J. (Dec. 12, 2017, 2:13 PM), https://www.wsj.com/articles/millions-of-
people-post-comments-on-federal-regulations-many-are-fake-1513099188.

87 Staff telephone interview with CFPB personnel (Aug. 15, 2019).

88 Id.

3 Id.

90 James V. Grimaldi & Paul Overberg, Many Comments Critical of ‘Fiduciary” Rule are Fake, WALL
ST. J. (Dec. 17, 2017, 2:13 PM), https://iwww.wsi.com/articles/many-comments-critical-of-fiduciary-
rule-are-fake-1514370601.

o Id,

92 Letter from Katherine B. McGuire, Ass’t Sec’y for Congressional & Intergovernmental Affairs, U.S.
Dep’t of Labor, to the Hon. Rob Portman, Chairman, U.8. Senate Permanent Subcomm. on
Investigations (Mar. 8, 2018).

93 1d.
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the discrepancy, the Department confirmed that it anonymized the three comments
of which it was aware. It did not ask the Jourrnal to provide information regarding
the other allegedly fraudulent comments or take other steps to identify those
comments.%?

The Department provided the response it gave to the Journal to the
Subcommittee, which stated:

The Department of Labor removes fraudulent comments that are brought to
its attention. There are criminal penalties for the submission of fraudulent
statements or representations to the federal government. Individuals who
believe a comment has been fraudulently attributed to them are welcome to
call 1-800-347-3756 or visit https://www.oig.dol.gov/hotlinecontact.htm.%

The Department also noted that after the Journal article was published, it
cooperated with two U.S. Attorneys offices that contacted the Department about the
article, as well as with the Government Accountability Office on a study of the
comment process, which raised issues discussed in the article.?® Like other
agencies, the Department commented that it “does not have the resources to
investigate each public comment to confirm the identity of each commenter.”97

C. Federal Communications Commission

FCC Chairman Ajit Pai has acknowledged that during the Restoring Internet
Freedom comment period, nearly eight million comments came from email
addresses associated with fakemailgenerator.com and more than 500,000 came from
Russian email addresses.?® In an interview with Subcommittee staff, FCC
Commissioner Jessica Rosenworcel cited a New York Attorney General
investigation that estimated that more than two million comments submitted to the
proceeding used stolen identities.®® She said that of those two million, 81,000 used
Ohioans’ identities; 6,000 used Delawareans’ identities; 78,000 used
Pennsylvanians’ identities; 176,000 used Texans’ identities; and 130,000 used
Floridians’ identities.10¢

94 Staff telephone interview with Dep’t of Labor personnel (Aug. 16, 2019).

95 Email from Department of Labor personnel to Subcommittee staff (Oct. 18, 2019) (on file with the
Subcommittee).

96 Id,

57 Id.

98 In, the Matters of Nicholas Confessore and Jeremy Singer-Vine, FOIA Control No. 2017-764; FOIA
Control No, 2018-204, 33 FCC Red. 11808 (18) (Dec. 3, 2018).

99 Staff interview with FCC Commissioner Jessica Rosenworcel (Apr. 11, 2018).

100 Jdf.

19



86

Furthermore, a search of the FCC ECFS for famous names!?! yielded a
number of comments from celebrities and historic figures—including some who are
deceased. FCC Chairman Ajit Pai and President Trump appeared to comment
frequently, as demonstrated by the chart below:

Ajit Pai 1,434
Donald Trump 327
Barack Obama 53
LeBron James 43

Adolf Hitler 41
Mike Pence 38
Richard Nixon 23
Ronald Reagan 21
Elvis Presley 10
Kim Kardashian 6

In the Restoring Internet Freedom docket, the Subcommittee found the
following comment, purportedly authored by many of the then-sitting U.S. Senators:

101 Sparches current as of October 16, 2019.
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Senate Majority Leader Mitch McConnell also appears to have commented on
the proposed rule independently—but his office confirmed to the Subcommittee that
he did not send the comment submitted under his name.102

192 Email from the office of the Hon. Mitch McConnell, Majority Leader, U.S. Senate, ta
Subcommittee staff (Aug. 5, 2019} {on file with the Subcommittee).
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Like other federal agencies, the FCC does not proactively ensure that
comments come from the individuals who claim to send them. When asked about
the allegations that people had fraudulently used others’ identities to post
comments during the Restoring Internet Freedom rulemaking, the FCC stated,
“The Commission is aware of claims that comments were filed under false
names . . .. The Commission, however, does not independently verify such
claims.”103

The FCC does not independently verify claims of identity theft or report them
to law enforcement. Instead, the FCC sends anyone who complains that their name
was used inappropriately a letter.!04 The FCC sent out 32 such letters during the
Restoring Internet Freedom rulemaking.!05 The FCC letter explained that once a
comment is filed in the record, “there are limits on the agency’s ability to delete,
change, or otherwise remove comments from the record. Doing so could undermine
the FCC’s ability to carry out its legal obligation, which is to respond to all
significant issues raised in the proceeding.” The FCC then encouraged the identity
theft victim to submit his or her own comments to “ensure that the record reflects
your views.”

103 Letter from the Hon. Ajit Pai, Chairman, Fed. Comme'ns Comm’n, to the Hon. Rob Portman,
Chairman, U.S. Senate Permanent Subcomm. on Investigations, and the Hon. Tom Carper, Ranking
Member, U.S. Senate Permanent Subcomm. on Investigations (Mar. 15, 2018),

104 The SEC told the Subcommittee that it followed a similar course in one case, but consulted with
the individual whose identity had been misappropriated before posting the letter contesting the
original comment’s authorship. SEC interview, Jan. 8, 2018.

105 Email from FCC personnel to Subcommittee staff (Oct. 10, 2019) (on file with the Subcommittee).
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There is no means to link the initial fraudulent comment and the clarifying
comment together. Further, the FCC’s response to the Subcommittee suggests that
there is no process for the identity theft victim to have the fraudulent comment
removed, even if the person expressed a desire not to be involved in the rulemaking

process at all.

In August 2019, the FCC told the Subcommittee that it is looking for
solutions to some of these problems and plans to create a new comment platform. It
is examining various possibilities, including the use of CAPTCHA technology and
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the ability for frequent filers to opt into creating a log-in so the FCC staff can easily
identify their comments.106

VII. PUBLICATION OF COMMENTS

Across the federal government, agencies take different approaches to the
publication of comments. In part, some of the differences are driven by varying
interpretations of APA requirements; in other cases, varying agency procedures
lead to differing results across agencies. Some agency procedures and policies make
public engagement with comments difficult, and, in some cases, can violate
copyrights and lead to the disclosure of personally identifiable information.

The question of whether agencies should publish every single comment they
receive is complex. The law requires agencies to create a public docket,107 and
executive orders direct agencies to post comments online!%8, But, as with almost all
open online fora, agency comment systems have become subject to abuse.

The Subcommittee identified the following key problems:

e Publication of comments including personally identifiable information,
such as Social Security numbers, of the commenters themselves and other
individuals;

e Publication of comments including profanity;

e Publication of comments including copyrighted information;

e Publication of comments that include massive amounts of data irrelevant
to the topic at hand; and

¢ Publication of thousands of duplicate or near-duplicate comments that
make a docket difficult or impossible for the public to review the docket
for substantive information.

Some agencies use their discretion to screen the information they post on
their comment systems; others do not. The SEC, Department of Commerce, and the
FCC offer examples of the varying approaches.

Example 1: The Securities and Exchange Commission
Some agencies screen comments for a variety of factors. The SEC has one of

the stricter protocols reviewed by the Subcommittee.!%® The Secretary of the
Commission, who is responsible for posting comments, explained to the

106 Staff telephone interview with FCC personnel (Aug. 20, 2019).

107 E-Government Act of 2002, Pub. L. No. 107-347 § 206(b), codified at 44 U.S.C. § 3501 note (2018).
108 Exec. Order 13,563, 76 Fed. Reg. 3821 (Jan. 18, 2011).

109 SEC interview, Jan. 8, 2018.
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Subcommittee that the SEC redacts all personally identifiable information in
comments, and that it does not post copyrighted material,!!9 pornography, threats,
or material determined to be “spam”—which he defined as materials not related to
the rulemaking.!?* The SEC’s policies state that SEC staff “should not post
comment letters on the Commission’s website:

« that contain obscene language;

« that contain racial, religious, or gender slurs;

s that contain security threats;

* with no substantive content related to the pending proposal, release,
notice, or order;

¢ that are the subject of a confidential treatment request

e that are clearly ‘prank’ letters; or

s that constitute ‘tips or complaints’ rather than comments on a rule
proposal.”112

The SEC told the Subcommittee that its information technology staff
conducts a first level review of comments, and when they identify a comment they
believe is spam, they email it to the rule writing staff in charge of the substance of
that rule to determine whether the comment will be posted.1? If the rule writing
staff determines that the comment is unrelated to the rulemaking, the comment

10 The SEC provided an internal memorandum to the Subcommittee regarding the posting of
comments, which states: “{CJonsistent with copyright laws, OS staff should redact known or
obviously copyrighted material from comment letters posted on the website; however, such material
will not be redacted from the version placed in the Records Management file.” Memorandum from
Elizabeth Murphy, et al. to Simon Park, et al., regarding Policies for Posting/Removal of Comment
Letters on the Commission's Public Website (Nov. 3, 2011).

111 SEC interview, Jan. 8, 2018.

Likewise, the CFPB reported that “[a]t times, the Bureau has exercised discretion to redact
particularly sensitive or offensive information prior to posting.” Letter from the Hon. Mick
Mulvaney, Acting Dir., Consumer Fin. Prot. Bureau, to the Hon. Rob Portman, Chairman, U.S.
Senate Permanent Subcomm. on Investigations, and the Hon. Tom Carper, Ranking Member, U.S.
Senate Permanent Subcomm. on Investigations (Feb. 26, 2018). Similarly, the Department of
Energy reported that it “will withhold any public disclosure of comments that are marked as
‘confidential business information’ or similar notations, and will also redact any obscene or foul
language.” Letter from Eric J. Fygi, Deputy Gen. Counsel, U.S. Dep’t of Energy, to the Hon. Rob
Portman, Chairman, U.S. Senate Permanent Subcomm. on Investigations, and the Hon. Tom
Carper, Ranking Member, U.S. Senate Permanent Subcomm. on Investigations (Mar. 13, 2018). And
the Department of Labor redacts or does not post comments containing “threats to the government or
others, sensitive personally identifiable information, obscenities, trade secrets, or confidential
business information.” Letter from Katherine B. McGuire, Ass’t Sec’y of Labor for Congressional &
Intergovernmental Affairs, U.S. Dep’t of Labor, to the Hon. Rob Portman, Chairman, U.S, Senate
Permanent Subcomm. on Investigations, and the Hon. Tom Carper, Ranking Member, U.S. Senate
Permanent Subcomm. on Investigations (Mar. 8, 2018).

112 Memorandum from Elizabeth Murphy, et al. to Simon Park, et al., regarding Policies for
Posting/Removal of Comment Letters on the Commission’s Public Website (Nov. 3, 2011).

13 SEC interview, Jan. 8, 2018.
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still will be included in the rulemaking file available to SEC staff, but the SEC will
not post it in the online file available to the public.1i4

The SEC’s review process is not foolproof, however: a search of the website
yielded four comments that contained the word “fJk.”125 After the Subcommittee
called these comments to the SEC’s attention, the SEC redacted them.!16

The SEC staff told the Subcommittee it has a strict protocol for form
comments——that is, comments containing the same or very similar text, but signed
by different people. The information technology staff provides one sample of each
form comment to the rule writing staff and tells them how many of each form
comment the SEC received.!!” Similarly, the information technology staff then
posts only one sample of the form comment on the SEC website with a notation of
how many instances of that comment the SEC received.118

Example 2: The Department of Commerce

The Department of Commerce, an E-Rulemaking Program partner agency,
has a policy that gives Department staff discretion to screen comments. In a letter
to the Subcommittee, the Department stated that it generally posts all comments,
but “retains the discretion to post comments that are not clearly relevant to the
rulemaking; comments that may compromise the privacy or security of any Federal
employee, contractor, constituent or private citizen; or comments that include
offensive or clearly inappropriate language.” It continued: “For inappropriate or
offensive comments, [the National Oceanic and Atmospheric Administration
(*“NOAA”), a Commerce component agency] in particular notes in the public docket
for the proposed rule that such a comment was received, describes why it is not
being posted, and identifies how many such comments were received.”19

Although the Department of Commerce recognizes that it has discretion to
remove inappropriate comments, a search of its comments demonstrates it does not

4 Id.: Memorandum from Elizabeth Murphy, et al. to Simon Park, et al., regarding Policies for
Posting/Removal of Comment Letters on the Commission’s Public Website (Nov. 3, 2011).

115 Search of the SEC website current as of October 17, 2019.

116 Staff telephone interview with SEC personnel (Oct. 17, 2019).

117 SEC interview, Jan. 8, 2018. Other agencies take a similar approach. For example, the CFPB
reported to the Subcommittee: “When the Bureau determines that comments are substantially
identical, the Bureau generally posts only a representative sample to Regulations.gov, with the total
number of comments received reflected in the docket entry.” Letter from the Hon. Mick Mulvaney,
Acting Dir., Consumer Fin. Prot. Bureau, to the Hon. Rob Portman, Chairman, U.S. Senate
Permanent Subcomm. on Investigations, and the Hon. Tom Carper, Ranking Member, U.S. Senate
Permanent Subcomm. on Investigations (Feb. 26, 2018).

18 SEC interview, Jan. 8, 2018; SEC interview, Feb. 2, 2018.

19 Letter from the Hon. Wilbur Ross, Sec’y, U.S. Dep’t of Commerce, to the Hon. Rob Portman,
Chairman, U.S. Senate Permanent Subcomm. on Investigations (Mar. 23, 2018).
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always exercise that discretion. For example, a search under comments to NOAA
proceedings on Regulations.gov yields 55 that include the word “f.k.”
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Example 3: Federal Communications Commission

The FCC has an open policy regarding what comments it will accept and post
on its comment system. The FCC told the Subcommittee that it has a general policy
that it should accept and post online all comments it receives, % including
duplicates and near-duplicates, and comments containing copyrighted, profane, and
irrelevant material.t2! The FCC has also accepted and posted executable files
submitted as comments, which may contain viruses.!?2 Posting these comments
exposes the public to these viruses.

In an interview, the FCC General Counsel stated that the FCC policy
regarding the posting of comments comes from a desire to avoid creating grounds

120 FCC interview, Dec. 20, 2017.

121 FCC interview, Nov. 29, 2017.

122 Staff interview with FCC Commissioner Jessica Rosenworcel (Apr. 11, 2018); Staff interview with
Pew Research Center personnel (Jan. 12, 2018).
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for a lawsuit based on allegations that the FCC has not fulfilled its obligations
under the APA notice-and-comment requirements.!2® This approach has led to the
FCC publishing an overwhelming number of comments for two recent high-profile
rulemaking proceedings—the 2014 Net Neutrality rulemaking and the 2017
Restoring Internet Freedom rulemaking. In 2014, the FCC received a record-
breaking 3.7 million comments on the proposed Net Neutrality rule. The comments
submitted regarding the 2017 proposed Restoring Internet Freedom totaled nearly
24 million. Almost all of those comments are published on ECFS.124

The number of comments posted to these two dockets raises three main
concerns: (1) the volume of comments makes it difficult for the public and the
agency to find substantive material; (2) some of the posted comments appear to be
meant to disrupt the commenting process, not to contribute meaningful material to
inform the rule—and in some cases violate copyright law; and (3) many of the
comments contain significant amounts of abusive and threatening content
inappropriate for publication on a government website.

First, the volume of comments the Commission received and posted made it
difficult for most members of the public to review or fully understand the record. In
particular, it is challenging to sift through 24 million comments—or even four
million comments—to find the significant comments presenting substantive
information and novel arguments that agencies must consider when engaging in a
rulemaking.!25

The challenge of searching the FCC’s larger dockets like the Restoring
Internet Freedom record is illustrated by the FCC’s advice on its website:

123 FCC interview, Dec. 20, 2017.

124 A search of ECFS for comments submitted in the Net Neutrality rulemaking, Docket 1428, only
yields about 2.2 million comments. The FCC order, however, states that the FCC received 3.7
million comments. 80 Fed. Reg. 19737, 19746 (Apr. 13, 2015). FCC personnel told the Subcommittee
that they were unsure why the ECFS docket does not contain all of the comments for that
proceeding. Staff telephone interview with FCC personnel (Oct. 22, 2019).

125 It is important to note that nothing in the APA or case law requires agencies to consider the
number of comments received on any side of an issue. A rulemaking process is not a referendum.
Every agency the Subcommittee interviewed emphasized that it does not “nose count,” although
some said they were at least aware of the number of comments submitted on various sides of an
issue. E.g., FCC interview, Dec. 20, 2017; Staff interview with U.S. Dep’t of Health and Human
Services personnel including Director of the Center for Faith-Based and Neighborhood Partnerships
Shannon Royce; Centers for Medicare and Medicaid Services Director of the Off. Of Strategic
Operations and Regulatory Affairs Kathleen Cantwell; Centers for Medicare and Medicaid Services
Deputy Director of the Off. Of Strategic Operations and Reg, Affairs Olen Clybourn; Director of
Oversight and Investigations Sean Hayes, et al. (Feb. 10, 2018).
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Thus, to review the whole docket, members of the public need to download
three large .zip files containing millions of comments. Further, thousands of the
comments submitted during the Restoring Internet Freedom rulemaking period are
duplicates or near-duplicates of each other. The Pew Research Center found that
seven unique comments accounted for 38 percent of all submissions.!26 Tt also found
that only six percent of all comments were unique and that “the other 94% were
submitted multiple times—in some cases, hundreds of thousands of times.”127

Second, the FCC’s open acceptance and posting policy results in posting of
comments that disrupt the commenting process, and, in some cases, violate
copyright law. For example, numerous people who commented on the Restoring
Internet Freedom rulemaking posted the entire script of Paramount Pictures’ Bee
Movuie.128 The FCC has allowed the script to remain on its comment system because
of its open policies, even though it is aware that the script is posted on the system,
is under copyright, and does not relate to the rulemaking.!2?

Similarly, during the FCC’s Net Neutrality rulemaking, commenters
submitted the entire text of War and Peace'30 and Les Miserables'3!, Although no
longer under copyright, these submissions are irrelevant to the proceeding, and
FCC staff suggested that commenters submitted them in order to slow down the
FCCs system.!32 Indeed, other commenters threatened to crash ECFS during both
the Net Neutrality and Restoring Internet Freedom commenting periods. For
example, a commenter calling himself Allan Gonzalez submitted the following
comment:

YOoU LITTLE FING CJlTS BETTER NOT GET RID OF NET
NEUTRALITY IF YOU LITTLE FIEEMG CASH GRABBING WHORES
BETTER GO GRAB YOUR BALLS RATHER THE THE [sic] MONEY

126 Paul Hitlin, et al., Public Comments to the Federal Communications Commission about Net
Neutrality Contain Many Inaccuracies and Duplicates, PEW RESEARCH CENTER (Nov. 29, 2017).

197 Id.

128 FCC interview, Dec. 20, 2017; see, e.g., FCC Proceeding 17-108, filing nos. 10508109765584 (May
9, 2017), 1071252488994 (Jul. 12, 2017), 12152174019177 (Dec. 15, 2017).

128 FCC interview, Dec. 20, 2017.

130 FCC Proceeding 14-28, filing no. 6017683268 (June 6, 2014).

1 FCC Proceeding 14-28, filing no. 6017702293 (June 3, 2014).

132 FCC interview, Nov. 29, 2017.
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FROM OUR POCKET WE ALREADY PAY FOR THAN $60 DOLLARS
FROM A FIIG PROVIDER AND IM NOT GOING TO BE PAYING
MORE THAN THAT St YoUu LITTLE FIllG PIECES OF
SIT.THIS IS FOR NET NEUTRALITY YOU LITTLE CJJTS AND WE
WILL BE ABLE TO CRASH THIS SIHY Al WEBSITE AGAIN. 133

And a commenter called Mariah Meadows stated:

I'll say it again since this is the second time in four years that net
neutrality has come under fire. PRESERVE NET NEUTRALITY AND
TITLE II. And nice job updating the comment/complaints system. Be a
shame if it crashed again. (Gofccyourself.com)i34

The FCC information technology staff stated that although it would be
“easy,” from a technological perspective, to filter those comments, FCC rules do not
allow them to do so.135

Third, the FCC’s policies allow public posts of vulgar and threatening
comments—both that bear some relation to the rulemaking at hand (such as those
including profane statements about the rulemaking, like the first example above)
and those that bear no relation to the rulemaking at all. As an example of the latter
category, the Restoring Internet Freedom comments include one reading:

What the _ did you just _ing say about me, you little b-? I'll have you
know I graduated top of my class in the Navy Seals, and I've been involved in
numerous secret raids on Al-Quaeda, and I have over 300 confirmed kills. I am
trained in gorilla warfare and I'm the top sniper in the entire US armed forces.
You are nothing to me but just another target. I will wipe you the |} out with
precision the likes of which has never been seen before on this Earth, mark my
filfling words. You think you can get away with saying that s- to me over
the Internet? Think again, _en As we speak I am contacting my secret
network of spies across the USA and your IP is being traced right now so you
better prepare for the storm, maggot. The storm that wipes out the pathetic
little thing you call your life. You're f-ing dead, kid. I can be anywhere,
anytime, and I can kill you in over seven hundred ways, and that’s just with
my bare hands. Not only am I extensively trained in unarmed combat, but I
have access to the entire arsenal of the United States Marine Corps and I will
use it to its full extent to wipe your miserable a. off the face of the continent,
you little s-. If only you could have known what unholy retribution your little
“clever” comment was about to bring down upon you, maybe you would have
held your _ing tongue. But you couldn’t, you didn’t, and now you're paying

132 FCC Proceeding 17-08, filing no. 109061407823029 (Sept. 6, 2018).
3¢ FCC Proceeding 17-08, filing no. 121430841297 (Dec. 14, 2017).
135 FCC interview, Nov. 29, 2017.
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the price, you d- idiot. I will s. fury all over you and you will drown
in it. You're ing dead, kiddo. 136

The docket also includes threats against FCC Chairman Ajit Pai specifically
and the Commission generally. For example:

F- you FCC, you are piece of s-s_ Kill yourselves RN. Ajit pai literally go
kill yourself you in virgin.!37

And the Net Neutrality proceeding includes this comment:

BLOODY WANKERS. YOU ARE GONNA DESTROY DA INTERNET.
WE DESERVE TO HAVE AN INTERNET THAT HAS FREEDOM
FOR ALL THE STUFF WE WANT TO WATCH. YOU SHOULD ALL
GO DIE IN A BLOODY HOLE WITH YOUR FINGERS STUCK IN
YOUR NETHER REGIONS. YOU ARE CAPITALIST PIGS WANTING
MORE MONEY FOR NO GOOD REASON. GO SNORT SOME GLUE
IT WOULD MAKE YOU SMARTER. FIJlN ClIK suckErs. DN
BACKWARDS CORPORATES. FIlIK YOU AND ALL YOUR STUPID
BULLSIT .15

These comments and others reviewed by the Subcommittee on the FCC’s
public ECFS website include language the FCC likely would be able to fine a radio
or television station for broadcasting. The FCC has banned radio and television
stations it licenses from broadcasting “obscene” material and has limited what it
determines to be “indecent” material to the hours between 10:00 p.m. and 6:00
a.m.139 A website that can be used to file complaints with the FCC about prohibited
programming or language includes a link to a fact sheet that provides definitions of
what constitutes obscene and indecent content. According to that document,
obscene content is something that appeals to a person’s “prurient interest” and
must “depict or describe sexual conduct in a patently offensive way” and lacks
“serious literary, artistic, political or scientific value.”140 Indecent content is
described as content that is not obscene but “portrays sexual or excretory organs or
activities.”?4! A range of fines can be levied on stations that broadcast indecent
content.142 As recently as 2004, the FCC sanctioned NBC for a single use of the
word “f.king” during a broadcast, stating that “[t]he ‘F-Word' is one of the most
vulgar, graphic and explicit descriptions of sexual activity in the English

136 See, e.g., FCC Proceeding 17-108, filing no. 1128086021052 (Nov. 28, 2017).

137 FCC Proceeding 17-108, filing no. 1215505125342 (Dec. 15, 2017).

138 FCC Proceeding 14-28, filing no. 60001010077 (Jan. 21, 2015).

139 47 C.F.R. § 73.3999.

140 Obscene, Indecent and Profane Broadcasts, FED, COMMCNS COMM'N (Sept. 13, 2017),
https:/iwww.fcc.gov/consumers/guides/obscene-indecent-and-profane-broadcasts.

1 fd.

142 47 C.F.R. § 180(b)(1).
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language.”’143 The Subcommittee’s review of ECFS comments found that “the F-
Word” and other profane and sexually explicit words were posted tens of thousands
of times.

117,296
23,381 31
13,213 84
5,924 163
4,182 1
899 40148
673 Q46
236 ou7
T will kill myself /I will 114 0
literally kill myself
Go kill yourself 11 0

VIII. CONCLUSION

The advent of online commenting on regulations has brought more
transparency to government proceedings and gives the public greater input in the
rules that govern everything from energy companies and drug manufacturers to
fisheries and national parks. Although the internet has provided a more convenient
means for commenting, it has not changed the purpose of notice-and-comment
rulemaking—to gather relevant, substantive information about a regulatory
proposal for an agency’s consideration, rather than a headcount of opposing
viewpoints. For online commenting to be beneficial to both the agencies and the
public, online dockets must contain substantive, relevant information that is easy to
identify. They should not contain abusive material or comments submitted under
false identities, and agencies should take appropriate action against commenters
who abuse the process. The Administration and Congress must work together to
remedy these issues going forward.

143 In re Complaints Against Various Broad. Licenses Regarding the Airing of the "Golden Globe
Awards” Program, 19 F.C.C. Red. 4975, 4979 (2004) (Golden Globes Order).

144 The Regulations.gov results require searching for variations of words separately (e.g., separate
searches for s.t and shlty). ECFS, on the other hand, automatically searches for variations of
words.

15 Many of these references appear to be typographical errors.

146 Although some instances appear on Regulations.gov, none of them appear to be used in a profane
context.

147 Although some instances appear on Regulations.gov, none of them appear to be used in a profane
context.
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Introduction

Federal regulations (hereinafter “rules”) affect nearly all aspects of our lives. The
Administrative Procedure Act, the statute that governs a large part of the federal rulemaking
process, generally requires agencies to give the public notice of, and the opportunity to comment
on, rules they are considering issuing.! The main purposes of this mandated opportunity for
public input are to facilitate agencies’ access to widely dispersed information and, if necessary,
to help regulators rethink critical assumptions about rulemaking proposals, all with the goal of
improving the quality of rulemaking.

To submit an informed comment, potential commenters need to be able to at least: 1)
access the proposed rule and the agency’s justification for it; 2) access materials upon which the
agency substantially relied to develop the proposed rule; and 3) understand the rationale by
which the agency made its decision.? Commenters should aiso be able to access other comments
that may have been submitted on the proposed rule in time to submit responsive comments, to
the extent this is possible. Members of the public, especially those who are subject to the rule,
should be able easily to determine whether further action has been taken on the proposed rule
and, when a final rule has been issued, to access the rule and all materials, including public
comments, that informed its development.

Historically, it has been a challenge for many people to understand the rulemaking
process and to access these rulemaking materials. Before the internet was widely available,
members of the public interested in reading materials in a rulemaking docket (e.g., supporting
materials and other comments submitted) needed to go to the agency and schedule an
appointment to inspect the paper files on site. Even being able to find a copy of the Federal
Register to read the rulemaking proposal required sophistication and resources that many
members of the public did not have.? Such logistical barriers weeded out many from intelligently
participating in the rulemaking process.

Today, because of several statutes and executive branch initiatives, nearly ali agency
primary rulemaking documents (e.g., notices of proposed rulemaking and final rules) are online.*
A member of the public interested in viewing proposed and final rule documents can go to
Federalregister.gov. To submit a comment on a proposed rule, view other comments, and rcad
supporting materials, a member of the public can go to Regulations.gov, either directly or by a
link from Federalregister.gov. Online accessibility therefore has the potential to allow more
people to participate in the rulemaking process in an informed, intelligent way. To some extent,

' See 5 U.S.C. § 553.

2 Of course, even these elements are not enough if the agency’s rationale for the proposed rule is not written in
language accessible to the relevant audience.

* Cary Coglianese, E-Rulemaking: Information Technology and the Regulatory Process, 56 ADMIN, L. REV. 353,
362 (2004) (discussing how access to the Federal Register and Code of Federal Regulations was fimited).

* See id. at 36366 {detailing administrative efforts starting with the Clinton Administration’s call to federal
agencies 10 increase the “use of IT in developing and implementing regulations”). See generafly Cynthia R. Farina,
Reporter, Achieving the Poteniial: The Future of Federal E-Rulemaking, Report of the Committee on the Status and
Future of Federal e-Rulemaking, 62 ADMIN. L. REV. 279 (2010) (reporting on the development of and potential in
eRulemaking).
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it has advanced that goal,” However, it has yet to fulfill its potential, for a variety of reasons that
will be discussed in this report.

Part I of this report discusses the process that federal agencies use to conduct rulemaking
online. Part [I discusses how Regulations.gov/the Federal Docket Management System (FDMS)
is governed and funded. Part HI discusses how it came into being. Part IV discusses the specific
legal requirements that it helps agencies fulfill. Part V examines some of its key problems.
Finally, Part VI offers some solutions.

Part I. What FDMS/Regulations.gov Looks Like and Its Core Functionalities

Any member of the public can go to Regulations.gov and, once there, search for
rulemaking materials, including notices, public comments, and supporting materials. There are
several ways that visitors can search for these materials. First, they can enter terms into a search
box, just as one would do if searching for materials on a search engine, such as Google. Often,
however, this basic search function will yield too many results for visitors to easily sift through
to find the desired material. Regulations.gov therefore permits users to perform an “Advanced
Search,” which allows them to narrow the results by searching fields such as “Document Type”
(e.g., “Notice,” “Proposed Rule,” or “Other™), “Agency,” and *Docket Type” (“Rulemaking” or
“Nonrulemaking.”)

To submit a comment, visitors click on a “Comment Now” button that appears next to a
notice. Doing so pulls up a text box with a maximum character count of 5,000 and an option to
include attachments. People who wish to submit comments that exceed the character count can
type “See Attached” (or similar language) in that text box and upload a longer comment.
Depending on the agency, there may be fields within the comment page that require visitors to
enter certain information about themselves, such as first name, last name, and contact
information (e.g., city, state, and country). Some agencies only ask for this information if a
commenter indicates that he or she is submitting a comment on behalf of another.

FDMS is where agency officials create the electronic rulemaking dockets (e-dockets),
designated elements of which are viewable on Regulations.gov. An “e-docket™ is simply a virtual
folder that contains materials relevant to a particular rulemaking, including the notice, supporting
materials, and comments. Regulations.gov is the public-facing website that allows people to
access materials in the e-dockets. Agencies create and manage the e-dockets and their contents
through FDMS.gov, a password-protected site that can be accessed only by authorized agency
personnel.

All rulemaking notices that are published in the Federal Register automatically appear on
Regulations.gov. This includes materials from agencies that do not participate in
Regulations.gov, such as the Federal Communications Commission (FCC) and the Securities and

% Congress has also taken a strong interest in advancing this goal. The recently-introduced GOOD Act (or “Guidance
Out of Darkness Act”™) would require agencies to post guidance documents on Regulations.gov and to provide
hyperlinks to the posting on the agency website. See S. 2296, 115th Cong. (2018).
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Exchange Commission (SEC). This is because there is an automated, “behind the scenes” link
between Federalregister.gov and FDMS whereby each day, all of the contents of
Federalregister.gov are sent to FDMS. Because the FCC and the SEC (and all other non-
participating agencies) submit their rulemaking materials to the Federal Register, their materials
are published on Federalregister.gov and are sent to FDMS, where they then become publicly
visible on Regulations.gov.

For the majority of rulemaking agencies that participate in FDMS, once a rulemaking
notice arrives in FDMS, an agency user will assign it to an e-docket.® With respect to supporting
materials, such as Regulatory Flexibility Act analyses, studies, or cases that informed a rule’s
development but that do not appear on Federalregister.gov, agency officials must first manually
upload these to FDMS and then associate them with an e-docket. Once they associate them with
an c-docket, they must then designate such items as publicly viewable in order for them to
appear on Regulations.gov. Furthermore, assigning documents to a docket atlows rulemaking
materials to be associated with one another. This association is important for enabling users to
find a rulemaking document. It also allows Regulations.gov to include key documents in the
history of the rulemaking.

Likewise, comments submitted through Regulations.gov do not automatically appear on
Regulations.gov (except if an agency requests this, which very few do). Rather, comments are
added to the docket queue on FDMS and an agency official must affirmatively decide whether to
associate them with an e-docket, thereby rendering them publicly viewable on Regulations.gov.’
This gives agencies the chance to review comments for, among other characteristics, profanity,
spam, confidential business information, and personally identifiable information.

Part II. How FDMS/Regulations.gov is Governed and Funded

FDMS/Regulations.gov is governed by an Exccutive Stecring Committee (Committee)
that consists of officials from dozens of federal agencies. The Committee is co-chaired by the
Deputy Administrator of the Office of Information and Regulatory Affairs (OIRA) and the Chief
Information Officer (CIO) of the Environmental Protection Agency (EPA). It makes decisions
about the design, operations, maintenance, and budgeting of FDMS/Regulations.gov upon advice
in thesc areas from several smaller, lower-tiered bodies. These bodies include a Change Control
Board, an Advisory Board, and a Budget Working Group.

EPA is considered the “managing partner” of FDMS/Regulations.gov. As such, it is
responsible for implementing changes to the system that have been approved by the Committee.
To facilitate this responsibility, the EPA created a Project Management Office (PMO), which
consists of a small staff of experts in online docket management technology.

There is no direct appropriated funding for FDMS/Regulations.gov. Rather, the system is
funded through what eRulemaking officials term a “shared services model.” Agencies that
participate in eRulemaking fund the system through contributions, decided by a formula. The

¢ The independent commissions that have their own eRulemaking systems do not create dockets in FDMS.
7 Agency officials have the option to upload a large batch of comments.

4
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formula for contributions is based, in part, on: 1) the size of the agencies’ budgets; 2) the average
annual number of rules and non-rule items that agencies publish; and 3) the average annual
number of comments agencies receive.?

Part I1I. How FDMS/Regulations.gov Came Into Being

In July 2001, President George W. Bush identified “expansion of eGovernment” as one
of five priorities of the President’s Management Agenda.” To support this priority, the Office of
Management and Budget (OMB) put in place an implementation strategy for eRujemaking.'?

In May 2002, the OMB Director issued a memorandum to the heads of agencies stating
that OMB would “consolidate redundant IT systems related to rulemaking.” OMB initially
named the U.S. Department of Transportation (DOT), and then the EPA, the lead agency for this
initiative. Both agencies had been operating sophisticated online rulemaking systems for years
before FDMS/Regulations.gov was put into place.!'

Regulations.gov was launched in January 2003.'2 At that time, the public was able to
view rulemaking materials available for comment and to submit comments. However, the
rulemaking dockets themselves (along with, for example, supporting material and public
comments) were not available. In September 2003, EPA, as managing partner of the
eRulemaking Program, awarded a contract to Lockheed Martin to integrate various online
rulemaking systems with the Regulations.gov portal. EPA and OMB considered three genera}
designs for a new government-wide rulemaking docketing system. The first was a single,
centralized system that would replace all existing agency online docketing systems. The second
would have allowed agencies with existing online rulemaking dockets to keep those dockets, but
they would be linked to a main system used by agencies without their own dockets. The final
plan was a “tiered system,” which was a hybrid of the two models above.!?

In February 2004, the Executive Steering Committee, by a vote of 15-2, decided to adopt
the first approach.'* This decision was based on perceived cost savings and ease of searching a
centralized system compared to the other two options."”® In May 2005, agencies began migrating
their rulemaking dockets to FDMS. In September 2005, Regulations.gov was updated to allow
the public to search and access rulemaking docket contents (e.g., supporting materials and public
comments).'®

& CURTIS COPELAND, CONG. RESEARCH SERV., RL34210, ELECTRONIC RULEMAKING IN THE FEDERAL GOVERNMENT
17 (2008).

9U.8. GOV'T ACCOUNTABILITY OFFICE, GAD-05-777, PROGRESS MADE IN DEVELOPING CENTRALIZED E-
RULEMAKING SYSTEM 6 (2005).

19 See Farina, supra note 4, at 280,

Hid

2 d.

13 Id

14 COPELAND, supra note 8, at 12-13.

B Id. at 13,

' 1d. at 14.
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By July 2006, scven agencies had migrated to FDMS, and over the ensuing years, more
and more agencies did so. Today, all cabinet-level and freestanding Executive Branch agencies
(e.g., the EPA) are considered “Participating Agencies” of FDMS/Regulations.gov. This means
they maintain their rulemaking and, in some cases, non-rulemaking (e.g., adjudication) dockets
on Regulations.gov, and accept comments through the comments feature on the website. To date,
there are 184 such “Participating Agencies.” Several independent regulatory agencies, such as
the Bureau of Consumer Financial Protection and the Federal Trade Commission, are also
“Participating Agencies.” However, most independent regulatory agencies, such as the FCC, do
not participate. Although their rulemaking materials do appear on Regulations.gov, due to the
link between Federalregister.gov and FDMS, comments submitted to them do not appear on
Regulations.gov, and they do not have e-dockets on Regulations.gov. Several of these non-
participating agencies maintain their own websites where the public can access a rulemaking
docket and comment on a proposed rule.

Part IV. Participation in FDMS/Regulations.gov Facilitates Compliance with the E-
Government Act of 2002

Under the E-Government Act of 2002, agencies must, “[t]o the extent practicable . . .
accept submissions under section 553(c) of title 5, United States Code [written data, views, or
arguments from interested persons], by electronic means.”!” Furthermore, agencies must “[t]o the
extent practicable, as determined by the agency in consultation with the Director [of OMB] . ..
ensure that a publicly accessible Federal Government website contains electronic dockets for
rulemakings under section 553 of title 5, United States Code [“informal rulemaking”].”'?

These electronic dockets “shall make publicly available online to the extent practicable,
as determined by the agency in consultation with the [OMB] Director . . . all submissions under
section 553(c) of title 5, United States Code; and other materials that by agency rule or practice
are included in the rulemaking docket under section 553(c) of'title 5, United States Code,
whether or not submitted electronically.”"

Although the statute does not require that agencies participate in FDMS/Regulations.gov,
participation in FDMS/Regulations.gov allows agencies to fulfill their obligations under the
statute. First, when an agency participates in FDMS/Regulations.gov, it maintains an e-docket on
FDMS, which appears publicly on Regulations.gov. This fulfills its obligation to “ensure that a
publicly accessible Federal Government website contains electronic dockets for . . . [informal
rulemaking].”?® When an e-docket in FDMS/Regulations.gov contains and makes publicly
accessible all the materials that the agency normally includes in the rulemaking docket for that
rulemaking, and contains public submissions, the docket requirement component of the statute is
satisfied. Finally, when agencies participate in FDMS/Regulations.gov, it means they accept

7 E-Government Act of 2002, Pub, L. No. 107-347, § 206(c), 116 Stat. 2899, 2916 {included as a note in 44 U.S.C,
§3501 (2018)).

'8 id § 206(d)(1), 116 Stat. at 2916.

% 1d. § 206(d)(2)(B), 116 Stat. at 2916.

2 Jd.
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comments from the public, thus fulfilling their obligations to “accept submissions under section
553(c) of title S, United States Code, by electronic means.”*!

Part V. The Key Challenges Underlying Regulations.gov

Before delving into the challenges underlying Regulations.gov, it is useful to first take a
step back and keep in mind the extremely tedious work that eRulemaking officials completed to
make online rulemaking a reality. The magnitude of this achievement cannot be overstated.
Achieving the goal of centralized online rulemaking required tackling an extremely complex
information management problem, and eRulemaking officials have managed to make important
rulemaking information substantially more accessible to the public than in the era before the
existence of FDMS/Regulations.gov.

The limitations of the website, which will be explored below, are not in any way a
criticism of the dedication of eRulemaking officials. They are, rather, a byproduct of a system
designed to store an amazing variety and quantity of rulemaking materials from nearly 200
agencies (and counting) in one place, and one in which all of these agencies are responsible for
their own submissions and docket management.?? However, with the appropriate resources and
prioritization, the challenges can be overcome.

To understand the main challenges with FDMS/Regulations.gov, it is helpful to again
consider its purpose. It was created to make it easier for the public to participate in the notice-
and-comment process in an informed way and to readily access materials that reveal the status
and outcome of the rulemaking process. The eRulemaking Program envisioned that it would do
so by allowing the public to 1) access the text of the Notice of Proposed Rulemaking (NPRM)
and, if existent, final rule and accompanying explanation; 2) access materials upon which the
agency substantially relied to develop the proposed rule; 3) submit comments online and review
the comments others have submitted; and 4) follow the course of a rulemaking to determine
whether the NPRM has been supplemented, finalized, withdrawn, etc. However, many users of
Regulations.gov have found that the system does not allow people to consistently and reliably: a)
search for and find all documents related to a particular rulemaking and b) access supporting
materials and other relevant information about rulemakings, for reasons that will be discussed
below.?

To uncover some of the major flaws with Regulations.gov, I extensively used the site to
attempt to find rulemaking materials and consuited with academics who have written on the

3 d.

2 Organizations wishing to engage in comprehensive analyses of public participation in rulemaking are hampered
by the fact that although most agencies participate in Regulations.gov, several do not, making it an onerous process
to include those agencies’ data. See, e.g., apendleton, Regulations.gov Continues to Improve, but Still Has Potential
Jfor Growth, The Sunlight Foundation (Apr. 9, 2013, 11:21 AM),
https://sunlightfoundation.com/2013/04/09/regulations-gov-continues-to-improve-but-stili-has-potential-for-growth/.
2 Another problem that non-agency users have pointed out is that a user cannot reliably determine how many
comments were submitted on a rulemaking and whether the comments visible on Regulations.gov are ail the
comments the agency received.
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subject. [ also had numerous discussions with members of the public who use Regulations.gov
regularly.

A. Users Find It is Difficult to Consistently_and Reliably Search for Rulemaking
Materials

One reason it is difficult to reliably and consistently find rulemaking materials is because
agencies sometimes create multiple e-dockets for the same rulemaking. For example, if an
agency’s rulemaking has gone from an NPRM to a final rule, the agency sometimes creates a
separate e-docket for the final rule, instead of maintaining a single e-docket to which all
documents related to the rulemaking are assigned. A user who tries to find this rule might come
across the first e-docket the agency created and conclude incorrectly that there has been no final
rule issued.?* Sometimes, this “multiple e-docket” problem happens because a sub agency (e.g.,
the Occupational Safety and Health Administration) issued the NPRM and created the initial
docket, and the parent agency (e.g., Department of Labor) issued the final rule and created the
second docket. In any case, in many instances, there are at [cast two e-dockets, each containing
documents that are part of a single rulemaking.”® At best, this is confusing. At worst, it misleads
the user as to the status of the rulemaking if her search does not locate both dockets and enable
her to recognize the relationship between them.

Another reason it is difficult to search for rulemaking materials is because the “Advanced
Search” feature on Regulations.gov in many instances does not helpfully narrow down the
number of results that come up in a search. The purpose of an “Advanced Search” is to allow
users to search by different filters (e.g., date range, type of source, author, and so on), reduce the
number of search results, and therefore increase the likelihood of finding what the user is looking
for.

For example, suppose someone would like to use Google to find an article she read about
robotics, and she recalls that she read the article in 2006. If she were 1o search Google for this
particular article without using an advanced search, she would likely have to sift through
millions of resuits before she came across what she was looking for. However, if she were to use
Google’s “Advanced Search” feature, she could select the date range as “1/1/2006-12/31/2006,”
thereby drastically decreasing the number of results that come up and increasing the likelihood
that she will find the relevant article.

2 Other agency practices sometimes compound the problem of finding all documents related to a rulemaking. In
many instances, the title of the final rule does not match the title of the proposed rule, especially if time has passed
and there have been, for example, supplemental NPRMs or other shifts in the focus of the rule. Sometimes agencies
“reuse” titles, so that it becomes difficult to identify the documents for which the user is looking.

* Each e-docket has a unique docket number assigned by FDMS. Docket numbers begin with an alphabetic prefix
unique to the agency. So, for example, OSHA'’s dockets begin “OSHA™ and the Department of Labor’s dockets
begin “DOL.” The remaining components of a typical e-docket number are a four-digit date and a three or four-digit
number that is the docket number. Each document in the docket is identified by a document number that is the
docket number plus an additional three {or more) digit number that is the sequentiat order in which that document
was added to the docket. Hence, the document number is the unique identifier of each document and integrally links
it with its home docket and, in turn, all the other documents in that docket.

8
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In contrast, many of the filters that appear on Regulations.gov’s “Advanced Search”
feature do not helpfully narrow down relevant results. One of the first search filters that a user
encounters on the Advanced Search page is “Document Type.” The options presented here are:
“Notice™; “Proposed Rule”; “Rule”; “Supporting & Related Materials™; “Other”; and “Public
Submission.” One problem presented by these options is that they are not mutually exclusive. A
“Proposed Rule” and a “Rule” are both “Notices.” If I am interested in commenting on a
particular NPRM, and [ go to this Advanced Search page to find that NPRM, it is not clear
whether I should select “Notice” or if | should select “Proposed Rule.” Similarly, if [ am
interested in commenting on a particular advanced notice of proposed rulemaking (ANPRM), it
is not clear whether I should select “Notice,” “Proposed Rule,” or “Other.”?

The second problem presented by this filter is that it is not comprehensive. Section 553 of
Title 5, U.S. Code (Section 553) governs informal rulemaking, but it establishes only minimal
procedural requirements, thereby effectively obscuring the complexity of the rulemaking
process.?” Looking only at Section 553, one might think that agencics publish only two
documents during the course of a rulemaking: an NPRM and a final rule.*® In reality, however,
agencies publish a remarkable variety of documents during the course of a rulemaking.?’ Each
such document reflects an additional action or step taken by the agency in rulemaking, revealing
a more complex and nuanced process than that which is suggested by Section 553.%°

For example, agencies may engage the public before proposing a rule by issuing an
ANPRM or a “notice of inquiry.”*' They may propose rules by publishing a “notice of intent to
grant a rulemaking petition” or seek additional public input through a “supplemental notice of
proposed rulemaking” or a *notice of extension of the comment period.”** Agencies may choose,
or be statutorily required, to hold public hearings on the proposed rule, and notices of these
hearings, agendas, etc. often appear on Regulations.gov.?? The rulemaking may generate a
Paperwork Reduction Act submission that the agency notices and takes comments on. Moreover,
agencies routinely promulgate a variety of rules in addition to final rules, including “temporary
rules,” “interim final rules,” and “direct final rules,” among others. All of these documents—and
many more besides—{it within the basic structure of informal rulemaking as set forth in Section
553 of Title 5.3

% J1 is worth emphasizing that this confusion is not confined to the public user. At the time that documents are
uploaded to FDMS and assigned to dockets, the agency must supply appropriate categorizations. Hence, the person
doing data entry must also decide if, for example, an ANPRM or a notice of extension of the comment period should
be categorized as a “Proposed Rule,” a “Notice,” or “Other.” Understandably, inconsistent categorization often
occurs, within the same agency as well as across agencies.

¥ Memorandum from Emily Bremer 2 (Mar. 14, 2013) (on file with author).

B 1.

®Id.

O 1.
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Compounding this complexity is the issue of guidance.*® Section 553 exempts
interpretive rules, guidance, policy statements, and other documents from notice-and-comment
requirements. Such documents may thus be viewed as technically not part of the rulemaking
process encompassed by FDMS/Regulations.gov. On the other hand, agencies often voluntarily
elect to craft guidance documents through notice and comment and in some instances are
required to seek comment under OMB’s Good Guidance Practices directive. There is great
variety in the terminology agencies use to describe these documents. The upshot of this
extraordinary complexity is that the list of “Document Type” options, as currently structured,
makes it difficult for the visitor to appreciate just what, exactly, is out there.?

In addition to the foregoing problems presented by the “Document Type” filter, agencies
do not use the “Document Type” categories in a consistent manner. For example, some agencies,
when uploading documents to FDMS, tag an ANPRM as a “Proposed Rule.” Others tag it as a
“Notice.” And still others tag it “Other.” Some agencies, when uploading a notice of public
meeting within a rulemaking, tag the document as a “Proposed Rule,” and some tag it as a
“Notice.” Even within a single agency, inconsistency may occur in the use of these categories.

For these reasons, in order to derive any benefit from using the “Document Type” filter, a
visitor, at a minimum, must be aware of the particular methods of “Document Type” tagging
from the agency of interest. Even then, the visitor cannot reliably select a single “Document
Type™ to aid their search, due to the possibility of inconsistent categorization at the point of data
entry. The “Document Type” filter is therefore often not helpful in narrowing search results and
may create the misleading impression that the document sought does not exist.

In addition to the “Document Type” filter (for which, recall, the options are “Notice;”
“Proposed Rule;” “Rule;” “Supporting & Related Materials;” “Other;” and “Public
Submission™), there is a “Document Subtype” filter. This filter can only be used if the user has
selected an “Agency” (the “Agency” filter will be discussed below). As is the case with
“Document Type,” when an agency uploads a document to FDMS (or associates a document
with a docket), the data entry person may identify the document as belonging to a particular
“Document Subtype.” However, unlike with “Document Types.” agencies are not required to
designate a “Subtype.” If an agency elects to use “Document Subtypes,” however, the agency’s
FDMS Agency Administrator configures a standardized dropdown menu of subtypes that are
available to that agency’s FDMS users. The subtypes available for inclusion in an agency’s
dropdown menu must be selected by the FDMS Agency Administrator from a finite list of
shared, standardized subtypes maintained by the eRulemaking PMO. If an agency requires a new
subtype, it must first submit the subtype to the eRulemaking PMO for approval. Examples of
“Document Subtypes” are: “Advanced Notice of Proposed Rulemaking,” “NEPA
Documentation,” “Final Rule,” and “Supplemental Notice of Proposed Rulemaking.”

* Under the Administrative Procedure Act, a specific kind of guidance document, called an “interpretative rule,” is
considered a rule. See 5 U.S.C. § 553(b)3)(A).

* The GOOD Act, currently under consideration by the U.S. Senate, would require agencies to publish guidance
documents on Regulations.gov and provide a hyperlink to the publication on their own. The bill defines “guidance
document” broadiy to include such things as blog posts, news releases, etc. See S. 2296, 115th Cong. (2018).

10
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Although the eRulemaking PMO’s role in the process provides some measure of
uniformity, agency discretion to opt out of using “Document Subtype” designations, draft
agency-specific “Docket Subtype” menus, and request the creation of new “Document Subtypes”
appears to have resuited in significant variation among agency practices and contributed to an
overwhelming number of “Document Subtypes” in use on Regulations.gov.?” Because it offers
greater levels of specificity, the “Document Subtype” filter can potentially help solve the non-
comprehensiveness problem discussed above with respect to “Document Type.” However,
inconsistent practices with respect to its use undermines its effectiveness.

The next filter that a visitor encounters on the “Advanced Search” page is “In these date
ranges.” The options here are: “Comment Due Date;” “Comment Start Date;” “Creation Date;”
“Posted Date;” and “Received Date.” The first two are fairly straightforward: they simply refer
to the date that comments are due, and the dates that the agency first accepted comments on the
rulemaking. The last three are not intuitive. While these terms may make perfect sense to the
agency at the point a document is uploaded or a comment is released for public visibility, the
public user is unlikely to understand the difference between “Creation,” “Posted,” and
“Received,” and the page does not define these terms.

Immediately below this filter, the user can search by “Agency.” This seems fairly
straightforward upon first glance, However, as with many of the other filters, visitors who use
this may be misled. The problem here is that selecting a parent agency as the “Agency” does not
include results for sub agencies. For example, suppose visitors are interested in reading and
submitting a comment on the recently posted “Request for Comments on the Cross-Agency
Priority Goal: Leveraging Data as a Strategic Asset.” Perhaps they came across that document on
the Federal Register website. If they did, they would see that the agency that issued this
particular notice is listed as “Department of Commerce.” When the prospective commenters go
to Regulations.gov to try to find and comment on the document, they would, quite sensibly,
select “Department of Commerce” as the “Agency.” However, if they do so, they will not be able
to find the document. This is because the “Agency” that created the docket in FDMS was, in this
instance, a sub agency of the Department of Commerce: the Bureau of the Census. Searching by
“Department of Commerce” will not pull up the document. Visitors who use this filter and select
a parent agency may erroneously conclude that a particular document has not been published.

One of the next filters on the “Advanced Search” page is “Docket Type.” Here, the user
may select “Rulemaking” and “Nonrulemaking.” Given that the name of the website is
“Regulations.gov,” and “regulation” is often used synonymously with “rulemaking,” the
appearance of “Nonrulemaking” as a “Docket Type” may cause confusion. Some agencies
include non-binding guidance materials under the “Nonrulemaking” “Docket Type.” Some
agencies, such as the U.S. Department of Transportation, include their adjudication dockets
under “Nonrulemaking.” Regulations.gov does not define the term “Nonrulemaking,” but this
would be very helpful information for a member of the public to know before searching.

¥ See Bremer, supra note 27, at 5,
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There are additional complexities that one will encounter if one decides to use the
“Docket Type” filter. For example, a visitor who selects “Nonrulemaking” as the “Docket Type,”
and “Proposed Rule” and “Rule” as “Document Types,” will get 23,328 results. On its face, it is
difficult to comprehend how it can be the case that there are any instances in which a “Proposed
Rule” or a “Rule” can be part of a “Nonrulemaking” docket. It is possible that some agencies’
adjudication dockets contain “Proposed Rules” and “Rules” as “Supporting and Related
Materials.” That would be a sensible explanation for a “Proposed Rule” and a “Rule” being patt
of a “Nonrulemaking docket.” However, it appears that in most instances in which a “Proposed
Rule” and a “Rule” are part of a “Nonrulemaking Docket,” the “Proposed Rule” or “Rule” is the
primary document. This means that either the agency official incorrectly labeled the docket
“Nonrulemaking,” or incorrectly labeled, say, an adjudication order (or other kind of
“Nonrulemaking document™) as a “Proposed Rule” or a “Rule.”

An additional problem with the “Docket Type” filter is that if a user selects either
“Rulemaking” or “Nonrulemaking™ as the “Docket Type,” Regulations.gov displays materials
that are not associated with any docket at all (e.g., documents from agencies that do not
participate in FDMS/Regulations.gov). It could be confusing for a member of the public to see a
freestanding document (say, an order from the SEC) to come up in a search of “Docket Types.”

In addition to the “Docket Type™ filter, there is a “Docket Subtype,” as well as a “Docket
Subtype Level 2" filter. The “Docket Subtype” filter can only be used if the visitor has selected
an “Agency,” and the “Docket Subtype Level 27 filter can only be used if the visitor has selected
an “Agency” and a “Docket Subtype.” As is the case with “Document Subtype,” agency officials
can identify dockets as belonging to a particular “Docket Subtype” and “Docket Subtype Level
2,” but they are nof required to use these designations. Most agencies use the “Docket Subtype”
without using “Docket Subtype Level 2.” As with “Document Subtypes,” if an agency elects to
use “Docket Subtype™ and “Docket Subtype Level 2,” the agency’s FDMS administrator
configures a standardized dropdown menu of subtypes that will be available to that agency’s
FDMS users. Examples of “Docket Subtypes” are: “Consultations Rulemaking,” “Statistics,” and
“Health Rulemaking.” Examples of “Docket Subtypes Level 2 are: “101- Balloons, Kites,
Rockets/Frec Balloons,” “Ultralight Vehicles,” and “Airport Security.”

As is the case with “Document Subtypes,” agency discretion to opt out of using “Docket
Subtype” and “Docket Subtype Level 2” designations, draft agency-specific subtype menus, and
request the creation of new subtypes appears to have resulted in significant variation among
agency practices and contributed to an overwhelming number of “Docket Subtypes” and “Docket
Subtypes Level 2™ in use on Regulations.gov. This resuits in the same problems discussed above
with respect to Document Subtypes and therefore further hinders the ability of visitors to use
“Advanced Search” to find relevant results.
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B. E-Dockets Are Not Reliably Informative

Many e-dockets on Regulations.gov do not contain all relevant Unified Agenda®
information (e.g. whether it was published in the fall or spring edition; whether it is a “Major
Rule,” and whether there are “federalism implications™). Others do include this information. The
piece of information that allows FDMS to link a rulemaking e-docket to the appropriate Unified
Agenda entry is the Regulation Identifier Number (RIN). In some instances, the absence of
Unified Agenda information may indicate that the rulemaking was not included in the Unified
Agenda, but more frequently the problem is that agencies are not required to enter a RIN when a
new rulemaking e-docket is created—and do not do so. Executive Order 12,866 requires that all
regulatory actions have a RIN.* In practice, a RIN is generated when an agency submits
information for a new rulemaking action to the Regulatory Information Services Center (RISC)
for inclusion in the Unified Agenda. The RIN is eight digits, the first four of which are unique to
the agency, and the second four of which are unique to the particular rulemaking action. When
an ageney official enters a RIN for a docket in FDMS, the Unified Agenda information is
automatically included in the e-docket displayed on Regulations.gov. This occurs because there
is a behind the scenes link between FDMS and the Unified Agenda.

In some instances, a RIN may not be in existence at the time the e-docket is created.
However, the far more common problem appears to be simply the failure to enter a RIN in the
appropriate field at the time the e-docket is created—or to amend the docket description at the
time when a document having a RIN is added. In many instances when a RIN is not displayed on
Regulations.gov (and hence no Unified Agenda information is finked), the RIN can be found in
the online Federal Register version of the document and/or in the text of the document itself.
Extremely inconsistent agency practice with respect to providing the RIN exacerbates search
problems; users who are sophisticated enough to try to search by RIN (which, for example, they
found in the Federal Register notice) may not find documents that are in fact part of the relevant
rulemaking.*°

Yet another problem with respect to e-dockets is they do not always contain supporting
materials that are visible to the public. If a visitor opens an e-docket that does not have
supporting material, the visitor would see, under “Supporting Documents,” “No documents
available.” As discussed above, there are good, practical reasons for agencies to include
supporting materials within their e-dockets. Doing so helps boost the quality of public
comments. It might be consistent with the e-Government Act for the agency not to include any
supporting materials (the e-Government Act, afler all, only requires inclusion of these materials
if “practicable” and if the agency, by rule or practice, includes them in their rulemaking dockets).
However, leaving the “Supporting Documents” section of the e-docket without materials may
diminish the public’s ability to adequately comment.

* The Unified Agenda is a semi-annual publication of significant regulatory actions that agencies plan to take in the
short and long term. The Unified Agenda requires agencies to indicate, among other things, whether a rule has
federalism implications, creates unfunded mandates, or affects small entities.

¥ See Exec, Order No. 12,866, 58 Fed. Reg. 51,735 (Sept. 30, 1993) {Section 4(b)).

* Additional problems exist with RINs, including the use of a single RIN for muitiple rulemakings and the
assignment of multiple RINs to a single rulemaking.
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Part V1. Solutions

Improving Regulations.gov/FDMS calls for a combination of changes to the system and
changes to individual agency practices in using the system. Of course, the system’s design and
agency practices in using the system affect each other synergistically.

As a first step, the eRulemaking Program should work with the Office of the Chairman ol
the Administrative conference to provide, on an ongoing basis, resources to help identify and
meet user needs in navigating and finding materials on Regulations.gov, both in its current form
and as it continues to evolve. As part of this process, it should implement a method for allowing
users easily to find definitions of important and potentially confusing terms used in the search
process. It should then consider implementing the changes suggested below.

Problem: Agencies Sometimes Create Separate E-Dockets for the Same Rulemaking

Solution:

The eRulemaking Program should configure FDMS/Regulations.gov so that it warns an
agency user of FDMS and a public user of Regulations.gov when it appears that there are
multiple dockets for the same rulemaking. When multiple e-dockets are detected, a warning
message should be sent to the relevant agencies on FDMS. It would ultimately be up to the
agencies to decide how to respond to the message, though agencies should take them seriously
and strongly consider merging all dockets that pertain to a single rulemaking. A warning
message should also appear on Regulations.gov, informing the public that another e-docket may
contain relevant information. The other e-docket should be identified by docket number, name,
and any other relevant identifying information so the public can easily access that e-docket and
determine whether there is, in fact, any relevant information.

Problem: The “Advanced Search’ Feature Creates Complexities for Users of Regulations.gov

Solution:

The eRulemaking Program should consider enlisting government and private sector
cxperts in rulemaking, information technology, data management, and organization to work
closely with one another at all stages of whatever process is uitimately adopted to help improve
the “Advanced Search” fcature. The process suggested below could be among those that this
group of experts considers using. Whether the group ends up adopting the process below, or
some other process, it will likely be a large, resource-intensive process. No single agency or
office (e.g., the PMO) alone should be expected to undertake it.

First, the “Notice” option under “Document Type” should be marked for elimination so
that the remaining options are mutually exclusive. “Other” should also be marked for
elimination. Then, all of the “Document Subtypes,” “Docket Subtypes,” and “Docket Subtypes
Level 2” should be laid out and organized by agency. Any option that includes another (e.g.,
“Notice” includes “Advanced Notice of Proposed Rulemaking”) should be marked for
elimination so that all of the subtype options within an agency are mutually exclusive.
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Additionally, “catch all” categories such as “Other” and “Miscellaneous” should be marked for
climination.

Next, a random, sufficiently large sample of all documents on Regulations.gov shouid be
generated. Each one of these documents should be carefully analyzed to determine, among other
factors, the nature of the underlying agency process that led to the document, the role the
document played in the process, the public response sought by the agency (if any), and the
practical consequences that might flow from the document’s publication.

Based on the analysis of these documents, the “Document” and “Docket” “Type” and
“Subtype” options should be revised. The revised options should sufficiently capture the
diversity of documents available on Regulations.gov, should be mutually exclusive, and should
be specific (i.e., there should be no open-ended options such as “Miscellaneous”). Additionally,
the set of options should be manageable in number and understandable to the general public
(with accompanying guidance material). Each of the revised options should include several
specific examples. Additionally, depending on the results, there should be openness to the
possibility of marking for elimination the “Subtype” filters entirely.

In selecting and analyzing the different kinds of materials on Regulations.gov, the
eRulemaking Program can draw upon the research of Professor Emily Bremer. Professor
Bremer, when she was an attorney at the Conference, undertook a comprehensive examination of
this sort, and created categories, which could serve as a prototype for a revised set of “Document
Types” and “Document Subtypes.” The Appendix displays an excerpt of Professor Bremer’s
work.

After a revised classification scheme for document and docket types and subtypes is
settled upon, the public should be given the opportunity to comment on the proposed new
scheme, and changes should be considered based on these comments. The Executive Steering
Committee should then vote on the scheme. If it is adopted, the eRulemaking Program should
publish it on Regulations.gov and widely disseminate it to agency officials. FDMS should then
be reconfigured to present this approved list of tags as the choices from which agencics may
select when they create e-dockets or upload documents. The eRulemaking Program should offer
training on how documents and dockets are to be classified under the new scheme.

There are at least two approaches the cRulemaking Program can take with respect to the
mechanics of how documents are to be classified under the new scheme. Under one approach,
agency officials would be responsible for selecting types or subtypes within FDMS, just as they
do now. There would be some questions posed to the person entering the data to help ensure that
she applies the correct categorization (e.g., “What is the purpose of this document? Is it to solicit
input on a rulemaking proposal? If so, consider using one of these labels: [x], [y], [x].”)
Alternatively, the eRulemaking Program could, subject to available technology, incorporate the
revised scheme into FDMS’s decision logic. Under this approach, agency officials would no
longer be responsible for selecting types or subtypes within FDMS. Rather, after they upload
documents to FDMS, or associate a document with a docket (as in the casc of a rulemaking
document that has been sent to FDMS via the Federal Register), FDMS would “read” the
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document and automatically tag it with the appropriate type or subtype based on the software’s
analysis of the document’s text. An automated approach of this sort should seriously be
considered, given that there are millions of documents on Regulations.gov, many of which need
to be reclassified.

Under either approach, FDMS users should have the ability to override an initial
classification if they believe it is an error. Furthermore, agency officials and members of the
public should be given the opportunity to easily flag for review any documents and dockets they
believe the system tagged in a way that is inconsistent with the revised classification scheme.

As this new classification scheme is being rolled out, there should be a way to preserve
historical data. Suppose an automated approach is employed to reclassify the millions of existing
documents on Regulations.gov. What happens to the original classifications? There might very
well be some reason why a member of the public might want to know, say, how many
documents were tagged as “Notices” in 2012. If, under the new classification scheme, “Notices”
is no longer a category, and there was no preservation of the original classification data, that
person would not be able to answer the question. eRulemaking officials should therefore
contemplate ways to preserve the original classifications as the new classification scheme is
deployed.

eRulemaking officials should also consider how to remedy the errors with respect to the
“Docket Type” filter. They should ensure that NPRMs, final rules, and other kinds of rulemaking
documents do not appear in a search of “Nonrulemaking” dockets if they are the “Primary
Documents” within those dockets. They should also consider ensuring that freestanding
documents, such as those from non-participating agencies, do not appear in any search of
“Dockets,” whether “Rulemaking” or “Nonrulemaking.”

The final issue identified above with respect to “Advanced Searching” is the “Search by
Agency” filter. Recall that a visitor who searches by parent agency may miss all documents
posted by a sub agency. To remedy this problem, Regulations.gov should display a message
whenever a visitor searches by an agency for which there are participating sub agencies. The
message should ask the searcher whether she has found what she was looking for and, if not,
whether she wishes to run the search again “in related agencies” or some similar language.

Problem: Unified Agenda Information Does Not Appear Within All E-Dockets

Solution:

The eRulemaking Program should ensure that if a RIN appears in the heading of a
Federal Register page associated with a document, or is identified within the text of a document
itself, it is also included within the Regulations.gov e-docket. Recall that including the RIN in
the e-docket automatically causes Unified Agenda information to be displayed within the docket.
If no RIN is included in the e-docket, no Unified Agenda information is displayed.

To ensure that if a RIN exists, it appears within the relevant Regulations.gov e-docket,
the eRulemaking Program should eollaborate with GSA’s Regulatory Information Services
Center to establish common standards for sharing RIN information over the internet. The

16
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eRulemaking Program should also consider establishing RIN as a mandatory field in FDMS,
unless a docket manager confirms that the docket does not have a corresponding RIN. Docket
managers should be presented with a list of available RINs from ROCIS/Reglnfo, and make a
positive confirmation of which one to use. There should also be an automatic cross-check to
identify which RINs have not been assigned to a docket. Through a combination of notifications
and workflow actions, the eRulemaking Program should take proactive steps to find these
“orphan” RINs a docket “home.” For all documents for which no RIN has been generated,
FDMS should automatically cause a message to be displayed within the e-docket that states:
“Unified Agenda Information Not Available Because No RIN Has Been Generated.”

Under this approach, agency officials would still be responsible for including the RIN as
they create a docket. The technology would merely serve as a check on agency officials® work so
as to reduce human error. As with “Document Type” and “Docket Type” classifications, agency
officials and members of the public should be given the opportunity to easily flag any RINs they
believe are incorrect, or incorrectly omitted.

Problem: Agencies Do Not Always Include Supporting and Related Materials Within E-Dockets

Solution:

The eRulemaking Program should ensure that agencies receive prompts that alert them to
any dockets that do not have supporting and related materials. The prompt should state
something to the effect of: “This docket must by law include, to the extent practicable, all
materials that by agency rule or practice are included in the rulemaking docket, whether or not
submitted electronically.” Agency officials would be responsible for deciding how to respond to
the message, if at all.
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Appendix

Note: The following is an excerpt from a memorandum written by Emily Bremer while
she was an attorney at the Conference.

As previously explained, | have organized the rulemaking documents identified through
my review of document subtypes. It bears noting that for purposes of this discussion, I define
“rujemaking documents” as documents used by agencies to conduct the informal rulemaking
process. In keeping with this process-based focus, the documents are organized first into four
broad categories, based on the stage of the rulemaking process during which the documents are
used. These categories include pre-rulemaking, rulemaking, rules, and post-rulemaking. Within
these broad, stage-based categories, documents are further categorized based on their specific
purpose or role in that stage of the process. For each individual document, the name of the
document is provided, along with the identity of the agency or agencies that published the
particular example document(s) I relied upon, and (in parentheses) the section of the Federal
Register in which the example document is published, if at all. This part concludes with a few
other observations and analysis of issues identified during my review.

It bears noting that this is probably not an exhaustive list of rulemaking documents.
Although | identified most of these documents through my thorough examination of the
documents pulled through searches of Regulations.gov and the Federal Register using
information provided in the subtype data set, and some of document names listed here are also
used as names for subtypes that have been approved for use on FDMS, this is not a list of
document subtypes per se. | anticipate adding to the list as I complete the remaining research and
identify additional documents used by agencies as vehicles of the informal rulemaking process.

A. Pre-Rulemaking Documents
1. Requests for Information that May Support or Inform a Proposed Rule

s Advance Notice of Proposed Rulemaking—Treasury (proposed rules)

* Notice of Inquiry—FCC (not published in the Federal Register)

*  Request for Information—Labor ESA (proposed rules; combined with extension of
comment period)

2. Requests for Further Pre-Rule Public Input

e Notice of Hearing—Labor OSHA (notices; seeking input on regulatory agenda and
priorities)

e Notice of Extension of Comment Period—Treasury (proposed rules), CPSC (proposed
rules)
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3. Negotiated Rulemaking Documents

e Notice of Intent to Form a Negotiated Rulemaking Committee—Interior (proposed rules;
consolidated with Request for Nominations)

» Notice of Establishment—HHS (notices)

s Request for Nominations—Interior (proposed rules; consolidated with Notice of Intent to
Form a Negotiated Rulemaking Committee)

B. Rulemaking Documents
1. Proposed Rules for Public Comment

* Notice of Proposed Rulemaking—=5 U.S.C. § 553(b)

s Supplemental Notice of Proposed Rulemaking—EPA (proposed rules; combined with an
extension of the comment period)

¢ Prepublication Posting of Proposed Rules and Other Documents

o Prepublication  Display—CMS  (refers to  prepublication posting on
Regulations.gov or the agency’s website of a NPRM (or other document) that has
been submitted to the Federal Register for publication)

o Signed Federal Register Document—EPA (used for the same purpose as
“prepublication display™)

*  Subject Matter Based Subtypes Used for NPRMs and SNPRMs—For FWS and EPA in
particular, the eRulemaking PMO has approved subtype designations based on the subject
matter of a proposed rule, which the agency routinely includes in the title of its Federal
Regisier documents.*’ In some cases, these subtypes that have been approved for use are
based on subjects that are subsidiary to a larger subject. In such cases, both the primary
and subsidiary subjects are typically included in the title of document(s) published in the
Federal Register.

o Migratory Bird Hunting—Interior FWS (proposed rules; examples are actually
SNPRMs)

Approval and Promulgation of State Implementation Plans—EPA (proposed rules)
Public Hearings and Submission of Plans—EPA (proposed rules)
Endangered and Threatened Wildlife and Plants

= Proposed Critical Habitat Designation—Interior FWS (proposed rules)

»  Proposed Species Listing—Interior FWS (proposed rules)

*  Proposed Species Reclassification—Interior FWS (proposed rules)

»  Proposed Establishment of Nonessential Experimental Population—

Interior FWS (proposed rules)

" The subtype data set included rulemaking subtypes that have been approved for use on FDMS, In some cases,
agencies have requested and secured approval for a subtype, but have not configured the subtype for use, and are
therefore not actively using the subtype to categorize documents on FDMS.
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Migratory Bird Subsistence Harvest in Alaska—Interior FWS (proposed ruies)
Injurious Wildlife Species—Interior FWS (proposed rules)

Taking and Importing Marine Mammals—Commerce NOAA (proposed rules)
Refuge-Specific Regulations—Interior FWS (proposed rules)

Eagle Permits—Interior FWS (proposed rules)

o Migratory Bird Permits—Interior FWS (proposed rules)

c 0O O 0 ©o

Petitions for Rulemaking
o Notice of Receipt of Petition for Rulemaking—NRC (proposed rules)
o Notice of Availability and Request for Comments—DHS Coast Guard (proposed
rules)

2. Requests for Further Public Input on Proposed Rules

Notice of Extension of Comment Period—Interior (proposed rules); Defense (rules and
regulations)
Reopening of Comment Period—EPA (proposed rules)
Request for Comments—FCC (proposed rules; requesting comments on a new
development relevant to an ongoing rulemaking)
Notice of Data Availability—EPA (proposed rules; giving notice that new data relevant to
an ongoing a rulemaking is available and providing an opportunity for the public to
comment on it)
Notice of Public Meetings—DOT FTA (notices)

o Notice of Stakeholder Meeting—EPA (notes from meeting posted on regs.gov

suggest meetings are sometimes used to engage the public on proposed rules).

o Notice of Meeting—NRC (proposed rules)
Notice of Public Hearing—Copyright Office (proposed rules); OSHA (proposed rules,
though identified on Regulations.gov as notices); FMCSA (proposed rules; called a
“Notice of Change in Hearing Structure,” updating previously announced plan for public
hearing on proposed rule)

3. Proposed Changes to Promulgated Rules

Notice of Proposed Extension of Effective Date—OPM (proposed rules; combined with
proposal to revoke previously published final rule)

4. Non-Promulgation Termination of a Rulemaking Proceeding

Notice of Termination
o Notice of Termination—DHS Coast Guard (proposed rules)
o Notice of Termination of Proceeding—DOT (proposed rules)
o Notice of Termination of Rulemaking—DOT NHTSA (proposed rules)
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o Notice of Termination of Proposed Rule
Withdrawal
o Withdrawal—EPA (proposed rules)
o Withdrawal of Proposed Rule—V A (proposed rules); HUD (proposed rules)
o Withdrawal of Proposed Rule and Closure of Petition for Rulemaking—NRC
(proposed rules)
Denial of Petition
o Denial of Petition for Rulemaking—NRC (proposed rules)
Resolution
o Resolution and Closure of Petition Docket—NRC (proposed rules)

. Rules

1. Temporary Rules

Temporary Rule—Commerce NOAA (rules and regulations; also identified as an
emergeney action)
Temporary Interim Rule—DHS Coast Guard (rules and regulations)

2. Interim Rules

Notice of Tentative Final Order—FDA (older documents; not clear how published in
Federal Register)
Tentative Final Regulation—FDA (rules and regulations)
Interim Final Rules

o Supplemental Interim Final Rule—Commerce ITC (rules and regulations)

o Interim Final Rule with Request for Comments—HHS (rules and regulations)
Emergency Airworthiness Directive—FAA (rules and regulations)

3, Direct Final Rules

Direct Final Rule—EPA (rules and regulations)

Giving Effect to Consent Decree—EPA (rules and regulations)
Airworthiness Directives—F AA (rules and regulations)

State Implementation Plans—EPA (rules and regulations)

4. Final Rules

Prepublication Display—EPA (rules and regulations; refers to the pre-publication posting
on Regulations.gov of a final rule or other document after it has been submitted to the
Federal Register for publication)

Final Rule—Commerce NOAA (rules and regulations)
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Final Rule with Request for Comments—FAA (rules and regulations; airworthiness
directive)

Affirmation of Interim Rule—Agriculture APHIS (rules and regulations)

Subject Matter Based Subtypes Used for Final Rules—As with proposed rules, FWS and
EPA have secured approval to use subtype designations based on the subject matter of a
final rule.

o Endangered and Threatened Wildlife and Plants

= Species Listing—Interior FWS (rules and regulations)
* Establishment of Nonessential Experimental Population—Interior FWS
(rules and regulations)
»  Species Reclassification—Interior FWS (rules and regulations)
u  Species Delisting—Interior FWS (rules and regulations)
s Critical Habitat Designation—Interior FWS (rules and regulations)
Injurious Wildlife Species—Interior FWS (rules and regulations)

o Incidental Take of Marine Mammals—Commerce NOAA (rules and regulations)
Refuge-Specific Hunting and Sport Fishing Regulations—Interior FWS (rules and
regulations)

o Migratory Bird Subsistence Harvest in Alaska—Interior FWS (rules and
regulations)

o Migratory Bird Hunting—TInterior FWS (rules and regulations)

5. Actions Related to Effective Dates of Previously Published Rules

Delay of Effective Date—DoD/GSA/NASA (rules and regulations); FDA (rules and
regulations)
Confirmation of Effective Date—FAA (rules and regulations)
Notice of Confirmation of Effective Date

o Confirmation of Effective Date of Direct Final Rule—DOT PHMSA (rules and

regulations)

o Direct Final Rule; Confirmation of Effective Date—FDA (rules and regulations)
Notice of Stay of Action—FDA (rules and regulations); EPA (rules and regulations)
FDA (notices), TSA (rules and regulations)

Extension of Compliance Date
. Post-Rulemaking Documents
1. Special Permissions or Limited Modifications of Regulatory Requirements

Temporary Permit—FDA (notice; also pre-rulemaking, as it is used to evaluate potential
need for changes to existing regulations; granted to class via individual)

Notice of Variance—Energy (notices)

Petition for Modification—MSHA (notices)
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e Equivalency Determination—Coast Guard (notices)
2. Solicitation of Public Input at the Enforcement Stage

*  Request for Data, Information, and Views—FDA (notices)
o Stakeholder Meeting—OSHA (notices)
o Town Hall Meeting—CMS (notices)

3. Notice of Challenge to Rule
»  Notice of Appeal
4. Guidance

*  Request for Information—FDA (notices; combined with a Notice of Availability of draft
guidance)

* Proposed Guidance with Request for Comment-—Treasury OTS (notices)

*  Proposed Statement of Policy—FEC (proposed rules)

*  Proposed Guidelines—NHTSA (notices)

e Notice of Proposed Interpretation—DHS (notices)

¢ Proposed Interpretative Statement—CFTC (proposed rules)

o Notice of Availability—DOT FTA (notices)

e Proposed Generic Communication—NRC (notice; Federal Register action identified as
“Notice of Opportunity for Public Comment™)

Agencies similarly use a variety of documents to issue final guidance:

s Final Statement of Policy—FDIC (notices)

o Final Policy Statement—NRC (rules and regulations)

® Notice Policy Statement—FAA (notices)

»  GDL Guidance—FDA (not published in Federal Register)

s Technical Support Document—EPA

o Final Supervisory Guidance—Treasury FDIC (notices)

o Industry Guidance—FCC (notices; identified as “*policy statement™)

e Notice of Final Interpretations—Education (notices)

e Notice of Significant Guidance—USDA (notices)

» Notice of Republication of Policy Guidance With Request for Comment—DHS (notices)
*  Policy Guidance—State (notices)

e Notice of Policy Guidance—DOT (rules and regulations)

e Management Directives—DHS (not published in Federal Register); NRC
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FEDERAL RULEMAKING

Selected Agencies Should Clearly Communicate
Practices Associated with Identity information in the
Public Comment Process

What GAO Found

The Administrative Procedure Act {(APA) governs the process by which many
federal agencies develop and issue regulations, which includes the public
comment process {see figure below).

The Rulemaking Process under the Administrative Procedure Ac{

Beveloh proposed action Deveiup inat action

2-6-B-20-G-Q 8-

Initlato Pratitize, identfy Davelop Conduct Publish Tt Finallze Conduct Pubilsh
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gathar lnnguaga interagency tanguage interagancy
data review review

" Re:.ponse
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Regulations.gov and agency-specific comment websites collect some identity
information-~such as name, email, or address—from commenters who choose to
provide it during the public comment process. The APA does not require
commenters to disclose identity information when submitting comments. in
addition, agencies have no obligation under the APA to verify the identity of such
parties during the rulemaking process.

GAO found that seven of 10 selected agencies have some internal guidance
associated with the identity of commenters, but the substance varies, reflecting
the differences among the agencies. The guidance most frequently relates to the
: comment intake or response to comment phases of the public comment process.

With the discretion afforded by the APA, selected agencies’ treatment of
commenters’ identity information varies, particutarly when posting duplicate

: comments (identical or near-identical comment text but varied identity

i information). Generally, officials told GAO that their agencies (1} post all
comments within the comment system; or {2) maintain some comments cutside
of the system, such as in email file archives. For instance, one agency posts a
single example of duplicate comments and indicates the total number of
comments received. However, within these broad categories, posting practices
vary considerably—even within the same agency-~and identity information is
inconsistently presented on public websites.

Selected agencies do not clearly communicate their practices for how comments
and identity information are posted. GAO’s key practices for transparently
reporting government data state that federal government websites shoutd
disciose data sources and limitations to help public users make informed
decisions about how to use the data. As a result, public users of the comment
websites couid reach inaccurate conclusions about who submitted a particutar
comment, or how many individuals commented on an issue.

United States Government Accountability Office
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Ahbreviations

APA Administrative Procedure Act

API application programming interface
BLM Bureau of Land Management

CFPB Consumer Financial Protection Bureau
CiO Chief Information Officer

CMS Centers for Medicare & Medicaid Services
Csv comma separated values

DOL Department of Labor

EBSA Employee Benefits Security Administration
ECFS Electronic Comment Filing System
EPA Environmental Protection Agency

FCC Federal Communications Commission
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SEC Securities and Exchange Commission
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copyrighted images or ather material, permission from the copyright holder may be
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U.S. GOVERNMENT ACCOUNTABILITY OFFICE

431G St.NW.
Washington, DC 20548

June 26, 2019
Congressional Requesters

Regulations are the means by which federal agencies establish legally
binding requirements and are rooted in agencies’ statutory authority.
Typically, regulations require reguiated parties to take specified actions or
prohibit them from taking certain actions. Agencies use regutations to
carry out statutory directives to achieve public policy goals such as
protecting the heaith and safety of the public and the environment and
facilitating the effective functioning of financial markets. The
Administrative Procedure Act (APA) governs the process by which many
federal agencies develop and issue regulations.” The APA establishes
procedures and broadly applicable federal requirements for informat
rulemaking, also known as notice-and-comment rulemaking.? Federal
agencies publish an average of 3,700 proposed rules, or Notices of
Proposed Rulemaking (NPRM}), each year as part of informal rulemaking
pursuant to the APA.

Among other things, the APA generally requires agencies to publish an
NPRM in the Federal Register and provide interested persons
{commenters) an opportunity to comment on the proposed rule.®
Agencies must give consideration to any significant comments submitted
during the comment period when drafting the final rule. This process
provides, among other things, the public an opportunity to present
information to agencies on the potential effects of a rule, or to suggest
alternatives. To fulfill the notice-and-comment process requirements of

5 U.S.C. §§ 551-59, 701-06, 1305, 3105, 3344, 5372, 7521. The APA was originally
enacted into law in 1946, Pub. L. No. 78-404, 60 Stat. 237 (19486). in addition to the
requirements under the APA, an agency may aiso need o comply with requirements
related to rulemaking imposed by other statutes.

2The APA describes two types of ruiemaking, formai and informal. Formal rulemaking
inciudes a trial-type "on-the-record” proceeding, when rules are required by statute to be
made on the record after opportunity for an agency hearing. In such cases, requirements
under 5 U.S.C. §§ 556-557 apply. Most federal agencies use the informal rulemaking
procedures outlined in 5 U.S.C. § 553, which include notice-and-comment rulemaking.
The rutemaking process described in this report is informat rufemaking.

3The Federal Register is the daily jounal of the federal government, and is published
every business day by the National Archives and Records Administration, The Federal
Register contains federal agency regulations, proposed rules and notices of interest to the
public, and executive orders, amang other things.
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the APA, agencies may rely on Regulations.gov or their own comment
websites to receive pubtic input on proposed rutes.* During the course of
the notice-and-comment process, agencies may choose to collect
information associated with the identity of the commenters, such as
name, email, or address (identity information).®

In recent years, some high-profile rulemakings have received extremely
large numbers of comments. For example, during the public comment
period for an Environmental Protection Agency (EPA) 2014 rulemaking on
greenhouse gas emissions, the agency reported that it received more
than 4 million total comments.® Similarly, during the public comment
period for the Federal Communications Commission’s (FCC}) 2017
Restoring Internet Freedom NPRM, FCC received more than 22 million
comments through its public comment website.” Subsequently, media
and others reported that some of the comments submitted to FCC were
suspected to have been submitted using false identity information.®

You asked us to review issues refated to identity information associated
with public comments on proposed rulemakings. This report examines {1)
the identity information selected agencies collect through Regulations.gov
and agency-specific comment websites, (2) the internal guidance
selected agencies have related to the identity of commenters, (3) how

“Regulations.gov is an interactive public website providing the general public with the
opportunity to access federal regulatory information and submit comments on regulatory
and nonregulatory documents published in the Federal Register.

5As discussed later in this repor, other information may be coliected by the comment
websites that can be used to identify the source of comments, such as internet Protocol
(IP} addresses.

5Carbon Poitution Emission Guidelines for Existing Stationary Sources: Electric Utility
Generating Units (79 Fed. Reg. 34,830 {June 18, 2014} and B0 Fed. Reg. 64,662 (Oct. 23,
2015)).

"Restoring Internet Freedom (82 Fed. Reg. 25,568 (June 2, 2017) and (83 Fed. Reg.
7,852 (Feb, 22, 2018)).

8Comments using faise identity information include any comments submitted with identity
information that does not accurately represent the individual submitting the comment in
question. This could include anonymized names, such as “John Doe,” fictitious character
names, such as "Mickey Mouse,” or improper use of identity information associated with a
real person. As an example of the interest in such camments, the Office of the New York
State Attorney General has established a specific website that aflows members of the
public to search FCC's comment website for comments that may have misused identity
information and, if any such instances are identified, ta file a consumer submission to the
Attarney General's office.
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selected agencies treat identity information collected during the public
comment process, and (4) the extent to which selected agencies clearly
communicate their practices associated with posting identity information
collected during the public comment process.

To address these objectives, we selected 10 agencies (selected
agencies) as case studies that received a high volume of public
comments during the course of rulemaking proceedings from January 1,
2013, through December 31, 2017, including eight agencies that use
Regulations.gov as their agency’s comment website (“participating
agencies”) and two agencies that operate agency-specific comment
websites (“nonparticipating agencies”). We identified agencies based on
the lists of participating and nonparticipating agencies provided on
Regulations.gov. Six of the selected agencies are component agencies
within a farger department, as indicated below. The selected agencies are
as follows:

Participating Agencies

« Bureau of Land Management (BLM), Department of the interior;

+ Centers for Medicare & Medicaid Services {CMS), Department of
Health and Human Services;

« Consumer Financial Protection Bureau {CFPB);

» Employee Benefits Security Administration {EBSA), Department of
Labor {DOL),

« Environmentat Protection Agency (EPA);
+ Fish and Wildlife Service (FWS), Department of the Interior;

« Food and Drug Administration (FDA), Department of Health and
Human Services and;

«  Wage and Hour Division {WHD), DOL.
Nonparticipating Agencies

» Federal Communications Commission (FCC); and
« Securities and Exchange Commission {SEC).

All 10 agencies were selected based on the total number of rulemaking
comments that Regulations.gov and other agency-specific comment
websites reported they received from January 1, 2013, through December
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31, 2017. We selected this period to include comments submitted to
rulemakings across two presidential administrations and five complete
calendar years. At the time our review began, 2017 was the most recent
complete calendar year. The selected agencies represent a
nongeneralizable sample, and findings from this report cannot be
generalized to alt agencies that receive public comments as part of their
rutlemaking proceedings. However, as reported by Reguiations.gov, the
comments submitted to the eight participating agencies we selected
represent more than 90 percent of ail comments submitted to all
participating agencies during the 5-year period.®

To select participating agencies, we obtained publicly available data from
Regulations.gov for all agencies that had rulemaking dockets—the
repository of documents related to a particular rulemaking—where
comments were submitted from January 1, 2013, through December 31,
2017.%® On the basis of the comment numbers reported by the website,
we selected the eight participating agencies with more than 500,000
comments submitted to dockets that accepted comments during this time.
As of March 2018, there were 128 nonparticipating agencies, most of
which issued less than one NPRM per year during the 5-year period. To
identify nonparticipating agencies that received a high volume of
comments, we obtained a fist of rules submitted to GAO for review under
the Congressional Review Act from January 1, 2007, through December

SWe mada our selection of participating agencies to include agencies that received a high
voiume of comments based on the total number of comments as reported by
Regulations.gov. We determined that the data from Regulations.gov are sufficiently
reliabie for the purposes of this report, to inctude providing us with a refative comparison
of comment valume between participating agencies for the purposes of case study
selection. However, in working with these data, we found that, in some cases, the total
rumbers as reported by Regulations.gov do not accurately reflect the total number of
comments submitted to an agency. Therefore, we are not inciuding these total numbers in
this report.

9pockets that accepted comments from January 1, 2013, through December 31, 2017,
may have aiso received comments outside of this date range. These comments are
included in the totai comment count used to select participating agencies
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31, 2017.7 We identified four agencies with more than 10 rules submitied
during the period (at least one rule per year). We then contacted these
agencies to determine how many total comments were submitted to the
agencies from January 1, 2013, through December 31, 2017, on ali
rulemakings. Two of the four agencies were unable to provide us with the
total number of comments received over the S-year period; accordingly,
we selected the two that provided us with comment numbers, FCC and
SEC. Both FCC and SEC received a number of comments comparable to
the selected participating agencies. Within the 10 selected agencies, we
identified 52 program offices with regulatory responsibilities and sent
them survey questionnaires related to the public comment process in
October 2018. All 52 program offices responded {o the questionnaire, but
the responses cannot be generalized to program offices outside of the
selected agencies. For additional detail about the program offices we
identified and survey development and administration, see appendix 1.

To determine what identity information the selected agencies collect
during the public comment process, we reviewed the data fields agencies
require to be submitted with public comments and the optional data fields
available to commenters on Regulations.gov and the agency-specific
comment systems. We reviewed relevant system documentation for
Regulations.gov and the agency-specific comment systems, such as user
guides, system architecture documentation, and system logs. We also
reviewed documentation associated with system modernization or
reengineering efforts. In addition, we interviewed relevant information
technology officials from the eRulemaking Program Management Office
(PMQ), FCC, and SEC and surveyed program offices about the
information that is collected from public users of the comment systems as
well as agency practices associated with anonymcous comments.'? Public

1‘Corwgressénna) Review Act, Pub. L. No. 104-121, title I, subtitie E, § 251, 110 Stat. 847,
868 {Mar. 29, 1996), codified at 5 U.S.C. §§ 801-808. The statute requires ail federal
agencies to submit a report on each new “rufe” ta both houses of Congress and to the
Comptrotier General before it can take effect. 5 U.S.C. § 801(a){1){A). For purposes of the
Congressional Review Act, a “rule” is defined under § 804(3). The agency must submit to
the Comptrolier General a complete copy cf the cost-benefit analysis of the rule, if any,
and information concerning the agency’s actions relevant to specific procedurai
rulemaking requirements set forth in various statufes and executive orders governing the
regulatory process. id. § 801{a}{1}B).

2The eRulemaking PMO leads the eRulemaking Program and is responsible for the
development and implementation of Regulations.gov, the public-facing comment website,
and the Federal Docket Management System (FDMS), which is the agency-facing side of
the comment system used by participating agencies.
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users are members of the public interested in participating in the
rulemaking process via Regulations.gov or agency-specific websites.
They may or may not submit a comment.

To determine what internal guidance selected federal agencies have
related to the identity of commenters in the federal rulemaking process,
we first determined whether each of the selected agencies had any
documented policies, procedures, or guidance associated with each
phase of the comment process generally. For those agencies that did, we
reviewed these documents to determine whether they explicitly included
requirements associated with identity information. We also included
questions about guidance in our survey of program offices. On the basis
of the responses, we followed up directly with program offices to obtain
additional informal guidance that is used at the program office level,
rather than agency-wide.

To determine how selected agencies treat identity information associated
with public comments, our survey of all 52 program offices with regulatory
responsibilities included questions about their practices associated with
comment intake {including identifying duplicate comments and posting
comments to the pubtic website), comment analysis (including reviewing
comments and considering their content), and response to comments.
We obtained comment data for all rulemakings within the 10 selected
agencies that accepted comments from January 1, 2013, through
December 31, 2017, and reviewed them to determine the ways in which
agencies treat the identity information submitted with comments. To
assess the reliability of these data, we reviewed related documentation,
interviewed knowledgeable agency officials, and traced selections to the
source documents, We determined these data to be reliable for the
purposes of selecting case study agencies and identifying comments that
could help us understand how the selected agencies publicly post
comments. We also interviewed relevant officials at the selected
agencies, as well as officials from the eRulemaking PMQ, to better
understand the data; Regulations.gov and FDMS; and agency-specific
comment systems.

To determine the extent to which the selected agencies clearly
communicate their practices associated with posting identity information
collected during the public comment process, we reviewed
Regulations.gov, agency-specific comment websites, and the selected
agencies' websites for any information provided to public users. We then
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compared this information fo key practices for transparently reporting
open government data.® We also interviewed relevant officiais from the
eRulemaking PMO and the selected agencies about how they
communicate with public users.

We conducted this performance audit from February 2018 through June
2019 in accordance with generally accepted government auditing
standards. Those standards require that we pian and perform the audit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives. We believe
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.

Background

The Rulemaking Process
under the APA

Under the APA, agencies engage in three basic phases of the rulemaking
process: they initiate rulemaking actions, develop proposed rulemaking
actions, and develop final rulemaking actions. Built into agencies’
rulemaking processes are opportunities for internal and externai
deliberations, reviews, and public comments. Figure 1 provides an
overview of the rulemaking process.

GAO, Open Data: Treasury Couid Belter Align USAspending.gov with Key Practices and
Search Requirsments, GAO-19-72 (Washington, D.C.: Dec. 13, 2018).
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Figure 1: The Rulemaking Process under the Administrative Procedure Act
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Source: GAQ. | GAD-10-463 e
Note: Not all agencies are required to participate in ail steps for all rulemaking proceedings.

The pubfic comment portion of the rulemaking process generally
comprises three phases:

1. Comment Intake: During this phase, agencies administratively
process comments. This may include identifying duplicate comments
(those with identical or near-identical comment text, but unique
identity information), posting comments to the agency's public
website, and distributing comments to agency subject-matter experts
within responsible program offices for analysis.
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2. Comment Analysis: During this phase, subject-matter experts
analyze and consider submitted comments. This may include the use
of categorization fools within FDMS or outside software systems. ™

3. Comment Response: During this phase, agencies prepare publicly
available respenses o the comments in accordance with any
applicable requirements. Agencies are required to provide some
response to the comments in the final rule, but in some cases, an
agency may also prepare a separate report to respond to the
comments.

Legal Requirements for
Public Comments

As illustrated in figure 1 above, the public has the opportunity to provide
input during the development of agencies' rules. Among other things, the
APA generally requires agencies to

» publish an NPRM in the Federal Register,

« allow any interested party an opportunity to comment on the
rulemaking process by providing “written data, views, or arguments”;

« issue a final rule accompanied by a statement of its basis and
purpose; and

”Categonzauon tools can include manual coding using common software such as Excel,
or automated software that can group comments by issue area or keywords.

Page 9 GAQ-19-483 Federal Rutemaking



142

« publish the final rule at least 30 days before it becomes effective. '

The APA requires agencies to allow any interested party to comment on
NPRMs. The APA does not require the disciosure of identifying
information from an interested party that submits a comment. Agencies
therefore have no obfigation under the APA to verify the identity of such
parties during the rulemaking process. Instead, the APA and courts
require agencies to consider relevant and substantive comments, and
agencies must expiain their general response to them in a concise overali
statement of basis and purpose, which in practice forms part of the
preambie of the final rule.'® Courts have explained that significant
comments are commentis that raise relevant points and, if true or if
adopted, would require a change in the proposed ruie.'” However, courts
have held that agencies are not required to respond to every comment
individually. "® Agencies routinely offer a single response to multipte
identical or similar comments. As explained by Regulations.gov’s “Tips for
Submitting Effective Comments,” “the comment process is not a vote,”
and "agencies make determinations for a proposed action based on
sound reasoning and scientific evidence rather than a majority of votes. A

"5The APA aliows agencies to issue final rules without the use of an NPRM under various
exceptions, such as those dealing with military or foreign affairs and agency management
or personnel. 5 U.S.C. § 553(a). APA requirements to publish a proposed rule generaily
aiso do not apply when an agency finds, for “good cause,” that those procedures are
"impracticable, unnecessary, or contrary fo the public interest.” 5 U.5.C. § 553(b}. in such
cases, agencies may solicit comments through the Federal Register when publishing a
final rule without an NPRM, but the public does not have an opportunity to comment
before the rule's issuance, nor is the agency obligated to respond to comments it has
received. in 2012, we reported that agencies did not publish an NPRM, enabling the public
to comment on a proposed rule, for about 35 percent of major rules (generally those rules
with an annual impact on the economy of $100 mitlion or more) and about 44 percent of
nonmajor rules published during 2003 through 2010. See GAO, Federal Rufernaking:
Agencies Could Take Additional Steps to Respond to Public Comments, GAO-13-21
{Washington, D.C.: Dec. 20, 2012).

85 U,5.C. § 553(c). Pursuantto 1 C.F.R. § 18.12{c), an agency may include in the
preamble, as applicable: a discussion of the background and major issues invoived; any
significant differences between the final rule and the proposed rule; a response to
substantive public comments received; and any other informatian the agency considers
appropriate.

" afari Aviation Inc. v. Garvey, 300 F.3d 1144, 1151 (8th Cir. 2002); Am. Min, Congress
v. EPA, 907 F.2d 1179, 1188 {D.C. Cir. 1990).

8Am. Min. Congress v. EPA, 907 F.2d 1179, 1187 (D.C. Cir. 1890} (citing Thompson v.

Clark, 741 F.2d 401, 408 (D.C. Cir. 1984}). See also, Action on Smoking and Heaith v,
C.AB., 699 F.2d 1209, 1216 (D.C. Cir. 1989)
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single, well-supported comment may carry more weight than a thousand
form letters.”

The APA includes provisions on the scope of judicial review that
establishes the bases under which a court shall find an agency’s action
unlawful.” Among these APA bases are when the court finds that agency
action, findings, and conclusions were “arbitrary, capricious, an abuse of
discretion, or otherwise not in accordance with law” and “without
observance of procedure required by faw.”?® How an agency managed
and considered public comments may be relevant during judicial review.
For exampile, one basis for a court’s reversal of an agency action has
been that, upon review of the statement of basis and purposes, the court
concludes the agency failed to consider or respond to relevant and
significant comments.?' Conversely, courts have upheld agency rules
when the courts have found the statement of basis and purposes
demonstrate the agency considered the commenter's arguments.

The E-Government Act of
2002

The E-Government Act of 2002 requires agencies, to the extent practical,
to accept comments "by electronic means” and to make available online
the public comments and other materials inciuded in the official
rulemaking docket.?* Executive Order 13563 further states that
regulations should be based, to the extent feasible, on the open
exchange of information and perspectives. To promote this open
exchange, to the extent feasible and permitted by law, most agencies are
required to provide the public with a meaningful opportunity to participate
in the regulatory process through the internet, to include timely online

"5 U.5.C. §§ 701-706. The APA provisions govern judicial review uniess the enabling
statute for a particular reguiatory program specifies a different standard.

295 U.8.C. § 70B(2)(A), (D).

2Yndep. U.S. Tanker Owners Comm. v. Lewis, 630 F.2d 908, 919 (D.C. Cir. 1882); La.
Fed. Land Bank Ass'n, FLCA v. Farm Credit Admin., 336 F.3d 1075, 1080 (D.C. Cir.
2003)

22City of Waukesha v. EPA, 320 F.3d 228, 258 (D.C. Cir, 2003).

Z3pyb. L. No. 107-347, § 206, 116 Stat 2899, 29152916 {2002}, codified at 44 U.S.C. §
3501 note.
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access to the rulemaking docket in an open format that can be easily
searched and downjoaded.

Most agencies meet these responsibilities through Regulations.gov, a
rulernaking website where users can find rulemaking materials and
submit their comments, but all agencies are not required to use that
platform. in October 2002, the eRulemaking Program was established as
a cross-agency E-Government initiative and is currently based within
EPA. The eRulemaking PMO feads the eRulemaking Program and is
responsible for developing and implementing Regulations.gov, the public-
facing comment website, and FDMS, which is the agency-facing side of
the comment system used by participating agencies.?®

As of March 2018, Regulations.gov identified 180 participating and 128
nonparticipating agencies. These agencies may be components of larger
departmental agencies. Some nonparticipating agencies, including FCC
and SEC, have their own agency-specific websites for receiving public
comments. The comment systems within the scope of this report are as
follows:

« FDMS and Reguiations.gov: FDMS is federal government-wide
document management system structured by dockets (or file foiders)
that offer an adaptable solution to service a wide range of regulatory
activities routinely performed by federa! agencies.?® The public-facing
website of FDMS is Regulations.gov, which is an interactive website
that allows the public to make comments on regulatory documents,
review comments submitted by others, and access federal regulatory
information. Regulations.gov allows commenters to submit comments
to rulemakings by entering information directly in an electronic form on
the Regulations.gov website. This form also allows commenters to
attach files as part of their comment submission, and can be

24exec. Order No. 13,563, § 2(b), 76 Fed. Reg. 3,821 (Jan. 18, 2011). However, this
Executive Order does not apply to independent regulatory agencies such as the FCC,
SEC, and CFPB.

2Saccording to the Director of the PMO, as of January 2019, efforts are under way to
move the PMO from EPA to the General Services Administration, though the overall
governance structure will remain unchanged. The Director of the PMQ expects the
transition to be completed by October 1, 2019.

ZMany of the eRulemaking partner agencies rely on FDMS and Regulations.gov to
support a number of activities beyond rutemaking for public viewing or to solicit public
comment such as publication of guidance decuments, agency directives, policy
interpretations, and Paperwork Reduction Act notices.
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customized by each participating agency. Appendix il provides an
example of one comment form from Regulations.gov. Additionally, all
participating agencies allow comments to be submitted by mail or
hand defivery. At their discretion, some participating agencies also
allow comments to be submitted via email. See table 1.

Table 1: Acceptable Comment Submission Types for Seiected Participating
Agencies

Agency Regulations.gov  Email Maii or hand defivery
Bureau of Land Management  Yes No Yes

(Department of the interior)

Centers for Medicare & No Yes

Medicaid Services es

{Department of Health and
Human Services}

Cansumer Financial Yes Yes Yes
Protection Bureau

Empioyee Benefits and Yes Yes Yes
Security Administration
(Department of Labor)

Environmentat Protection Yes Yes Yes
Agency

Fish and Wildlife Service Yes No Yes
{Department of the Interior)

Food and Drug Yes No Yes

Administration (Department
of Heaith and Human
Services)

Wage and Hour Division Yes No Yes
{Department of Labor}

Source: GAO. | GAO-19-403

« FCC’s Electronic Comment Filing System (ECFS): ECFS is a web-
based application that allows anyone with access to the internet to
submit comments to FCC rulemaking proceedings. ECFS allows
commenters to submit comments to rulemakings through two main
avenues: brief text comments submitted as Express filings, and fong-
form comments submitted as Standard filings.?” Both types of filings

ZTFCC's ECFS also accepts comments that are not part of the rulemaking process. in
addition to Express and Standard filings, users can submit Non-Docketed filings in
response to certain FCC proceedings that have not been assigned a docket number or
rulemaking number.
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can be submitted through an ECFS comment form, which requires
commenters to enter information directly into an electronic form on the
ECFS website. See appendix il for examples of the comment forms
used by ECFS. Additionally, interested parties with the appropriate
technical capabilities can submit either type of filing directly to ECFS
via a direct application programming interface (AP!I) or through a
pubtic AP that is registered with the website Data.gov.?® Filing
commenis through an API allows interested parties the ability to file a
large number of comments without having to submit muttiple individual
comment forms. Finally, to accommodate a large volume of comment
submissions for the 2015 Open internet rulemaking, FCC atlowed
interested parties to submit Express comment filings in bulk through
formatted CSV files that were submitted via a dedicated email
address and then upioaded into ECFS,2® Similarly, for the 2017
Restoring Internet Freedom rulemaking, FCC allowed commenters to
submit Express comment filings in buik through a dedicated file-
sharing website, and the comments were then uploaded into ECFS,
With the exception of these two rulemakings, FCC does not allow
comments to be submitted electronically outside of ECFS. Figure 2
shows how ECFS facilitates public commenting by using the
processes discussed above.

28An APt sets up machine-to-machine communication and aflows users to connect directly
with a website to provide or access data. Data.gov is a data catalog for a variety of U.S.
government data sets, managed and hosted by the General Services Administration’s
Technology Transformation Service.

2503V, or comma separated values, is a simple format for representing a rectangufar
array {matrix) of numeric and textual vaiues. it is a defimited data format that has
fields/columns separated by a comma character and records/rows/lines separated by
characters indicating a tine break.
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Figure 2: The Federal Communicati Cc ission’s Public Comment Submission Process as of Aprif 2019

Sowrte: GAQ analysis of FCG Information, | GAO~19-483

"This option was only available for two proceedings: the 2015 Open internet rulemaking and the 2017
Restoring internet Freedom rufemaking. CSV. or comma separated values, is a simpie format for
representing a rectangular array (matrix) of numeric and textual values.

« SEC’s Comment Letter Log: When SEC requests public comments
on SEC rule proposatls, the public can submit comments to
rulemakings through an online form, which requires commenters to
enter information in an electronic form on SEC's website. This form
also allows commenters to attach files as part of their submission.
When commenters submit a comment, it is sent to SEC staff as an
email. SEC also allows comments to be submitted via email and mail.
After review, staff upioad the comment and any associated data into
the Comment Letter Log, which is the internal database that SEC staff
use to manage the public comment process, and post the comment to
the public website. See appendix 1V for an example of a comment
form on SEC’s website.
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Selected Agencies
Collect Some
information from
Commenters and
Accept Anonymous
Comments through
Regulations.gov and
Agency-Specific
Websites

Selected Agencies Collect
Some Identity Information
through Comment Forms

Consistent with the discretion afforded by the APA, Reguiations.gov and
agency-specific comment websites use required and optional fields on
comment forms to collect some identity information from commenters. in
addition to the text of the comment, each participating agency may
choose to collect identity information from the Regutations.gov comment
form by requiring commenters to fill in other fields, such as name,
address, and email address before they are able to submit a comment.
Participating agencies may aiso choose to coliect additional identity
information through optional fields.®® For example, while EPA does not
make any fields associated with identity information available to
commenters, CFPB makes all fields available and requires that
commenters enter something into the first name, last name, and
organization name fields before a comment can be submitted. Table 2
shows the fields on Regulations.gov in which each of the participating
agencies we analyzed require commenters to enter information and the
optional fields available for commenters to voluntarily enter information.

3CAs of April 2019, the eRulemaking Advisory Board is considering modifications to
Regulations.gov comment form requirements as parnt of a broader modernization effort.
Specificatly, according to PMO officials, one goal far the modernized
Regutiations.gov/FDMS will be to include a standardized comment form for use by all
participating agencies. As of April 2019, this new form is being internaily tested by the
eRulemaking PMO, and also requires commenters {o choose whether they are an
individual, an organization, or an anonymous entity before they are able to submit the
comment, However, the PMC is expected to transition its operationat programs from its
current home in EPA to the General Services Administration in the falt of 2019. As a
result, PMO officiais stated that proposed modifications from the madernizatian will ikely
not be addressed until after the PMO operational transition is complete
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Table 2: Required and Optional Comment Form Fields on Regulations.gov by Agency as of December 2018

Agency
Centers for Consumer

Bureau of Medicare & Financial Employee Environmental Fish and Wage and

Land Medicaid Protection Benefits Security Protection Wildiife Food and Drug  Hour
Field Management Services Bureau Administration Agency Service Administration  Division
Comment Required Required Required  Required Required Required  Required Required
First Name Optionat Optional Required  Optional n/a Optionat Optional Required
Middle Name Optional nfa Optional  Optional n/a Optional Optionat Optional
Last Name Optional Optionatl Required  Optionat n/a Optional Optional Required
Maiiing Optional nfa Optional Optional nia Optiona! n/a Required
Address
City Optional Optionai Optional  Optional nfa Optional n/a Required
State or Optional Required Optionat Optional n/a Optional n/a Required
Province
Zip/Postal Optionat Required Optional Optional nfa Optional Optional Optionat
Code
Country Optional Required Optional Optional n/a Optional nfa Required
Email Optional Optional Optionat Optional n/a Optional Optional Optional
Address
Phone Optional nia Optional  Optionat n/a Optional n/a Optional
Number
Fax Number  Optional n/a Optional  nfa n/a Optional n/a n/a
Upload Files  Optional Optional Optionat  Optionat Optional Optional Optional Optional
Submitter's Optional n/a Optionai n/a Optional Optiona! Optional nia
Representative
Organization Optional Required Required  Optionat Optional Optional Required Optional
Name
Government  Optional n/a Optional  nfa Optional Optional n/a nfa
Agency Type
{i.e., Federal/
State/Local)
Government  Optional nfa Optionat nfa Optionat Optional n/a nfa
Agency
Category n/a Optional n/a n/a n/a Optional Required nfa
(eg.
Academia,
Consumer
Group,
individual
Consumer)

Source eRulemaking Program Managerment Qffice. | GAC-49-483
Note: “n/a” indicates that a field is not available 1o a commenter an the agency’s electronic comment
forms.
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FCC requires that al commenters compiete the following fields on both
the Standard and Express comment forms in ECFS: (1) name, (2) postal
address, and (3) the docket proceeding number to which they are
submitting a comment.®' The ECFS comment form aiso aliows
commenters to voluntarily provide additional information in optional fields,
such as email address. Similarly, SEC's comment forms require
commenters to provide (1) first and last name, (2) email address, and (3}
the comment content, before a comment can be successfully submitted.
The comment form also allows commenters to voluntarily provide other
information in optional fields, such as their city and state.

Agencies Accept
Anonymous Comments

Regardless of the fields required by the comment form, the selected
agencies all accept anonymous comments in practice. Specifically, in the
comment forms on Regulations.gov, ECFS, and SEC's website, a
commenter can submit a comment under the name “Anonymous
Anonymous,” enter a single letter in each required field, or provide a
fabricated address. In each of these scenarios, as long as a character or
characters are entered into the required fields, the comment will be
accepted. Further, because the APA does not require agencies to
authenticate submitted identity information, neither Regulations.gov nor
the agency-specific comment websites contain mechanisms to check the
validity of identity information that commenters submit through comment
forms.

As part of the Regulations.gov modernization effort, the Office of
information and Regulatory Affairs {within the Office of Management and
Budget) and the Depantment of Justice proposed tanguage for a
disclosure statement on every comment form that wauld require the
commenter to acknowledge that they are not using, without tawfut
authority, a means of identification of another person with any comment
they are submitting. Commenters wouid be required to acknowledge their
agreement with the statement before their comment could be submitted.

3'As of April 2019, FCC is undertaking a reengineering effort to update ECFS, beginning
with a discovery phase that invalves, among other things, identifying system requirements
that will help FCC meet APA requirements and improve the security of ECFS. According
to FCC’s Chief information Officer (C10), the discovery phase of the ECFS reengineering
process began in the first quarter of fiscal year 2019 and is expected to be completed in
May 2019. After the discovery phase, FCC will move to an implementation phase, which
wilt inciude awarding a contract for the project, development and implementation of the
new system, and going live with the new system. Accarding fo the CIO, the new system is
expected to be completed by April 2020.
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According to PMO officials, even with this disclosure statement,
anonymous comments would stilt be permitted and accepted by
Regulations.gov. This disciosure statement was proposed in response to
allegations of comments being submitted to rulemakings on behalf of
individuals without their permission. As of April 2019, this proposed
language has not yet been approved by the Executive Steering
Committee for Regulations.gov. However, the proposed disclosure
statement would be provided on the Regutations.gov comment form, and
it is unclear whether similar information would be made available to
commenters submitting comments via email or mall.

In contrast to the other selected agencies, according to FCC officials,
FCC rules require the submission of the commenter's name and maiting
address, or the name and mailing address of an attorney of record.
However, in March 2002, FCC initiated a rulemaking related to the
submission of truthful statements to the commission.* Among other
issues, FCC sought comment on whether rulemaking proceedings should
be subject to an already existing rule that prohibited the submission of
written misrepresentations or materiat omissions from entities that are
subject to FCC regulation. In its finai rule, issued in March 2003, FCC
decided to continue to exempt comments to rulemakings from this rule
because of the potential that such a requirement would hinder full and
robust public participation in such policy-making proceedings by
encouraging disputes over the truthfuiness of the parties’ statements.*®
According to FCC officials, to comply with APA requirements, the
commission tries to minimize barriers that could prevent or discourage
commenters from participating in the commenting process, and in
practice accepts anonymous comments. See figure 3 for an example of
an anonymous comment in ECFS.

3257 Fed. Reg. 10,658 (Mar. 8, 2002).
3368 Fed. Reg. 15,096 (Mar. 28, 2003).
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Figure 3: Example of Ananymous Comment Submitted tg the Electronic Comment Filing System
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Note: We did not include the identity information associated with these comments other than the
address, which is obviously fabricated.

Additionally, in our survey of program offices with rulemaking
responsibilities at selected agencies, 39 of 52 offices reported that they
received anonymous comments on some rulemakings for which their
office has been responsible since 2013, The remaining 13 offices
responded that they did not receive or were unaware of receiving
anonymous comments, though most of these offices do not have high
levels of rulemaking activity or receive a high volume of comments.®

*gpecifically, eight of the 13 program offices reported that the largest rulemaking for
which they were responsibie during the period received fewer than 500 comments.
Further, nine of the 13 aiso reported that their office solicits comments on five or fewer
rulemaking proceedings in a typical year.
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Regulations.gov and
Agency-Specific Comment
Websites Collect Some
information about Public
Users’ Interaction

Regulations.gov and agency-specific comment websites also collect
some information about public users’ interaction with their websites
through application event logs and proxy server logs.® This information,
which can include a public user's Internet Protocot (IP) address, browser
type and operating system, and the time and date of webpage visits, is
coliected separately from the comment submission process as part of
routine information technology management of system security and
performance. The APA does not require agencies to collect or verify this
type of information as part of the rulemaking process.

Regulations.gov collects some information from commenters accessing
the website but it is never linked to any specific comment. In
Regulations.gov, proxy server logs capture information such as the
country from which a user accesses the site, the user's browser type and
operating system, and the time and date of each page visit on the
website. According to PMO officials, this information is provided to the
eRulemaking PMO in summary statistics that are used to assess what
information is of least interest to Regulations.gov visitors, determine
technical design specifications of the website, and identify system
performance problems. This information is coliected about all public users
visiting Regulations.gov, regardless of whether they submit a comment.
Further, because the PMO receives this information in the form of
summary statistics, it cannot be connected to any specific comment. The
eRulemaking PMO also monitors |P addresses that interact with
Regulations.gov via security firewalls, but, according to PMO officials, the
web application firewall (WAF) logs (a type of application event log) have
never been connected to specific comments, though in some cases the

3s/ﬂqaplication event fogs are generated by applications running on servers, end-user
devices, or the web. One type of application event jog is a web application firewall (WAF)
log. which logs information about adverse events that triggered the firewall, including the
type of threat identified by the firewall, datejtime stamp, IP address, and relevant Uniform
Resource Locator (URL). A proxy server tog contains requests made by users and
applications on a network. Proxy servers provide an application-leve! gateway
intermediary typically between a user client web browser seeking resources from
application servers. The proxy server may provide services related to, for example,
implementing internet access controfs such as in blocking access to websites with known
security risks.
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URL the blocked user was attempting to access may be captured in the
log.®

FCC officials stated that the current ECFS application architecture does
not facifitate FCC identifying the source IP address of the submitter of a
specific comment filed in ECFS. FCC collects information about public
users’ interactions with ECFS through its web-based application proxy
server logs, including the IP address from which a user accesses the site
and the date and time of the user’s interaction. However, ECFS does not
obtain or store |P addresses as part of the comment data it collects when
a public user ultimately submits a comment. Within the current
architecture, ECFS would require officials to match date and time stamps
from the proxy server log to the ECFS comment data to connect a given
1P address to a specific comment.®”

SEC officials stated it would be difficult to match the large number of daily
hits to their general website to the much smaller number of comments
submitted to their rulemaking proceedings. SEC collects information
about public users’ interactions with the SEC.gov website through proxy
server logs, including the IP address from which a user accesses the
website and the user’s date, time, and URL requests, However, according
to officials, a public user never directly interacts with the Comment Letter
Log, and none of the information from the proxy log is included as part of
the data it collects in association with comment submissions.*® Despite
this difficulty, SEC officials stated that linking the proxy log data from the
general SEC.gov website to a specific comment in the Comment Letter
Log could be done on a case-by-case basis.

38An (P address is a code that identifies a computer network or a particular device on a
network, consisting of four numbers separated by periods. There are many ways o
obscure |P addresses, such as by using a Virtual Private Network, which is a program that
creates a safe and encrypted connection over a less secure network, such as the public
internet. A URL is the address of a resource on the internet. According to PMO officials,
the firewalis are monitored for IP address activity that may be indicative of a denial of
service attack, which is a cyberattack in which the perpetrator seeks to make a machine or
network resource unavailable to its intended users by temporarily or indefinitely disrupting
services of a host connected to the internet.

3Until the discovery phase of the ECFS reengineering effort is completed in May 2019,
officials could not comment on whether this issue weuld be addressed by the new system.

38gpecifically, when a commenter submits a comment using the comment form on

SEC.gov, officials receive that comment and its associated identity information as an
email, which is then entered into the Comment Letter Log by SEC staff.
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Maost Selected
Agencies Have Some
Internal Guidance
Related to
Commenter ldentity

Seven of 10 selected agencies have documented some internal guidance
associated with the identity of commenters during the three phases of the
public comment process, but the substance of this guidance varies,
reflecting the differences among the agencies and their respective
program offices.*® For exampie, as shown in table 3, BLM has no internal
guidance related to identity information, while CFPB has internal
guidance refated to the comment intake and response to comments
phases.

0 OO
Table 3: Presence of Internal Agency Identity-Related Guidance Associated with the

Public Comment Process

Agency Caomment Comment Response to
intake analysis comments

Bureau of Land Management No No No

Centers for Medicare & No Yes Yes

Medicaid Services

Consumer Financial Protection  Yes No Yes

Bureau

Employee Benefits Security Yes Yes Yes

Administration®

Environmental Protection Yes No No

Agency

Federal Communications No No No

Commission

Fish and Wildlife Service No No No

Food and Drug Administration  No Yes Yes

Securities and Exchange Yes No No

Commission

Wage and Hour Division® Yes Yes Yes

Source. GAO analysis of agency data. | GAD-19-483

*The Employee Benefits Security Administration and Wage and Hour Division provided GAQ with
Department of Labor guidance that appiies to all agencies within the depariment.

39As used in this report, “guidance” refers to documented items such as internal standard
operating procedures and training materials designed to assist agency staff in carrying out
their daily responsibilities. We are not referring to formal guidance documents, defined by
the Office of Management and Budget as an agency statement of general applicabiiity and
future effect, other than a regulatory action, that sets forth a policy on a statutory,
regulatery, or technical issue, or an interpretation of a statutory or regulatory issue
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For selected agencies that have guidance associated with the identity of
commenters, it most frequently relates to the comment intake or response
to comment phases of the public comment process. The guidance for
these phases addresses activities such as managing duplicate comments
(those with identical or near-identical comment text but varied identity
information) or referring to commenters in a final rule. In addition, some
agencies have guidance related to the use of identity information during
comment analysis. Agencies are not required by the APA to develop
internal guidance associated with the public comment process generally,
or identity information specifically. For the three selected agencies that
did not have identity-refated guidance for the public comment process,
cognizant officials toid us such guidance has not been developed
because identity information is not used as part of their rulemaking
process, For example, BLM officials stated that the only instance in which
identity information would be considered is when threatening comments
are referred to law-enforcement agencies.

|dentity-Related Guidance
for Comment Intake

According to our analysis of the internal guidance the selected agencies
provided, five of the 10 agencies have documented identity-refated
guidance associated with the comment intake phase. (See table 4.)
{dentity-related guidance for the comment intake phase addresses
posting comments and their associated identity information to public
comment websites, The guidance generally falls into two categories: (1)
the treatment of duplicate comments {those comments with identical or
near-identical content, but unigue identity information) and (2) the
management of comments reported to have been submitted using false
identity information.
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Duplicate Comments

Table 4: Presence of Agency Identity-Related Guidance Associated with Comment
intake

Comments with

Duplicate potentially faise
Agency comments identity information
Bureau of Land Management No No
Centers for Medicare & Medicaid No No
Services
Consumer Financial Protection Bureau Yes Yes
Employee Benefits Security Yes Yes
Administration®
Environmental Protection Agency Yes Yes
Federal Communications Commission No No
Fish and Wildlife Service No No
Food and Drug Administration No No
Securities and Exchange Commission No Yes
Wage and Hour Division® Yes Yes

Seurca; GAD anaiysis of agency data. | GAO-19-483

*The Employee Benefits Security Administration and Wage and Hour Division provided GAO with
Oepartment of Labor guidance that applies to all agencies within the depanment.

Four of the 10 selected agencies have documented guidance on defining
and posting duplicate comments, which may also be referred to as mass
mail campaigns.*® However, in accordance with the discretion afforded
them under the APA, agency definitions of duplicate comments and
recommendations on how to manage them during comment intake vary.*
Specifically, for EBSA and WHD—the selected agencies within the
Department of Labor (DOL)—one comment letter with multiple signers is
considered one comment, while the same comment submitted by muitiple
signers as separate letters is counted separately. In both cases, however,
each individual signer may provide unique identity information. in
contrast, EPA guidance states that mass mail submissions often include
attachments containing either bundted duplicate messages or a single

“CFor example, EPA established a document subtype of "Mass Mail Campaign” in FDMS,
and refers to duplicate comments as those belenging to mass mail campaigns.

“1As discussed previously in this report, the APA requires that agencies consider the
significant issues raised in the comments, not the total number of comments received in
favor of or oppased to a particular rulemaking proceeding.
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Comments with Potentially
False Identity Information

comment with multiple signatures. For EPA, each signature is counted as
a duplicate comment submission.

As of February 2019, CFPB’s draft guidance does not explicitly define
duplicate comments, but it does note that “duplicate identical
submissions” are not subject to the agency’s policy of posting ali
comments. Instead, the official responsible for managing the docket
during comment intake may remove duplicate comments from posting or
decide not to post them. According to CFPB officials, this policy is only
applicable to comments that contain entirely identical comment content
and identity information, and does not apply to mass mailing campaigns.
Similarly, when DOL agencies receive duplicate comments as part of
mass mail campaigns, the agency can choose to post a representative
sample of the duplicate comment to Regulations.gov along with the tally
of the duplicate or near-duplicate submissions, or post alt comments as
submitted. EPA guidance states that duplicate comments submitted as
part of mass mailings are to be posted as a single primary document in
Regutations.gov with a tally of the total number of duplicate comments
received from that campaign. However, as discussed later in this report,
EPA may post all duplicate comments it receives, depending on the
format in which they are submitted.

Five of the 10 selected agencies have documented internal guidance on
how to manage posting comments that may have been submitted by
someone faisely claiming to be the commenter. However, the procedures
related to addressing comments with potentially faise identity information
also vary among agencies. For EBSA and WHD, guidance from DOL
states that if a comment was submitted by someone falsely claiming to be
the commenter, the identifying information is to be removed from the
comment and the comment is treated as anonymous and remains
posted.*? In cases where an individual claims that a comment was
submitted to CFPB or SEC using the individual's identity information
without his or her consent, both agencies’ guidance provide staff with
discretion to redact, reattribute, or otherwise anonymize the comment
letter in question.*?

42pOL guidance does not indicate how officials determine that a comment was submitted
using false identity information.

43CEPB's guidance is in draft form as of February 2019, and may be subject ta further
revision.
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According to internal guidance from CFPB, EPA, and SEC, if agency
officials are able to confirm that a comment was submitted by someone
falsely claiming to be the commenter, such as by the agency sending an
email to the address associated with the comment, the comment may not
be made available to the pubfic. SEC officials stated that although they
have discretion to remove the comment from pubtic posting, the typical
response is to encourage the individual making the claim to submit
another comment correcting the record. Similarly, if a member of the
public contacts EPA claiming that a comment was submitted using his or
her identity information without consent and agency staff cannot confirm
it, EPA guidance directs staff to ask the requester who submitted the
claim to submit another comment to the docket explaining that the original
comment was submitted without the individual’s consent. Both comments
will be included in the docket.*

ldentity-Related Guidance
for Comment Analysis

According to our analysis of the guidance the selected agencies provided,
four of the 10 agencies have identity-related guidance for the comment
analysis phase (see table 5). {dentity-related guidance for the comment
analysis phase inciudes criteria for coding comments for analysis,
including by identifying the type of commenter (such as an individual or
interest group;.

#According to FCC officials, the agency developed a similar paiicy for the Restoring
internet Freedom NPRM. Specifically, when FCC received a claim from a member of the
public that a comment was submitted to the Restoring Internet Freedom NPRM using his
or her identity information without the individual's consent, officials directed the individual
to enter the complaint as a new comment, but did not remove the original comment.
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Table 5: Presence of Agency identity-Related Guidance A jated with C 1t
Analysis

Agency Comment analysis
Bureau of Land Managemant No

Centers for Medicare & Medicaid Services Yes

Consumer Financial Protection Bureau No

Employee Benefits Security Administration® Yes

Environmental Protection Agency No

Federal Communications Commissicn No

Fish and Wildlife Service No

Food and Drug Administration Yes

Securities and Exchange Commissian No

Wage and Hour Division® Yes

Source: GAO analysis of agency data. | GAO-18.483

*The Employee Benefits Security Adminisiration and Wage and Hour Division provided GAO with
Depariment of Labor guidance that applies to ali agencies within the department.

Specifically;

« CMS guidance states that, during review, comments shouid be
separated by issue area and tables may be used to assist in the
grouping of comments and preparing briefing materials. While this
guidance notes that these tables may be used to group commenters
based on their identity during review, when summarizing comments
later in the process the guidance indicates that CMS officials should
avoid identifying commenters by name or organization.

« FDA training materials address how to prepare comment summaries
to help ensure the agency has properly identified all comments
regarding an issue. To conduct a quality-control check on the
comment review process, FDA sorts the comments by commenter
and reviews the comments from a sample of key stakeholders,
including interested trade associations and consumer or patient
groups, to confirm that relevant issues were identified.

« For EBSA and WHD, guidance from DOL recommends attaching the
“organization name” to comments within a docket to improve
transparency and help the agency and public users search for
organizations within Regulations.gov. in addition, DOL guidance
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suggests flagging comments for additional review, including at least
one flag based on identity.*®

Identity-Related Guidance
for Responding to
Comments

According to our analysis of the guidance the selected agencies provided,
five of the 10 agencies have documented identity-related guidance for
responding fo comments, {See table 8.) Identity-related guidance for the
response to comments phase includes guidance for agency officials on
how, if at all, to address identity information related to comments in
developing the final rule.

Table 6: Presence of Agency ldentity-Related Guidance Associated with
Responding to Comments

Agency Response to comments
Bureau of Land Management No
Centers for Medicare & Medicaid Services Yes
Consumer Financiaf Protection Bureau Yes
Employee Benefits Security Administration® Yes
Environmental Protection Agency No
Federal Communications Commission No
Fish and Wildiife Service No
Food and Drug Administration Yes
Securities and Exchange Commission No
Wage and Hour Division® Yes

Sowce: GAQ analysis of agency dats. | GAC-19-433

*The Employee Benefits Security Administration and Wage and Hour Division provided GAO with
Depariment of Labor guidance that applies to all agencies within the depariment,

Specifically;

« As discussed previously, during comment analysis, CMS guidance
indicates that officials shouid avoid identifying commenters by name
or organization when summarizing comments. These summaries may
then be used as a basis for the agency’s formal comment summary
included in the preamble of the final rule.

« CFPB guidance states that a summary of the rulemaking process
should be developed for the preamble of the final rule and include

45gpecificatly, DOL guidance instructs officials to flag any comments submitted by
members of Congress
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how many comments are received and from which type of
commenter. CFPB is to describe both the commenters and comments
in general terms rather than identify commenters by name or entity.
For example, rather than naming a specific financial institution, CFPB
may refer to “industry commenters” in the final rule.

« For EBSA and WHD, guidance from DOL states that when several
commenters suggest the same approach to revising or modifying the
proposed rule, the names of specific commenters can be cited as a
list in a footnote. When choosing which commenter should appear first
in the list, DOL agencies are to select the commenter with the
strongest or most detailed discussion on the issue. However, it is not
necessary to always identify commenters by name, and, according to
DOL officials, the department's general practice is not to do so.
Instead, the agency may use phrases such as “several commenters,”
or “comments by the ABC Corporation and others.” DOL agencies
may also reference commenters by type rather than name, using
terms including "municipal agency, state workforce agency, employer,
academic representative, agency, and industry,” among others.

» FDA training materials recommend that the final rule include a very
brief explanation of the number and scope of comments to the
proposed rule, incfuding who submitted them. Commenters are not
identified as individuals, but rather by commenter type, such as trade
associations, farms, or consumer advocacy organizations, among
others.

I
Selected Agencies’
Treatment of |dentity
Information Collected
during the Public
Comment Process
Varies

Within the discretion afforded by the APA, the 10 selected agencies’
treatment of identity information during the comment intake, comment
analysis, and response to comments phases of the public comment
process varies. Selected agencies differ in how they treat identity
information during the comment intake phase, particularly in terms of how
they post duplicate comments, which can lead to identity information
being inconsistently presented to public users of comment systems.
Selected agencies’ treatment of identity information during the comment
analysis phase also varies. Specifically, program offices with
responsibility for analyzing comments piace varied importance on identity
information during the analysis phase. All agencies draft a response to
comments with their final rule, but the extent to which the agencies
identify commenters or commenter types in their response aiso varies
across the selected agencies.
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Selected Agencies Vary in
Their Treatment of Identity
information during the
Comment Intake Phase

Within the discretion afforded by the APA and E-Government Act,
selected agencies vary in how they treat identity information during the
comment intake phase, which includes identifying duplicate comments
and posting comments to the public website. Further, the way in which
the selected agencies treat comments during the comment intake phase
results in identity information being inconsistently presented on the public
website. Generally, officials told us that their agencies either (1) maintain
all comments within the comment system, or (2) maintain some duplicate
comment records outside of the comment system, for instance, in emait
file archives. Specifically, officials from four selected agencies {(CMS,
FCC, FDA, and WHD) stated that they maintain all submitted comments
in the comment system they use. Officials from the other six agencies
(BLM, CFPB, EBSA, EPA, FWS, and SEC) stated that their agencies
maintain some comment records associated with duplicate comments
outside of the comment system.

Among the four agencies that maintain all submitted comments within
their comment system, our review of comment data showed that practices
for posting duplicate comments led to some identity information or
comment content being inconsistently presented on the pubtic website.
For example, according to CMS officials responsible for comment intake,
CMS may post all duplicate comments individually, or post duplicate
comments in batches. When duplicate comments are posted in batches,
the comment title will include the name of the submitting organization
followed by the total number of comments. However, as discussed
previously, CMS does not have any documented policies or guidance
associated with the comment intake process, and we identified examples
where the practices described by CMS officials differed. On one CMS
docket, for instance, staff entered more than 37,000 duplicate comments
individually, with the commenter's name and state identified in the
comment titie. However, the attached document included with each of the
posted comments was an identical copy of one specific comment
containing a single individual’'s identity information. While all the individuatl
names appear to have been retained in the comment titles, and the count
of total comments is represented, any additional identity information and
any potential modifications made to each duplicate comment submitted
have not been retained either online or outside of FDMS, and are not
presented on the public website. (See fig. 4.)
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Figure 4: Exampie of How the Centers for Medicare & Medicaid Services Posts Duplicate Comments

— Duplicate co 15 were «
posted individually
The individual nemes and state appear to
have been retained in the comment title

The attached comment for each was an identical + -
copy of ane specific comment containing one
individual's identity infermation

Any additional idertity information and any potential medifications

the commenter mads to the duplicate commant he or she submitied

has nat been retained

Seuive: BAQ anaiyais 5 Reguiations gov iformatian. | GAO-13:483

Note: We did not include the identity information associated with these comments. instead, each
anique piece of identity information is identified by a different number or letter.

Similarly, although our analysis of WHD comments did not suggest that
any comments were missing from Regulations.gov, on one WHD docket
almost 18,000 duplicate comments were associated with a single
comment with one individual’s name identified in the comment title. While
all of the comments are included within 10 separate attachments, none of
the identity information included with these comments can be easily found
without opening and searching all 10 attachments, most of which contain
approximately 2,000 individual comments. (See fig. 5.)

Page 32 GAO-19-483 Federai Rutemaking



165

Figure 5: Example of How the Wage and Hour Division Posts Duplicate Comments

Dupiicate comments were posted
under a single comment
QOnly one name was identiied in the comment title

Commenter 1

SRS agency fecated 12924

Anachments (10)

Show Sare Dateits &

~Submitter Informgtion
Sttt S |

All the duplicate comments ware
included in the attachmients
Nane of the identity information included
with these comments can be easily found
withaut opening and searching aii the
attachments

Source: GAO analysis of Reguiatiens. gov information. | GAD-13-483

Note: We did not inciude the identity information associated with these comments. instead. each
unique piece of identity informaticn is identified by a different number or letter.

Our review of comment data showed that the selected agencies that
maintain some comment records outside of the comment system (six of
10) also follow practices that can inconsistently present some identity
information or comment content associated with duplicate comments. For
BLM and FWS, agency officials responsible for comment intake stated
that all comments received through Regulations.gov are posted, but a
single example may be posted when duplicate paper comments are
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received.*® As discussed previously, neither BLM nor FWS have internai
guidance or policy associated with comment intake. For CFPB, EBSA,
EPA, and SEC, the agency may post a single example along with the
total count of all duplicate comments, but does not necessarily post all
duplicate comments online. Thus, identity information and unique
comment contents for all duplicate comments may not be present on the
public website. For example, on one CFPB comment, the agency posted
an example of a submitted comment containing only the submitter's
ilegible signature.*” None of the other associated identity information for
the posted sample, or any of the duplicate comments, is included in the
comment data. (See fig. 6.)

“Saccording to BLM officials, atthough this is the agency’s practice, there have been some
instances where a technical issue with FDMS has prevented them from publicly posting all
duplicate comments submitted through Reguiations.gov.

"7According to CFPB officials, they anticipate finalizing a new policy related to how
duplicate comments are treated that would result in all comments being posted
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Figure 6: Exampie of How the Consumer Financial Protection Bureau Posts Duplicate Comments
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through Reguiations.gov

Scurce: GAO analysis of Reguiations gov informatiar. | GAO-18.483

Similarly, for all duplicate comments received, SEC pasts a singie
example for each set of duplicate comments and indicates the total
number of comments received. As a result, the identity information and
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any unigue comment content beyond the first example are not present on
the public website.* {See fig. 7.}

Figure 7: Example of How the Securities and Exchange C: ission Posta Dupi o] s

Quplicate comments were posted
-~ under a single examptle and indicated
the total number of comment received

The following Letter Type B, or variations thereof, was submitted by
individuals or entities.

The attached comment for each was an identical
copy of one specific comment containing one
individual’s identity informatian

Identity informatian and any unique comment contant beyand

this exarmple are not accessible to the public online

Souree: B3RO analysis of Secunlies and Exchange Commissian intormation. § GAQ-14-483

The Importance of Identity  On the basis of the resuits from our survey, program offices with
Information to Comment responsibility for analyzing comments differ in the importance they place
Analysis Varies on identity information during the analysis phase. Because subject-matter
experts are responsible for reviewing public comments and considering
whether changes to the proposed rute should be made, program offices
generally analyze comments. Officials from all but one of the 52 program

“Baccording to SEC officials, if the unique content includes an argument distinguishing it
from the other duplicate comments, it will be counted and posted separately.
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offices we surveyed responded that they were responsible, in whole or in
part, for analyzing public comments.*®

In our survey of program offices with regulatory responsibilities in the 10
selected agencies, at least one program office in each agency reported
that the identity or organizational affiliation of a commenter is at least
slightly important to comment analysis. Additionally, five of the 10
selected agencies (CMS, EPA, FCC, FDA, and FWS) had at least one
program office that reported that the identity or organizational affiliation of
a commenter is not at all important to comment analysis. None of the 52
program offices we surveyed responded that the identity of an individual
commenter is extremely important to their analysis, while only one
program office responded that the commenter's organizational affiliation
is extremely important to its analysis. (See fig. 8.}

4SQfficials from one program office within EPA responded that they are not responsible for
analyzing public comments, but noted this responsibility is shared between program
offices and a work group.

Page 37 GAO-19-483 Federal Rulemaking



170

Figure 8: The Importance of Individual Commenter identity and Organizational Affiliation to Comment Analysis
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Sourae: GAQ anslysis of survay data. | GAD-19-483

According to officials we interviewed from eight of the 10 selected
agencies, the substance of the comment is considered during analysis
rather than the submitted identity information. *® Officials from six of these
agencies emphasized that because the agency accepts anonymous
comments, identity is not relevant to their analysis of comments.
However, officials from four of the eight selected agencies stated that, in
certain instances, identity information may be noted. In the case of FDA,
officials explained that commenters are required to indicate a category to
which they belong, such as “individual consumer” or “academia.”
According to FDA officials, however, these categories were used to assist
in writing the comment response, rather than informing the analysis.
Officials from the Department of the interior's Office of the Solicitor
({responsible for part of the comment process at BLM and FWS) stated

5%During our interview with CFPB officials at the agency level, officials did not comment on
whether identity information was considered during comment analysis.
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that the agency may make particular note of comments submitted by a
law firm, as these comments can help the agency understand the position
of the faw firm and to prepare a defense in the event that a lawsuit is filed.
Similarly, officials from EPA stated that they are familiar with many
commenters and their positions on certain issues, due to prior legal
interactions. In another example of how an agency may consider the
identity of a commenter, officials from FWS stated that when scientific
data are provided in support of a comment, subject-matier experts will
verify the data and their source.

Selected Agencies Differ
in How They Identify
Commenters When
Responding to Comments

All selected agencies draft a response to comments with their final rule,
but the extent to which the agencies identify commenters in their
response varies. In our survey of program offices with regulatory
responsibility, officials from 51 of 52 offices stated that they are
responsible in whole or in part for responding to comments. ! Of those
responsible, at least one program office from eight of the 10 agencies (28
of 52 offices) reported that they identified comments by commenter name,
organization, or comment {D number in the response to comments for at
least some rulemakings since 2013.%2 in the case of WHD, officials we
interviewed explained that when they discuss a specific comment in the
preambie to the final rule, they provide the name of the organization that
submitted the comment so that anyone interested in locating the
response to the comment may do so easily.

We found that EBSA and FCC also identified commenters by individual or
organizational name in their response to comments, while EPA referred to
comments by their comment ID number. For example, in a rule finalized
in 2018, EPA referred to comment ID numbers in the response to
comments: “Two comments: EPA-R06-RCRA-2017-0556-0003 and EPA-
R06-RCRA-2017-0556-0005 were submitted in favor of the issuance of
the petition.” EPA officials noted that there is variation within the agency
in terms of how commenters are identified when the agency is responding
to comments, and there may be some situations where the commenter is
identified by name.

$10fficials from one program office within EPA responded that their office is not
responsible for responding to public comments, but noted this responsibility is shared
between program offices and a work group.

S2For participating agencies, a comment ID nurmber is also known as a document ID. This

is the unigue identifier established for a document and inciudes the agency acronym, the
year created, the docket, and the document number.
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Officials from alt program offices within CFPB and BLM responded to the
survey that they never identified comments by commenter name,
organization, or comment D in their responses to public comments. In its
response to comments in a 2014 finai rule, for example, CFPB stated that
“industry commenters also emphasized the need to coordinate with the
States,” without specifying the organization or specific comments.
Similarly, in its response to comments document for a 2016 rule, for
example, BLM responded directly to the themes and issues raised by
comments while stating that the issue was raised by “one commenter” or
“some commenters.”

Selected Agencies’
Practices Associated
with Posting Identity
Information Are Not
Clearly
Communicated to
Public Users of
Comment Websites

The 10 selected agencies have implemented varied ways of posting
identity information during the comment intake process, particularly
regarding posting duplicate comments, as allowed by the APA. Qur
analysis of Regulations.gov and agency-specific comment websites
shows that these practices are not always documented or clearly
communicated to public users of the websites. Public users are members
of the public interested in participating in the rulemaking process via
Reguiations.gov or agency-specific websites. They may or may not
submit a comment. in part to facilitate effective public participation in the
rulemaking process, the E-Government Act requires that all public
comments and other materials associated with the rulemaking docket
shouid be made “publicly available oniine to the extent practicabie.” There
may be situations where it is not practicable to post all submitted items,
for example when resource constraints prevent the scanning and
uploading of thousands of duplicate paper comments. Because the
content of such comments is still reflected in the administrative record,
such practices are not prohibited by the APA or the E-Government Act.

However, key practices for transparently reporting open government data
state that federal government websites—like those used to facilitate the
public comment process—should fully describe the data that are made
available to the pubilic, including by disclosing data sources and
limitations.®® This helps public users make informed decisions about how
to use the data provided. In the case of identity information submitted with
public comments, for example, public users may want to analyze identity
information to better understand the geographic location from which
comments are being submitted, and would need information about the

$GAO-19-72.
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availability of address information to do so. The Administrative
Conference of the United States has made several recommendations
related to managing electronic rulemaking dockets.* These include
recommendations that agencies disclose to the public their policies
regarding the treatment of materials submitted to rulemaking dockets,
such as those associated with protecting sensitive information submitted
by the public.*®

As described earlier in this report, the varied practices that selected
agencies use with regard to identity information during the public
comment process results in the inconsistent presentation of this
information on the public websites, particutarly when it is associated with
duplicate comments. Although the APA and E-Government Act do not
include any requirements associated with the collection or disclosure of
identity information, we found that the selected agencies we reviewed do
not effectively communicate the limitations and inconsistencies in how
they post identity information associated with public comments. As a
result, public users of the comment websites lack information related to
data availability and limitations that could affect their ability to use the
comment data and effectively participate in the rulemaking process
themselves.

54The Administrative Conference of the United States was established by statute in 1964
as an independent agency of the federal government. its purpose is to promote
improvements in the efficiency, adequacy, and fairness of the procedures by which federal
agencies conduct regulatory programs, administer grants and benefits, and perform
related governmental functions

5578 Fed. Reg. 41,352, 41,360 (July 10, 2013).
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Selected Agencies’
Practices Associated with
Posting Identity
Information on
Regulations.gov Vary and
Are Not Clearly
Communicated to Public
Users

Public users of Regulations.gov seeking to submit a comment are
provided with a blanket disclosure statement refated to how their identity
information may be disclosed, and are generally directed to individual
agency websites for additional detail about submiiting comments. The
Reguiations.gov disciosure statements and additional agency-specific
details are provided on the comment form, and a user seeking to review
comments {rather than submit a comment} may not encounter them on
Regulations.gov.%® Regulations.gov provides the following disclosure
statement at the bottom of each comment submission form:

Any information (e.g., personal or contact) you provide on this comment form
or in an attachment may be publicly disclosed and searchable on the Internet
and in a paper docket and will be provided to the Department or Agency
fssuing the notice. To view any additional information for submitting
comments, such as anonymous or sensitive submissions, refer to the Privacy
Notice and User Notice, the Federal Register notice on which you are
commenting, and the Web site of the Department or Agency.

Similar information is provided to all public users in the Privacy Notice,
User Notice, and Privacy impact Assessment for Regulations.gov and the
eRulemaking Program.” While all of these note that any information,
personal or otherwise, submitted with comments may be publicly
disclosed, public users are not provided any further detait on
Regulations.gov regarding what information, including identity
information, they shouid expect find in the comment data.

We found that when Regulations.gov provides public users with additional
agency-specific information about the comment intake process, including
accepting and posting comments, it is typically provided in the context of
the comment form and does not provide public users enough detail to

55Agency-speciﬂc details may aiso be provided in the text of the NPRM, but when public
users of Regufations.gov extract or search comment data, the comment data are
presented in a consistent format, so it is not intuitive for a user to expect that different
posting processes would be followed. In recent years, there have been several efforts in
academic research and the media to conduct large-scale analyses of comment data. For
example, Steven J. Bailla et al., Where’s the Spam? Mass Comment Campaigns in
Agency Rulemaking, working paper {The George Washington University Regulatary
Studies Center: Apr. 2, 2018).

S7The Privacy Notice and User Natice disclose the ways in which Reguiations.gov uses,
discloses, and manages data associated with the website. The Privacy impact
Assessment is required by the E-Government Act of 2002, and provides public users with
documented assurance that privacy issues associated with Regulations.gov have been
identified and addressed.
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determine what comment data will be available for use when searching
comments that are aiready submitted. Specifically, each comment form
contains a pop-up box under the heading “Alternate Ways to Comment,”
which reflects the language associated with comment submission
methods included in the NPRM on which individuals are seeking to
comment. Additionally, three participating agencies in our review (EPA,
FWS, and WHD) provide additional detail about posting practices on the
comment form under the heading “Agency Posting Guidelines.”®® Both
FWS and WHD indicate that the entire comment, including any identifying
information, may be made available to the public. Aithough WHD foliows
DOL policy associated with posting duplicate comments, which atiows
some discretion in posting practices, according to a WHD official, without
exception, all comments are posted to Regulations.gov. In our review of
WHD comment data, we did not identify instances where this practice
was not followed.

The “Agency Posting Guidelines” provided by EPA inform public users
that all versions of duplicate or near-duplicate comments as part of mass
mail campaigns may not be posted; rather a representative sample will be
provided, with a tally of the total number of duplicate comments received.
{Seefig. 9.)

58The other five participating agencies in the scope of this report do not include any
information under the “Agency Posting Guidelines.”
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Figure 9: Example of Additional Disclosures about Comment Review and Posting Provided to Commenters on a Comment
Form

Commoents will be pastad 1o www. gov and made for in-ps viewlng at
the Environimental Protection Agency {EPA) Dacket Center's Publie Reading Room in thelr
entirety, including any personal information that is included in the body of the submission,
with the following exeeptions:

« EPA may not post to Reguiations.gov all versions of matarials that it deems to he a duplicate or near
duplicate copies of a mass mail ign. Instead. 3 ive sample is provided along with a
tally of duplicate and near duplicate copies.

. *» Comments containing threatening language or profanily will be rejected withaut notice from the EPA

* Multimedia submissions {audip, video, efc.} must be accompanied by a written comment. The written
is i the official and should include discussion of alt points the
commenter wishas to make,

= The inclugion of any copyrighted matasial without accompanying proof of bne's explicit right to
redistribute that material will resuit in the comment being biocked from online viewing at
Regulations.gov.

Sourte: GHAQ analysis of Reguiations.goy aformation, | &

Howaver, this information does not provide enough detail to help pubfic
users determine whether all of the individual comments and associated
identity information are posted within this docket, because it indicates that
samples are provided for duplicate comments, rather than ali of the
copies submitted, We found that one EPA docket received more than 350
separate sets of duplicate comments comprising a total of more than 4.3
mitlion comments (as reported by Regulations.gov) but there is variation
in how these comments were posted. Specifically, EPA inconsistently
presented duplicate comments: 198 of the 350 duplicate comment sets in
this docket were submitted via email. Of the duplicate comment sets
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Participating Agency Websites

submitted via email, 45 sets have all comments posted in
Regulations.gov, while 153 sets have a sampie of the comments posted.
According to EPA officials, this inconsistency resuits from the format in
which the comments were submitted. For example, when duplicate
comments are compiled into a single document and submitted to EPA
through one email, all of the comments will be posted, whereas duplicate
comments that are emailed separately will be accounted for in the taily
accompanying a sample comment.

While the APA and the E-Government Act do not require comments to be
posted in any particular way, EPA has established detailed internal
guidance for the comment intake process for its Docket Center staff. This
document is in draft form, but clearly lays out the processes EPA staff are
expected to follow when duplicate comments are submitted in different
ways, and what naming conventions will be used in different instances.
However, EPA does not provide similar information to public users about
the process it uses to determine whether aii duplicate comments will be
posted, making it challenging for public users to determine whether all
comments are available on Regulations.gov.*®

The eRulemaking PMO provides participating agencies with flexibility in
how they choose to use FDMS and Regulations.gov, with each
department or agency responsibie for managing its own data within the
website. As a result, Regulations.gov directs public users to participating
agencies’ websites for additional information about agency-specific
review and posting policies. We found that all of the selected participating
agencies provide additional information of some kind about the pubtfic
comment process on their own websites. However, the provided
information usually directs users back to Regulations.gov or to the
Federal Register. Further, even when selected participating agencies
include details on their website about the agency’s posting practices or
treatment of identity information associated with public comments, it does
not fully describe data limitations that public users need to make informed
decisions about how to use the data provided.

59This challenge is not limited to the general public. To compile, review, and prepare a
summary report related to the mass mail comments submitted to the docket discussed in
this section, EPA officials reported that it fook them approximately 55 hours. The compited
information included whether the comments were inciuded in FDOMS or not, the location of
comments stored ouiside of FDMS, and the format of the comment submissions for each
mass mail campaign.
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Specifically, seven of the eight participating agencies (BLM, CMS, CFPB,
EPA, FWS, FDA, and WHD} direct public users back to Regutlations.gov
and the Federal Register, either on webpages that are about the public
comment process in general, or on pages containing information about
specific NPRMs. As discussed previously, however, the disclosure
statement on Regulations.gov directs public users to the agency website
for additional information. Although three of these participating agencies
(EPA, FWS, and FDA) do provide pubtic users with information beyond
directing them back to Regulations.gov or the Federal Register, only FDA
provides users with details about posting practices that are not also made
available on Regulations.gov.

« EPA: The additional information provided on EPA's website largely
replicates the "Agency Posting Guidelines” provided on the
Regulations.gov comment form, as shown in figure 9. As discussed
previously, however, the way in which EPA posts duplicate comments
varies, and the provided information does not include details about the
process the agency uses to determine whether all duplicate
comments will be posted.

« FWS: One NPRM-specific web page that we identified communicated
to public users that ali comments will be posted on Regulations.gov,
including any personal information provided through the process. This
largely replicates the “Agency Posting Guidelines” provided on the
Regulations.gov comment form, as well as language included in the
NPRM itself. However, according to an FWS official, when the agency
receives hard-copy duplicate comments through the mail, only one
sample of the duplicate is posted publicly on Regulations.gov. FWS
does not have any policies related to this practice and the information
FWS provides to public users does not include details about how the
agency determines which comment to post as the sample.

« FDA: On its general website, FDA includes a webpage titied, "Posting
of Comments.” On this page, FDA provides users with a detailed
explanation about a policy change the agency made in 2015 related to
the posting of public comments submitted to rulemaking proceedings.
Specifically, prior to October 2015, FDA did not publicly post
comments submitted by individuals in their individual capacity. See
figure 10.
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Figure 10: Example Food and Drug Administration Explanation for a Comment Withheld from Public Posting

Reason Restricted:
This atachment is restricted to show metadata only becauss it contains personally tdentifiable information data.

Seurce: BAC analysis of Regutations.gov information, | GAO-19-483

Note: Metadata surnmarize and describe the data contained in a dataset.

After October 15, 2015, FDA's policy is to publicly post all comments
to Regulations.gov, to include any identifying information submitted
with the comment.®® in our review of FDA comments submitted to
dockets opened since October 15, 2015, we did not identify instances
where this policy was not followed.

The one participating agency in our scope (EBSA) that does not direct
public users back to Regulations.gov instead recreates the entire
rutemaking docket on its own website. On the main EBSA webpage
related to regutations, public users can find links to various websites
related to rulemaking, including a “Public Comments” page, but not
Regulations.gov.®" From the “Public Comments” page, public users can
access pages that are specific to NPRMs and other activities for which

8%FDA provides an exception for commenters wishing to submit a comment containing
confidential information. To do so, a commenter must submit a comment marked
“confidential’ by matt or hard-copy delivery, and also provide a redacted version suitable
for public posting.

S7Public users are directed to other webpages within the EBSA site, the Federal Register,
the Electronic Code of Federal Regulations, and Reginfo.gov, which displays regulatory
actions and information collections under review at the Office of Information and
Regulatory Affairs within the Office of Management and Budget,
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EBSA is requesting public comments.®2 On the NPRM-specific webpages,
the rulemaking docket that can be found on Regutations.gov is
duplicated, including individuai links to each submitted comment.®*
Certain document links, such as those for the proposed rule or final rule,
direct a public user to the Federal Register document, but the comment
links do not direct users to Regulations.gov.® While EBSA follows DOL
guidance associated with posting duplicate comments, which allows
some discretion in posting practices, EBSA does not have a policy for
how comments are posted to Regulations.gov or its own website, and in
the examples we reviewed the content of the docket pages does not
always match. According to EBSA officials, the agency began this
practice prior to the development of Regulations.gov, and has continued it
because internal staff and other stakeholders find the webpages useful.
However, we have previously reported that reducing or eliminating
duplicative government activities can help agencies provide more efficient
and effective services.®

Further, on EBSA’s “Public Comments” webpage, public users are
informed that comments with inappropriate content will be removed, but
no other information associated with EBSA’s posting practices is provided
on this general page. in one instance on an NPRM-specific webpage,
public users are informed that identity information has been removed from
certain comments due to the inclusion of personat health information, but
most of the NPRM-specific webpages we reviewed did not include this
disclosure. Additionally, duplicate comments are posted on the NPRM-
specific webpages under the heading "Petitions,” and are posted with a
number following the title of the comment. While public users are
informed that the number represents the total number of comments
submitted, not all links include a copy of each individual comment. This
practice aligns with DOL guidance, but as a result, the way in which

82These include requests for information, which are not subject to APA Notice and
Comment requirements.

83Gertain elements available on Regulations.gov are not readily available on the EBSA
NPRM-specific page without clicking on additional documents. These include items such
as relevant dates, Regulatory Information Number, and Code of Federal Regulations
citations.

84The Federal Register does include links to Regulations.gov.
65Duplicat§on occurs when two or more agencies or programs are engaged in the same

activities or provide the same services to the same beneficiaries. See GAQ’s Duplication
and Cost Savings web page: http://www.gao.gov/duplication/overview.
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EBSA posts duplicate comments varies even within dockets, and the
provided information does not include details about the process the
agency uses to determine whether ali duplicate comments will be posted.
Additionally, because EBSA recreates rulemaking dockets on its own
website without referencing Regulations.gov or explaining the process,
public users lack assurance about how EBSA’s data sources relate to one
another.

Because participating agencies are not required to adhere to
standardized posting practices, Regulations.gov directs public users to
participating agency websites for additional information about posting
practices and potential data fimitations. However, the additionat
information provided on the selected agencies’ websites is rarely different
from what is provided on Regulations.gov. Further, it does not describe
the limitations associated with the identity information contained in
publicly posted comments, and in many cases simply directs users back
to Regulations.gov. As allowed for under the APA, all of the participating
agencies in our review vary in the way in which they post identity
information associated with comments—particularly dupticate comments.
However, the lack of accompanying disclosures may potentially lead
users to assume, for example, that only one entity has weighed in on an
issue when, actually, that comment represents 500 comments.

The APA, E-Government Act and relevant Executive Orders establish the
importance of public participation in the rulemaking process, to include
access to electronic rulemaking dockets in formats that can be easily
searched and downloaded. Further, key practices for transparently
reporting open government data state that federal government websites—
like those used to facilitate the public comment process—should fully
describe the data that are made avaitable to the public, including by
disclosing data sources and limitations.® Without better information about
the posting process, the inconsistency in the way in which duplicate
comments are presented to public users of Regulations.gov limits public
users’ ability to explore and use the data and could iead users to draw
inaccurate conclusions about the public comments that were submitted
and how agencies considered them during the rutemaking process.

S5GA0-19-72,
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Agency-Specific Comment
Websites Do Not Clearly
Communicate Posting
Policies to Public Users

Both SEC and FCC use comment systems other than Regulations.gov
and follow standardized posting processes associated with public
comments submitted to their respective comment systems, but SEC has
not clearly communicated these practices to the public. Although it
appears to users of the SEC website that the agency follows a consistent
process for posting duplicate comments, this practice has not been
documented or communicated {o public users of its website. As discussed
earlier, SEC posts a single example for each set of duplicate comments
and indicates the total number of comments received. As a result, the
identity information and any unique comment content beyond the first
example are not accessible to the public online. According to SEC
officials, this practice is not documented in formai policy, and is not
explicitty communicated to public users of the SEC’s comment website.
Although SEC does provide public users with some information on its
“How to Submit Comments” page, this information is limited to informing
public users that all comments will be posted pubticly, without any edits to
personal identifying information, and no other information related to
SEC's posting process is provided. Without ciearly communicated policies
for posting comments, public users of SEC.gov do not have information
related to data sources and limitations needed to determine whether and
how they can use the data associated with public comments.

in contrast, FCC identifies its policies for posting comments and their
associated identity information in a number of places on the FCC.gov
website, and on the ECFS web page within the general website.
Regarding comments submitted to rulemaking proceedings through
ECFS, public users are informed that all information submitted with
comments, including identity information, will be made public.®” According
to FCC officials, all comments are posted directly to ECFS as they are
submitted, without intervention by FCC staff. Further, according to
officials, ali duplicate comments remain in ECFS as individual comments,
uniess an organization submits a Standard filing with an attached file
containing multiple comments. Our review of ECFS comment data did not
identify discrepancies with this practice.

%7in addition to posting policies assaciated with rulemaking proceedings, FCC also
provides public users with information associated with other types of comments, such as
submissions to FCC’s consumer complaint database or comments made on FCC’s
various social media. For example, guidance provided on FCC's “Comment Policy” web
page is specific to informal comments submitted to FCC online, and although it indicates
that certain types of comments wiil be removed from posting, public users are also clearly
informed these types of comments are not a substitute for formal submissions to ECFS.
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Conclusions

While the public comment process allows interested parties to state their
views about prospective rules, the lack of communication with the public
about the way in which agencies treat identity information during the
posting process, particutarly for duplicate comments, may inhibit users’
meaningful participation in the rulemaking process. While the APA does
not include requirements for commenters to provide identity information,
or for agency officials to include commenter identity as part of their
consideration of comments, key practices for transparently reporting open
government data state that federal government websites—like those used
to facilitate the public comment process—should fully describe the
publicly avaitable data, to include disclosing data sources and {imitations.
Without clearly communicating how comments and their associated
identity information are presented in the data, public users could draw
inaccurate conclusions about public comments during the rulemaking
process, miting their ability to participate in the rulemaking process.

Five selected agencies do not have a policy for posting comments, and
the selected agencies generally do not clearly communicate o public
users about the way in which they publicly post comments and their
associated identity information. [n addition, one agency fully duplicates
rulemaking dockets on its own website, without informing users that the
information may be found in a searchable database on Regulations.gov.
Regulations.gov does not provide detailed information about posting
policies, and seven of the eight participating agencies in the scope of our
review direct public users back to Regulations.gov or the Federal Register
on their own websites. Further, the available information is provided on
the comment form, so public users seeking to review comment data that
had been previously submitted may not encounter it. Because all of the
participating agencies in our review vary in the way in which they post
identity information associated with comments—particularly duplicate
comments—the lack of accompanying disciosures may potentially lead
users to reach inaccurate conclusions about who submitted a particutar
comment, or how many individuals weighed in on an issue. As a result,
public users of Regulations.gov do not have information related to data
sources and limitations that could affect their ability to effectively use the
comment data and, consequently, participate in the rulemaking process.
Simitarly, users of SEC.gov do not have information related to data
sources and limitations needed to determine whether and how they can
use the data associated with public comments, because the agency lacks
a policy for posting duplicate comments and associated identity
information to the public. in short, more clearly communicated information
about posting policies, particularly with regard to identity information and
duplicate comments, could help public users make informed decisions
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about how to use the comment data these agencies provide, and how
comments may have informed the rulemaking process.

AR .
Recommendations for

Executive Action

We are making the following eight recommendations to the Directors of
BLM, CFPB, and FWS; the Administrators of CMS, EPA, and WHD; the
Assistant Secretary of Labor for EBSA; and the Chairman of the SEC,
respectively:

The Director of BLM should create and impiement a policy for standard
posting requirements regarding comments and their identity information,
particularly for duplicate comments, and should clearly communicate this
policy to the pubtic on the BLM website. (Recommendation 1)

The Administrator of CMS should create and implement a policy for
standard posting requirements regarding comments and their identity
information, particularly for duplicate comments, and shoutd clearly
communicate this policy to the public on the CMS website.
{Recommendation 2)

The Director of CFPB should finalize its draft policy for posting comments
and their identity information, particularly for duplicate comments, and
clearly communicate it to the public on the CFPB website.
(Recommendation 3)

The Assistant Secretary of Labor for EBSA shouid

1. create and implement a policy for standard posting requirements
regarding comments and their identity information, particutarily for
duplicate comments;

2. clearly communicate this policy to the public on the EBSA website;
and

3. evaluate the duplicative practice of replicating rulemaking dockets on
the EBSA website, to either discontinue the practice or include a
reference to Regulations.gov and explanation of how the pages relate
to one another. (Recommendation 4)

The Administrator of EPA should finalize its draft policy for posting
commenis and their identity information, particularly for duplicate
comments, and clearly communicate it to the public on the EPA website.
(Recommendation 5)
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The Director of FWS should create and implement a policy for standard
posting requirements regarding comments and their identity information,
particulariy for duplicate comments, and should clearly communicate this
policy to the public on the FWS website. (Recommendation 6)

The Chairman of the SEC should develop a policy for posting duplicate
comments and associated identity information and clearly communicate it
to the public on the SEC website. (Recommendation 7)

The Administrator of WHD should clearly communicate its policy for
posting comments and their identity information, particularly for duplicate
comments, to the public on the WHD website. {(Recommendation 8)

Agency Comments
and Our Evaluation

We provided drafts of this product for comment to CFPB, EPA, FCC,
SEC, the Department of Health and Human Services, the Department of
the Interior, and DOL. We received written comments from three of the
selected agencies and the three Departments which are reproduced in
appendixes V through X. All of the selected agencies generally agreed
with the recommendations directed to them and indicated that they
intended to take action to more clearly communicate their posting policies
to the public. BLM, EBSA, FWS, and SEC also stated that they intend to
develop written policies associated with posting comments.

In its written comments, the Department of Health and Human Services
stated that CMS already has policies for standard posting requirements.
However, CMS could not provide us with this policy during the course of
our review, and in the accompanying technical comments, officials stated
that guidance associated with posting comments has not been formalized
in a written document. Given that we found significant variation in the way
that CMS posts comments, even within a single docket, we continue to
believe that it is important for CMS to develop and implement a standard
policy for posting comments and their identity information, in addition to
communicating this policy to the pubtlic on the CMS website.

CFPB and EPA also stated that they intend to finalize their draft policies
for posting comments and their associated identity information. in
addition, EPA included technical comments in its letter, which we
considered and incorporated in this report as appropriate. FCC had no
comments on the draft report, but provided technical comments, which we
incorporated as appropriate. The remaining selected agencies and
departments also provided technical comments, which we considered and
incorporated in this report as appropriate.
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As arranged with your offices, unless you publicly announce the contents
of this report eartier, we plan no further distribution until 30 days from the
report date. At that time, we will send copies of this report to the
appropriate congressional committees; the Director of CFPB; the
Administrator of EPA; the Chairmen of FCC and SEC; and the
Secretaries of Health and Human Services, the Interior, and Labor. In
addition, the report will be available at no charge on GAO's website at
http:/iwww.gao.gov.

{f you or your staff have any questions about this report, please contact
me at (202) 512-6722 or bagdoyans@gao.gov. Contact points for our
Offices of Congressional Relations and Public Affairs may be found on
the last page of this report. GAO staff who made key contributions to this
report are listed in appendix Xi.

Seta Jo 13—

Seto J. Bagdoyan,
Director of Audits
Forensic Audits and Investigative Service
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United States Senate
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Subcommittee on Regulatory Affairs and Federal Management
Committee on Homeland Security and Governmental Affairs

United States Senate

The Honorable Robert C. “Bobby” Scott
Chairman

Committee on Education and Labor
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House of Representatives
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Appendix I: Survey of Program Offices with
Regulatory Responsibilities within Selected

Agencies

To determine how selected agencies treat identity information associated
with public comments, in October 2018 we surveyed and received
responses from 52 program offices within the selected agencies about
their practices associated with comment intake (inciuding identifying
duplicate comments and posting comments to the public website),
comment analysis (including reviewing comments and considering their
content), and response to comments. To select the program offices to
receive survey questionnaires about the public comment process, we first
reviewed agency websites to identify all of the program offices in each of
the selected agencies. We then identified program offices with regulatory
responsibilities described by the websites and that had issued at least
one Notice of Proposed Rulemaking (NPRM) from 2013 through 2017,
and provided these lists to the selected agencies for confirmation. Table 7
lists the program offices we surveyed.

L N SN U R
Table 7: Program Offices within Selected Agencies with Reguiatory Responsibilities

3. Center for Medtkcaidkand Chi!drén s Health )ﬁsurance Program Services

Center for Consumer Information and insurance Oversight
Center for Medicare—Parts C and D

Center for Clinical Standards and Quality
Center for Medicare and Medicaid innovation
9. Center for Program integrity

4
8
6. Office of Financial Management
7
8

10. Office of Information Technology

11. Center for Medicare—Fee for Service

: cutity Administrat
. Office of Exemptions Determinations

14. Office of Health Plan Standards and Compliance Assistance
15. Office of Regulations and interpretations
16. Office of Policy and Research
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Appendix i: Survay of Program Offices with
within

Y
Agencias

Environmental Protection Agency (EPA)

17. Office of Air and Radiation

18. Office of Chemical Safety and Poliution Prevention

18. Office of Land and Emergency Management

20. Office of Water

Federal Gommunications Commission (FCC)

21, Consumer and Governmental Affairs Bureau

22. Office of Engineering and Technology

23. international Bureau

24, Media Bureau

25. Public Safety and Homeland Security Bureau

26, Wireiess Telecommunications Bureau

27. Wireline Competition Bureau

Fish and Wildilfe Service (FWS); Department of the Interior:

28. National Wildiffe Refuge System

29. Fish and Aquatic Conservation

30. Ecological Services
31, Migratory Birds

32. International Affairs

33. Wildlife and Sport Fish Restoration Programs

34. Chief Law Enforcement

35. Center for Biologics Evaluation and Research
36. Center for Drug Evaluation and Research

37. Center for Devices and Radiological Health

38, Center for Food Safsty and Apptied Nutrition

39. Center for Tobacco Products

40. Center for Veterinary Medicine

41. Office of Chief Counsel

42, Office of Combination Products
43, Office of Policy

44. Office of Reguiatory Affairs
Securltien and Exchange Commission (SEC)

45, Division of Corporation Finance

46. Division of Economic and Risk Analysis

47. Division of investment Management

48. Division of Trading and Markets
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Appendix §: Survey of Program Offices with
ibilities within

¥
Agencles

49. Office of Municipal Securitiss
50. Office of the Chief Accountant
51. Office of Credit Ratings

e - WEB) e
rator for the Office of Policy

52. Assistant Adm

Source: GAO. | GAO-18-483

Survey Development

We developed a draft survey questionnaire in conjunction with another
GAQ engagement team conducting work on the public comment process,
and pretested it with program office officials from four of the selected
agencies in August and September 2018. We interviewed these officials
to improve the questionnaire and ensure that (1) the questions were clear
and unbiased, (2) the information could be feasibly obtained by program
office officials, (3} the response options were appropriate and reasonable,
and (4) the survey did not create an undue burden on program office
officials. The process of developing the survey was iterative, where we
used the results of one pretest to modify the questionnaire for the next
pretest.

Survey Administration
and Review

We distributed the questionnaires {o the program offices as fillable
Portable Document Format (PDF) forms, in October 2018 requesting that
officials collaborate with others in their office to ensure the responses
were reflective of the program office as a whole, rather than one
individual's experience. Two agencies, CMS and SEC, have agency-level
administrative offices with centralized responsibilities for certain aspects
of the pubtic comment process. For these agencies, the selected program
offices were instructed to leave certain questions blank, and we provided
separate questionnaires for the administrative offices. Ali 52 program
offices completed the survey, but the results cannot be generalized to
program offices outside of the selected agencies.

in developing, administering, and analyzing this survey, we took steps to
minimize the potential errors that may result from the practical difficulties
of conducting any survey. Because we surveyed and received responses
from all program offices with regulatory responsibilities in the selected
agencies, our results are not subject to sampling or nonresponse error.
We pretested and reviewed our questionnaire to minimize measurement
error that can arise from differences in how questions are interpreted and
the sources of information available to respondents. We also answered
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Appendix i: Survey of Program Offices with
y Respor within
Agencies

questions from program offices during the survey, reviewed completed
questionnaires, and conducted follow-up as necessary. On the basis of
this follow-up and with agreement from the responding officials, we edited
responses as needed. For CMS and SEC, we edited the blank questions
in the program office questionnaires with responses from their
administrative offices.

Relevant Survey
Questions

information collected from the survey we conducted will also be used in
other forthcoming GAO reports that are focused on the public comment
process. The specific guestions and response options from the survey
that were analyzed in this report are reproduced below, See the body of
the report for the resuits. Other guestions included in the survey will be
reproduced in the reports that inciude their results.

3. Approximately how many rulemaking proceedings does your office
solicit comments on in a typical year? Please only include rulemaking
proceedings subject to notice-and-comment under the APA.

(Click one button)

. 0
. 15

. 810
. 1115
. 1620

« More than 20

4. Considering the rulemaking proceedings since 2013 your office has
been responsible for that had a public comment period, approximately
how many comments were submitted to the one rulemaking that received
the most total comments during that time period?

« 1-500
» 501-1500
« 1501-5,000

« 5,001-25,000
« 25,001-100,000
« 100,001-500,000
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Appendix {: Survey of Program Offices with
AU Ibilities within

Agencies

« 500,001-1,000,000

« More than 1,000,000

5. f. Considering the rulemaking proceedings since 2013 your office has
been responsible for that had a public comment period, in approximately
how many rulemakings have comments been submitted anonymously?
« Al or almost all rulemakings

« Most rulemakings

« About half of rulemakings

« Some rulemakings

« No rulemakings

« Don't know

7. Is your program office responsible, in whole or in part, for managing the
intake of public comments submitted to federal rulemaking proceedings
subject o notice-and-comment under the APA?

+« Yes

« No— please identify the responsible office(s) and contact them as
necessary to compiete the following questions:

10. Is your program office responsible, in whole or in part, for identifying
duplicative comments {carrying out a de-duplication process)?
+ Yes

s No — please identify the responsible office(s) and contact them as
necessary to complete the following questions:
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Appendix I: Survey of Program Offices with
Res ibiliti H
¥ M

Agencias

13. Is your program office responsible, in whole or in part, for analyzing
public comments submitted to federal rulemaking proceedings subject to
notice-and-comment under the APA?

« Yes

« No — please identify the responsible office(s) and contact them as
necessary to complete the following questions:

13.b{c). Considering the rutemaking proceedings since 2013, how
important to your analysis, if at ali, is the identity of the individual
commenter?

« Extremely important

« Very important

+ Moderately important

= Slightly important

« Not at all important

« Don't know

13.b{d). Considering the rulemaking proceedings since 2013, how
important to your analysis, if at all, is the organizational affiliation, if any,
of the commenter?

« Extremely important

« Very important

« Moderately important

» Slightly important

« Not at all important

+ Don'tknow
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186. Is your program office responsible, in whole or in part, for responding
to public comments submitted to federal rulemaking proceedings subject
to notice-and-comment under the APA?

« Yes

« No — please identify the responsible office(s) and contact them as
necessary to complete the foliowing questions:

16.b.{a). Considering the public responses to comments that your office
has drafted for rulemaking proceedings since 2013, how frequently did
the responses identify any specific comments by commenter name,
organization, or comment {D?

» All or aimost all responses

» Most responses

» About half of responses

« Some responses

« Noresponses

« Don't know
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Appendix Il: Regulations.gov Comment Form
Example

Comments are submitted to Regulations.gov via an efectronic comment
form. See figure 11 for an example of a comment form from
Regulations.gov.

Figure 11: Reguiations.gov Comment Form Example

You are comnenting on:

The Fued and g Admivestratian (7 s Pastasioting Priratrio-Furused Product Salety Reviet; Extablinhnent of + Futlic
Dk for Coron

o, Qe Dookst Fotder 7

Your Information W o wforintiont ¥ & Youx Previen - 3§ Yo Heorit |

aranenter's TERGRSR IPUET | Mamate Ways b Deween

‘et e > ki o g ¥

Cosmnent Desing £

5500 characiers s
piand fiege} (OSuR )

i Chopas fing

Drop flas hare

First tame Last Hama

I want s pesice i seutset tnformation

Sousce: Reguiations.gov. ] GAC.19-483
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Appendix llI: Electronic Comment Filing
System Comment Forms

The Federal Communications Commission's (FCC) Electronic Comment
Filing System (ECFS) allows commenters to submit comments to
rulemaking proceedings via a Standard filing and Express filing." A
Standard filing allows commenters to attach a file to their comment. See
figure 12 for an example of a Standard filing.

Figure 12: Federal Communications Commission Efectronic Comment Filing
System’s Standard Filing Comment Form

ey j
—

Souroa: FCC.gov, | GAOH

'FCC’s ECFS also accepts comments in response to specific types of FCC actions via
Non-Docketed filings. Users are instructed not to use Non-Docketed filings to submit
comments in a proceeding for which a docket number or rulemaking number has been
assigned.
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dix flf: Electronic C Filing
System Comment Forms

An Express filing does not allow for files to be attached. See figure 13 for
an example of an Express filing.

Figure 13: Federat Cammunications Commission Electronic Comment Filing
System’s Express Filing Web Form

ECFS Express

Pros vediog (s
Hnonnis) of Fitastod
Friminy Cantact
tmait

Address

T antersuionst

Addrese 2

et Spmmente

Source: FGC.gav. | GAD19.483
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Appendix IV: Securities and Exchange
Commission Comment Form Example

One way in which comments are submitted to the Securities and
Exchange Commission {(SEC) is through an electronic comment form.
See figure 14 for an example of a comment form from SEC.gov.

Figure 14: Securities and Exchange Commission Comment Form Example

Selmit Commants an SE-30-14 ;
v oy Trofing and Certaln Interests in, and Rolationships With,
Hedae Funds and Private Famity Fads

5. T ke <ot 30 ssdecind (4w Rt

Propesed Rewistons o

i yand s b0 7

dbartae: Hiex a5 your cpmmsaty
e able 10 8o 45 00 Pre e page

¥ fege s

RR o oy s
o e Ry SRR

i
(i I—

Source: SEC.gov. | BAD.19-283
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Appendix V: Agency Comments from the
Bureau of Consumer Financial Protection

Burenu of Cansumer Financis! Protection
1700 G Street NW
Washington, D.C. 20352

June 7, 2019

Seto J. Bagdayan

Director, Audits

Forensic Audits and Investigative Seérvice
Government Accountability Gffice

441 G Street, NW

Washington DC, 20548

Dear Mr. Bagdoyao,

Thank you for the-opportunity to review and comment an the draft repart iy the Goveramest
Actountability Offfee (GAD), titled Federa! Rulemaking: Selected Agencies Should Clearly
Communicate Proctices Assocfated With Identity Information in the Public Camment Process
{GAQ-19-483). The Bureau greatly appreciates GAO's work over the course of this engagement
and believes the report provides the public with important information sbout how select federal
agencies, including the Consumer Financin} Protection Bureav, coffect and treat identity
infarmation associeted with public comments an proposed rulemakings.

11 the report, GAQ makes ane recommendation to the Bureau:
o The Director of CFPB should finatize it draft policy for posting eomments and theie

identity mation, far duplicate and clearly it
to the public an the CFPB website.

The Bureau does not object to GAQ's recommeodstian. The Bureau wilt finafize its draft potiey
governing how tite Bureau processes pubi for posting to

Additionaily, the Buresu intends to provide on jts website an explanation of the Bucreau's currest
practice for pasting public comments, ineluding identity information associated with public
comments,

congumertinance.gov
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Appendix V: Agency Commaents from the
Bureau of Consumer Financial Protection

The Bureau Iooks forward to working with GAO as it manitors the Bureau's progress in
implementing this recommendation.

Sincerely,
Kathleen L, Kraninger 3
Disestor

consumerfinance.gov 2
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Appendix VI: Agency Comments from the
Environmental Protection Agency

KED S7g
\Sﬁ\ )FLP

ENVIRONMENTAL FROTECTION AGENCY

WASHING FON. DO M6

oAy,
ROHIANy

OFFICE OF MISSION SUPPORT

Mr. Seto J. Bagdayan
Director, Forensic Audits and Inves
U8, Government Accountability OF
431 G SLONW

Washington, DC 20548

igative Service
[3v

Dear My, Bagdoyan:

“Thank you for the opportunity to review and comment on the Draft Report, GAQ-10-483, Federal
Rudemaking: Selected Agencies Should Clearly Communicate Pracrices dssociated With Identity
Information in the Public Commtent Process (102648}, In this letter, the U.S. Environmental Protection
Agency (EPA) responds to the U.S. Government Accountability Office’s (GAO's) findings, conclusions
and recommendations,

in this report, GAQ examines (1) the identity inf ion collected by ions.gov and agency-
speeific comment websites: (2) the guidance ageneies have eelated to the identify of commenters: (3)
how selected agencics treat identity information; and (4) the extent 1o which selected agencies clearly
commanicate their practices associated with identity information.

Recommendation

‘The Administrator of EPA should finatize its draft pelicy for posting comments and their identity
information, particularty for duplicati and clearly i it 1o the public on the EPA
website.

Response to Recommendation

EPA is currently in the process of updating the Docket Center's Document Processing Standard
Operating Procedures, which address the process {or intake of public comments, including posting them
0 Regulations.pov when applicable. To address GAQ's recommendation, EPA will linalize this
document as seon as all updates arc complete. Additionally. EPA currently provides information to the
public on the EPA website (Commenting on EPA Dockets at hiips. i wivw.opa. dock

epa-dockets) aboul when comments may or may not be posted on Regulations.gov. To address GAQ™s
recommendation, EPA wili expand upon the language currently on the website to further explain EPA’s
process for posting comments on Regulations.gov,
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Appendix Vi: Agency Comments from the
Environmentai Protection Agency

Comments on Draft Report

On pages 22 and 37 - 39, the draft report discusses inconsistencies as to whether all or some of EPA*s
dupficate and near duplicate comments are available on Regulations.gov. What comments are avaitable
on Regulations.gov depends on the format in which the comments are submitted to EPA. These formats
can include: 1) duplicate and near duplicate that are itted indivi 3 2) a single
comment that contains, o has an attachment containing, 2 list of concurring signatures; and 3) a single
transmission letter/sample of the mass mail message that has an attachment containing bundled duplicate
and near dupticate comments. Regardiess of the format type, it is EPA procedure to post to
Reputations.gov a primary document for the mass mail campaign with a tally of the tolal number of
duplicate and near duplicate comments received, For duplicate and near duplicate comments that are
received individuatly via email, the primary document will be a representative sample of the emait
comments received. In this c-.\<c onty the npmcnuuw sample communent is available on

i gov. A if the primary is an cmail that was submitted to EPA
including an attachment containing either bundied duplicals and near duplicate comments or multiple
concurring signatures, the contents of the attachment will be available on Regulations.gov as part of the
primary document. EPA would not alter the comment by removing the attachments when pasting it.

‘To fully explain how duplicate and near duplicate emails are made available on Regulations.gov. EPA
recommiends the fotiowing change (in red itatics) to page 38 of the draft report: “Of the duplicate
comment sets submitted via email, 45 sets have all comments posted in Regulations.gov while 153 sets
have a sample of the cotnments posted. e incomsisteney: in pasting 18 die to the we: in which the
comments were submiitted to EPAL For the duplivate commoent sers wher alf connments were posted,
ET received o sivgle email with ai atfachmenitss containing compiled comments or
carve. the single email with the ariachament(si wis posted. e

anatures. b this
the duplicats commens seis where aly
ane sample af the camments was postesd, EPA recetved individual duplicare emails, which were sori
it thie approprivse compaigns before posting o representative saople amd the rally of ull duplicare
commentis received for the campaige. While the APA and E-Governmient Act do not require comments
1a be posted in any particular way, EPA has established detaifed internal guidance for the comment
intake process for its Docket Center smﬂ"

Footnote 59 on page 38 of the report states that EPA officials took 55 howrs to determine whether the
comments for ene particutar docket wer¢ stored in the chsra\ Docket Management System (FDMS) or
not. While EPA did spend 55 hours g; Lm‘m.nng about the itted for this docket
as requested by GAQ, the efforts by EPA were i more signifi than currently
stated in the report. Ta respond to GAQ's reqoest for information about this docket, EPA staff
completed a fulf assessment of the docket, which is further explained below, EPA also prepared and
throughty reviewed a complete summary report of the findings.

A recommends the fotlowing change (m red )tahu) o footnote 59: “This chatienge is aot Himited to
the peneral public. EPA officials for ing this i ion reported spending
apprerimaiely 33 howrs compiling, reviving, and preparing o sumpnary report with detaited
infirmietion shos the 4.383.712 comuents in the docker, including the 363 mass mail campaigns. Thi
infarmasion inchided whether the comments were stored i FOMS or oot the location of where the
camments were stared. the frren of maxs mail commrent submissions fe.g., emuil, paper. USB, webform,
et a full listing of all ihe mass wiail compaigns included i the docker, and the mumber of connrents
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Appendix VI: Agency Comments from the
Environmental Protection Agency

cssoicicued with eceh mass mail compuiyn,

P A 5 P
Finally, it is important to note that the docket referenced in the report is the largest EPA docket ever in terms off
number of comments received. in 2014, this docket received 4,383,712 public commests, out of the 6,051,473
totat comments EPA recetved that year. To put that into perspective, in 2013, EPA received just 2,196,931
comments i tatal.

“To provide this context, EPA recommends the following change (in red italics) on page 37: *We found that
one EPA dacket. rhe Agescy s fargest ducket i terms of commeni count fo date, received more than 350
separate sets of duplicate comments comprising a total of more than 4.3 million comments (as reporied
by Regulations.gov)....”

We appreciate the opportunity to review and respond 1o the draft report. Hf you require additional
information or would like o discuss further, please contact Patricia Williams (202) 564-0204.

Sincercly, <
et G

Vaughn Noga for

Chief Information Officer and

Deputy Assistant Administrator for Environmental
fnformation

ce: Erin Collard, OMS
Patricia Williams, OMS
Janice Jablonski, OMS
Juanita Standifer, OMS
Rebecea Moser, OMS
Courtney Kerwin, OMS
Pam Shenctiel, OMS
Annette Morani, OCFO
Dave Bruno. GAQ
Elizabeth Kowalewski, GAQ
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Appendix VII: Agency Comments from the
Department of Health and Human Services

Ny

: DEPARTMENT OF HEALTH & HUMAN SERVICES OFFICE OF THE SECRETARY
’ Assistak Sevretary for Lugistabon
et wasy 0C 2001

JUND7 20

Scto Bagdoyan
Director, Forensic Audits and Investigative Service
U.S. Government Accountability Offiec

441 G Street NW

Washington, DC 20548

Dear Mr. Bagdoyan:
Attached are on the LS, G A itity Office’s (GAO) report entitied,

“Federal Rulemaking: Selected Agencies Showld Clearly Communicate Practices Associated
With Identity Information in the Public Comment Process” (GAD-19-483),

The Department appreciates the opportunity to review this report prier to publication,
Sincerely,

N

Matthew D. Bassett
Assistant Sccretary for Legistation

Attachment

Page 73 GAO-19-483 Federal Rulemaking



206

Vit: Agency Ci from the
Department of Health and Human Services

GENERAL COMMENTS FROM THE DEPARTMENT OF HEALTH & HUMAN

SERVICKS ON THE GOVERNMENT ACCOUNTABILITY OFFICE’S DRAFT REPORT
ENTITLED - FEDERAL RULKMAKING: SHOULD CLEARLY
COMMUNICATE. PRACTICES ASSQCIATED WITH IDENTITY INFOR;

THE PUBLIC COMMENT PRQCESS {GAQ-19-483)

Fhe U.S. Department of Health & Human Seevices (HHS) appreciates the oppartunity from the
Government Aecountabitity Office (GAQ) to review and comment on this drafl report.

[1HS is committed to maintaining public trust in the regulatory process through transparency and
¢ in our notiee and comment procedures. The rulemaking process is governed by the
Administrative Procedure Act and managed govermment-wide by the Offiee of Management and
Budget, The Centers for Medicare & Medicaid o3 {CMS) has internal policies reganding
public posting requirements, including regarding identity information and duplicate comments,

in with the Procedure Act.

cons;

e

The Administrative Procedure Act does not require commenters to provide identity information
when submitting public comments, However, if identity information is provided, CMS poticy is
to post it with the comment. fa addition, if inultiple identical comments are reeeived (such us
form letters), agencies have discrotion under the Administrative Procedure Act regarding how lo
past and identify these comments. CMS eften reeeives duplicate comments or form {etters, and
our current poticy i o post each comment from s unique commenter individually.,

FHS appreciates GAQ's review, and our response o the recommendation is as follows.

Recommendation 1

The Administrator of CMS should create and implement a policy for standard posting
requirements regarding comments and their identity information, particularly for duplicate
comments, and should clearly communicate this policy 1o the public on the CMS website.

1131S Response

HHS concurs with this recommendation.

CMS already has palicies for standard posting requirements regarding comments and their
identity information, including for duplicate comments. CMS will communicate these polivies to
the public on the CMS website.

Pape fof'}
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Appendix VIll: Agency Comments from the
Department of the Interior

United States Department of the Interior
OFFICE OF THE ARY

RET
20240

Seto J. Bagdoyan
Director, Audits

Farensic Audits and Investigative Service
U.S. Government Accountability Office
441 G Street NW

Washington, DC 20548

Dear My, Bagdoyan:

Thank you for providing the Department of the Interior (Department) the opportunity to review
and comment on the Government Accauntability Office (GAQ) drafl report titled, Federal
Rulemaking. Selected Agencies Should Clearly Communicate Practices Associated With Identity
Information in the Public Comment Process (GAO~19-483). We appreciatc GAD’s review of
the public comment process invalved with the development and issuance of regulations.

The GAQ issued the Department two recammendations to address its findings. Belowisa
summary of actions the Bureau of Land Management (BLM) and the U.S. Fish and Wildiife
Service (FWS) have planned to implement the recommendations.

Recommendation §: The Director of BLM should create and implement a policy for
standard posting requirements regsrding comments and ¢heir identity information,
particularly for duplicate comments, snd shauld elearly communieste this policy to the
public on the BLM website,

Response: Concur. The BLM wili develop and issue policy for standnrd posting requirements
regarding public comments and their identity information. The policy will also include how to
address duplicate comments and the requirement for posting the policy oo BLM's website,

Recommendation 6: The Director of FWS should create and implement a paticy for
standard posting requirements regarding commests and their identify information,
particularly for duplicate comments, sand shouid clearly communicate this policy to the
public on the FWS wehsite.

Response: Concur. The FWS will develop and issue policy for standard posting requirements
regarding pubtic comments and their identity infonnation. The policy wifl also include haw 1o
address duplicate comments and the requirement for posting the policy on FWS” website.
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ppendix Vili: Agency Commants from the
Department of the Interior

I you have any questions about this respoase, or need additional infornwation, please contact
Nancy Thomas at {202 208-7954.

Sincerely,

SAM G

Scott J, Cameron
Principal Deputy Assistant Seeretary
for Policy, Management and Budget
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Appendix IX: Agency Comments from the
Department of Labor

U.S. Department of Labor Offica of the Assistant
Secretary for Foiicy
Washingtar, 0.C. 20210

Seto J. Bagdayan

Director

Forensic Audits and Tnvestigative Service
U.S. Government Accountability Office
441 G, Street, N.W,

Washington, D.C. 20548

Dear Mr, Bagdoyan:

The U.S. Department of Labor {DOL) is in receipt of the drafi Govemment Accountability
Office (GAQ) report entitled, “Selected Agencies Should Clearly Communicate Practices
Associated with Identity Information in the Public Comment Process” (GAD-19-483, Job Code
102648),

The report makes a totat of eight Two of those ions apply fo the
Department of Labor, We support both dati Resp 10 the i
appenr on the attached document.

1f you would like additi i ion, or have any questions please contact me at 202-693-

Deputy Assistant Secretary for Policy

Enclosures
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Appendix {X: Agency Comments from the
Department of Labor

GAO draft report entitied, “Selected Agencies Should Clearly Communicate Practices
A iated with Identity in the Public Comment Process” (GAO-19-483, Job
Code 102648)

DOL’s to GAO’s R ions for Executive Action

Recommendation 4

The Assistant Secretary of Labor for EBSA shauld:
(1) Create and impiement a policy for standard posting requirements regarding
commenis and their identity information, particularly for duplicate comments;
(2) Clearly communicate this policy io the public on the EBSA website; and
(3) Evaluate the duplicate practice of replicating ruiemaking dockets on the EBSA
website, to either discantinue the practice or include a reference to Regulations.gav
and explanatian of how the pages relate to ane another.

EBSA response:

{1} Agreed. EBSA will examine any such written policies of other DOL agencies, including
DOL's Wage and Hour Division, and develop a written policy or policies reganding the
posting of comments, including those with identicai or neat-identical comment text but
with unique identity ion (i.e., duplicate

(2) Agreed. EBSA agrees that its written policy or policies should be clear and readily
available to the public on EBSA’s website,

{3) EBSA will include a reference to Regulations.gov as part of each NFRM webpage that
includes public comments together with an exp ion of its relation to ong.gov
as a means to access public on EBSA's ing initiatives. Internal and
external users have indicated a preference to have public comments available on EBSA's
‘website, among other reasons, because of the convenience of having the commenis
located in close proximity to the proposed nule and other refated interpretive guidance.
End users also have commented on und appreciated EBSA's logical and user friendly
indexing and p fon of public as pared to the docketing system

ined ions.gov. EBSA, wil} raise QAQ’s recommendation
informalty with stakeholder groups as pan of our evatuation of GAO’s report and
recommendation.

Recommendation 8

The Administrator of WHD should clearly communicate iis policy for posting comments and
their identity information, particularly for dyplicate comments, to the public on the WHD
website.
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Appandix iX: Agency Commaents from the
Department of Labor

WHD response:

WHD creates a Notice of Proposed Rulemaking (NPRM) webpage for ali rules in which
comments from the public are accepted. WHD will add the Agency Posting Guidelines to each
'NPRM webpage at the time of its creation to provide additionat guidance to the public with
respect 1o comment management.
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Appendix X: Agency Comments from the
Securities and Exchange Commission

UNITED STATES
SECURITIES AND EXCHANGE COMMISSION
WASHINGTON, DC. 20348

orrics ar
THE ExARAN

June 10, 2019

Mr. Seto I, Bagdoyan

Director. Audits

Forensic Audits and Investigative Service
Govenument Accountability Office

441 G Street. NW

Washington, DC 20548

Deay Mr. Bagdoyan:

Thank

on for your teport, “Selected Agencies Shouid Clearly Communicate
ated with {dentity Information in the Public Comment Process.” We
appeeciate being able to the GAO in assessing how various federal agencies process
public comment fetters.

The public plays an integral tole in the Comimission’s ralemaking pmcess. When
members of the public send written comment feiters in response to a propesed rule, they
pmwdb us with vajuable information, including about potential real-world impacts or

for achieving reg ry goals.

For these reasons. { am pleased that the GAQ's review did not ident
deficiencies in the practices the SEC’s Oftice of the Secretary follows to intake, analyze. and
post comment fetters. As the report notes, the OTice of the Secretary cusrently follows
standardized process with tespect to posting of duplicate comments (for instance. mass mat}
letiers) that have identical or near-identical comments. but unique identity information. In
such cases, the practive is to post a single example for each set of duplicate comments and
indicate the total number of other such comments received. The GAQ report dees not find
fault with this practice. but does mcommend that the SEC formalize it in a written policy and
communicate it to the public on our website. { support this recommendation, which 1 bave
agked the staff to promptly intplement.

Thank you for the consideration that you and your staff have shown our agency. i
you require additional information. please contact Bryan Wood, Director of Legistative ond
Intergovernmental Affairs, at (202) 351-2010.

Sincerely,

Jay Clayton
Chairman
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Appendix XI: GAO Contact and Staff
Acknowledgments

GAO Contact Seto J. Bagdoyan, (202) 512-6722 or bagdoyans@gao.gov

Staff in addition to the contact named above, David Brune (Assistant Director),
Elizabeth Kowalewski {Analyst in Charge), Enyinnaya David Aja, Gretel

Acknowledgments Clarke, Lauren Kirkpatrick, James Murphy, Alexandria Palmer, Carl

Ramirez, Shana Wallace, and April Yeaney made key contributions to this
report. Other contributors include Tim Bober, Dahlia Darwiche, Colin
Fallon, Justin Fisher, James Healy, Katie LeFevre, Barbara Lewis, and
Maria McMullen.
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GAOQO’s Mission

The Government Accountability Office, the audit, evaluation, and investigative
arm of Congress, exists to support Congress in meeting its constitutional
responsibilities and to help improve the performance and accountabitity of the
federai government for the American people. GAC examines the use of public
funds; evaluates federal programs and policies; and provides analyses,
recommendations, and other assistance to heip Congress make informed
oversight, policy, and funding decisions. GAG's commitment to good government
is reflected in its core values of accountability, integrity, and reliability.
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User

TATUS HELP

Browse Popular Proceedings

Filing Detall

ib 10603770307700 Proceeding 17108
Name of Filer Mitch Meconned!
Type of Filing COMMENT Filing Status DISSEMINATED
Viewing Status Sunshine
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I want to encourage you to unds Torm Wheeler's order to regutate broadband.
Internet users, not so-called experts, should be empowered to buy whatever
products we choose, Tom Wheeler's erder to regulate broadband is &
perversion of net neutralty. it reversed a market-based appraach that
functioned fabulously smoothly for two dacades with nearly universal
approval,
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