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DATE: January 15, 2021
SUBJECT: Use of TSA Watch Lists to Mitigate Ongoing Threats to National Security

On January 6, 2021, a number of individualks entered the U.S. Capitol Building in
Washington, D.C. by force, and were followed by a larger number of individuals. These
individuals unlawfully entered the Capitol with the intent of disrupting ongoing Congressional
proceedings. Some of these individuals had firearms and improvised explosive devices (IEDs) in
their possession; additional IEDs were discovered in the area near the Capitol. A number of
individuals committed criminal acts of vioknce and destruction amidst the attack on the U.S.
Capitol building. This attack led to the death of a U.S. Capitol Police Officer, a number of
significant injuries to other responding law enforcement officers, and to deaths and injuries
amongst the participants in the attack. Similar vioknt protest activity occurred in other cities
across the United States on January 6, 2021. The Federal Bureau of Investigation and partnering
law enforcement agencies have made dozens of arrests associated with the violence, and
significant efforts remain underway to investigate this violkence and prosecute perpetrators.

Further civil unrest from some of the same individuals and associates involved in the
January 6, 2021 attack is expected in the coming weeks associated with the January 20, 2021
Presidential transition. Current Law Enforcement, intelligence, and open source reporting
indicates that domestic violent extremists (DVEs) holding a variety of ideological motivations
are planning on exploiting further planned protests to commit further acts of armed violence. In
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particular, armed groups are intending to travel to Washington, DC ahead of the Presidential
Inauguration and seek to replicate the tactics demonstrated on January 6th, including further
potential attacks of the U.S. Capitol, and/or storming of other government faciliies, including
federal, state, or local buildings nationwide. The Federal Bureau of Investigation has warned of
armed protests plnned in all 50 state capitols from January 16 through January 20, and protests
at the Capitol from January 17 through January 20, including calls for “storming” government
buildings.1-2-3

Additionally, there have been numerous incidents of disruptive passengers and unruly
behavior negatively impacting aviation operations by passengers traveling to and from the
National Capital Region (NCR). In the days preceding and following January 6, air carriers
reported a significant number of disruptions by passengers onboard flights into and out of the
NCR, including harassment of other passengers (including Members of Congress), faiure to
comply with crewmember instructions, as well as interference with flight crew attempting to
enforce air carrier requirements to wear masks onboard the flight due to the COVID-19
pandemic. At least one individual has publicly threatened to suffocate and shoot flight
attendants.

As information regarding the January 6 attack and planned future attacks have become
available, it is evident that these past and threatened incidents of domestic terrorism constitute a
threat to national security. Similarly, increased harassment of passengers and crew members
associated with travel to the NCR on January 6, and anticipated travel surroundmg the
Presidential Inauguration, further indicates a threat to transportation security, and to airline and
passenger safety. Accordingly, the Administrator has directed that Intelligence & Analysis use
the TSA Watch Lists to deny boarding, designate persons for enhanced screening, or take other
appropriate action to mitigate the threat posed by viokence or threatened viokence. In
accordance with the Administrator’s January 12, 2021 further direction, I provide the following
guidance. This document memorializes how I&A applies the TSA Watch List standards
approved on May 17, 2019 with respect to the criteria for placement on each TSA Watch List to
the ongoing threats of violence.> The below is intended to facilitate the appropriate action for
persons involved in the January 6 attack, or for whom intelligence and law enforcement

t (U) National Crisis Coordination Center Update: Preventing Violence and Criminal Activity January 2021,1700
12 JANUARY 2021, FBI Strategic [nformation Operations Center with input from ATF, DEA, DOD, DOJ, DHS,
US Park Police, USMS, U//LES.

2 (U//FOUO) Joint Intelligence Bulletin: Domestic Violent Extremists Emboldened in A ftermath of Capitol Breach,
Elevated Domestic Terrorism Threat of Violence Likely Amid Political Transitions and Beyond, 13 January 2021,
FBI, DHS NCTC, U//FOUOQ.

¥ (U//FOUQ) Strategic Perspective: Executive Analytical Report: Some Domestic Violent Extremists Likely Wil
React with Violence to the Presidential Transition Process, 14 January 2021, FBI, U//FOUOQ.

4 1&A began doing soon January 7,2021.

S Procedures Relating to the Transportation Security Administration Watch Lists, signedMay 17,2019 at 7-9; see
also Management Directive 100, TSA Roles and Responsibilities, dated May 5,2020 § 5.D.11, 13; Delegation of
Authority forOperations Support, dated May 14,2020 § 3.B.3-4.
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reporting indicates an intent to engage in or incite vioknt acts as described within this
memorandum:

Placement on the TSA Watch List (Deny Boarding) is appropriate for:
* Individuals who unlawfully enteredthe U.S. Capitol building on January 6, 2021;
» Individuals found in possession of firearms, dangerous weapons, and/or Zipties or similar
constraints in connection with the attack on the U.S. Capitol building;
o Individuals found in possession of explosives in connection with the attack on the U.S.,
Capitol building; .
¢ Individuals who have engaged in or attempted an assault on a law enforcement officer or
other government personnel in connection with the attack on the U.S. Capitol building;
e Individuals who, in conjunction with ongoing civil unrest:
o engage in violent conduct similar to the above with respect to the U.S. Capitol
building, another federal building or state capitol building; or
© under circumstances likely to produce such action, have expressed the intent to
engage in violent conduct similar to the above;
¢ Individuals who, in connection with ongoing civil unrest, have threatened the life of
government or security personnel, flight crew, or passengers; or
» Individuals responsible for organizing or inciting seditious conduct. Organizing or
incitmg seditious conduct is defined as acts intended to overthrow, put down, or destroy
by force the Government of the United States, or to levy war against the Government of
the United States, or to oppose by force the authority of the Government of the United

States, or by force to prevent, hinder, or delay the execution of any law of the United
States, or by force to seize, take, or possess any property of the United States contrary to

the authority of the Government of the United States.6

Placement on the TSA Watch List (Enhanced Screening) is appropriate for:
¢ Individuals suspected of traveling to the National Capital Region in conjunction with the
January 6, 2021 attack on the U.S. Capitol and who are believed to pose an elevated risk
of domestic terrorism,” but for whom there is a current lack of specific information
relating to unlawful entry into the U.S. Capitol, violent acts in support of the January 6,
2021 attack, or incitement of the same, and who do not otherwise the criteria for
placement on the TSA Watch List (Deny Boarding).

¢ See 18 U.S.C. § 2384 (regarding seditious conspiracy); 18 U.S.C. § 2383 (regarding rebellion orinsurrection,
including incitementofrebellion or msurrection); and 18 U.S.C. § 2385 (regarding advocacy ofoverthrowing the
govemment by force). These statutes are serious criminal offenses that inherently touchupona threat to national
security, and guide evaluation of whethera nomination meets this standard. Incitementis not themere oralor
written advocacy ofideas or expressionofbelief, not involving advocacy ofany actoracts of violence orthe
assertion of therightness of, orright to commit, any suchact oracts. See 18 US.C. § 2102(b).

’ Defined as activities thatinvolve acts dangerous to human life that are a violation ofthe criminal laws ofthe
United States orofany State; which appearto be intended to intimidate or coerce a civilian population, influencethe
policy ofa govemmentby intimidation or coercion, oraffect the conductofa governmentby mass destruction,
assassination, orkidnapping; and which occur primarily within the territorialjurisdiction of the United States. See
18 US.C. § 2331(5).
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Placement on the TSA Watch List (Security Notification) is appropriate for:
¢ Individuals who harass or threaten the harassment of security personnel, flight crew, or
passengers in conjunction with either the Presidentia! transition or requirements to wear
personal protective equipment due to the COVID-19 pandemic.

All nominations to a TSA Watch List must continue to be supported by particularized
derogatory information regarding the individual to be placed on a TSA Watch List. Al
nominations will be evaluated under the totality of the circumstances, including available
relevant derogatory and mitigating information. [If information is discovered during your teams’
reviews of available information that merits consideration for deviation from the above
guidelines, that information must be provided along with nomination materials for consideration
by the Administrator or his designee.? As with all other nominations to the TSA WatchList, an
individual may not be added to a TSA Watch List based sokely on the individual’s real or
perceived race, color, religion, national origin, ethnicity, gender, age, sexual orientation, gender
identity, or disability. Individuals shall not be added to any TSA Watch List in retaliation for
engaging in activities protected by the U.S. Constitution, including First Amendment protected
activities. Conduct protected by the First Amendment may be considered in conjunction with
other conduct and evidence only to the extent relevant to TSA’s determination as to whether an
individual poses a threat warranting placement on a TSA Watch List. First Amendment
protected activities shall not serve as the sole basis for phacement on any TSA Watch List.

All additions, status modifications, and removals shall be memorialized via memorandum
explaining the basis for the determination as soon as possible. These memoranda will formalize
the ongoing analysis and legal review regarding individual nominations toa TSA Watch List.

[&A will assess the threat environment as of January 31, 2021 and determine whether
modifications to this guidance are appropriate. Further, I&A will conduct a status review for all
persons added pursuant to this guidance on the week of January 31, 2021, in coordination with
Chief Counsel and the Privacy offices. At this time, TSA will consider up-to-date mformation
regarding each individual placed on a TSA Watch List, the current threat environment, and threat
mitigation measures undertaken by other agencies to determine if changes to the above guidance,
status modifications, or removals are appropriate. [&A will also conduct encounter-based
reviews upon notification of dentified pending travel to consider the latest information available
and determine if the case TSA Watch List status should be upgraded, downgraded, or removed
as appropriate. Similarly, at the end of month thereafter, I&A will conduct a review of the cases
and guidance as described above until there are no cases associated with this guidance on the
TSA Watch List and/or the threat environment has changed that obviate the need for this specific
guidance. Notwithstanding this scheduled review, should your teams become aware of any other
information, including but not limited to intelligence, law enforcement, and open source

% For example, persons for whomthere is significant mitigating information to indicate the absence of athreat
notwithstanding meeting theabove guidelines, or for whoman investigating law enforcement agency has requested
that TSA not delay ordeny travel due to investigativeequities, and for whomthe Administratoror designee has
assessed alternative threat mitigation measures to be adequate.

WARNING. This record contains Sensitive Security information that is controlled under 49 CFR parts {5 and £520. No part of this record may
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information, indicating that a change in status is warranted (e.g. dentification of additional
derogatory information, determination that a person has been misidentified or is otherwise not
associated with the January 6 attack), that information should be provided to me as soon as
possibke to facilitate any appropriate modifications.

Removal from the TSA Watch List is warranted when:

¢ The threat posed by the individual is mitigated through other measures, such as
placement on the corresponding Terrorist Screening Database watchlist;

* The individual is no longer identified as connected to a threat to national security through
further investigation, including coordination with partner agencies, review by I&A i
conjunction with the TSA Watch List review processes, or through the DHS TRIP redress
process; or

* Intelligence and law enforcement reporting no longer indicate a continuing threat to
national security associated with the ongoing civil unrest.

o For persons on the TSA Watch List (Security Notification) on account of the above
standard, travel without incident for three encounters, or for a period of at least one year
with at least one encounter, will generally serve as evidence that an individual no longer
poses a threat warranting placement on the TSA Watch List (Security Notification) unless
unusual aggravating circumstances apply. These circumstances must be specifically
described in TSA Watch List reviews.

TSA Chief Counsel's and Civil Rights and Liberties, Ombudsman & Traveler
Engagement offices have reviewed this memorandum and have no [Jjiil] or other objections to

this guidance.
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Assistant Admmistrator
Intelligence & Analysis

TO:
Dnision Drector

Transportation Analysis Division

Actmg Dnvision Director
Vetting Analysis Division

DATE: February 1, 2021
SUBJECT:  Use of TSA Watch Lists to Mitigate Ongomg Threats to National Security

On January 6, 2021, a number of individuals entered the U.S. Capitol Building in
Washington, D.C. by force, and were followed by a larger mumber of individuak. These
individuals unlawfully entered the Capitol with the intent of disrupting ongoing Congressional
proceedings. Some of these individuals had firearms and improvised explosive devices (IEDs)in
therr possession; additional IEDs were discovered in the area near the Capitol. A munber of
mdividuaks committed criminal acts of vickence and destruction amidst the attack on the U.S.
Capitol building. This attack led to the death of a U.S. Capitol Police Officer, a pumber of
significant injuries to other responding law enforcement officers, and to deaths and mjuries
amongst the participants in the attack. Similar violent protest activity occurred in other cities
across the United States on January 6, 2021. The Federal Bureau of Investigation and partnering
law enforcement agencies have made dozens of arrests associated with the violence, and
significant efforts remain underway to investigate this violence and prosecute perpetrators.

Further civil unrest from some of the same individuals and associates involved i the
January 6, 2021 attack has been expected n connection with the Presidential transition. incldmg
the upcoming impeachment trial in the Senate for former President Trump. Current Law
Enforcement, intelligence, and open source reporting indicates that domestic violent extremists
(DVEs) holdmyg a variety of ideological motivations are planning on exploiting further planned

WARNING  Thu» record contans Senstuve Secuary Inbanation that is controlled under 49 CFR pares 15 and 1520 No pant of this record may
be released 1o persons without 2 “need to know . as definad i 49 CFR parts 15 and 1320. except with the written p of the Ad: WAt
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protests to commit further acts of armed violence. In particular, armed groups intended to travel
to Washington, DC ahead of the Presidential Inauguration and seek to replicate the tactics
demonstrated on January 6th, including further potential attacks of the U.S. Capitol, and/or
storming of other government facilities, including federal, state, or local buildings nationwide.
The Federal Bureau of Investigation wamned of armed protests phnned in alt 50 state capitols
from January 16 through January 20, and protests at the Capitol from January 17 through January
20, including calls for “storming” government buildings.!>* While the Inauguration has
transpired, threats continue against members of Congress, including plots to attack Members of
Congress during their travei to and from the Capitol during the impeachment trial 4

Additionally, there have been numerous incidents of disruptive passengers and unruly
behavior negatively impacting aviation operations by passengers traveling to and from the
National Capital Region (NCR). In the days preceding and following January 6, air carriers
reported a significant number of disruptions by passengers onboard flights into and out of the
NCR, including harassment of other passengers (including Members of Congress) and failure to
comply with crewmember instructions. At least one individual has publicly threatened to
suffocate and shoot flight attendants.

As information regarding the January 6 attack and planned future attacks have become
availble, it is evident that these past and threatened ncidents of domestic terrorism constitute a
threat to national security. Similarly, increased harassment of passengers and crew members
associated with travel to the NCR on January 6, and anticipated trave! connected to the ongoing
civil unrest, further indicates a threat to transportation security, and to airline and passenger
safety. Accordingly, the Administrator has directed that Intelligence & Analysis use the TSA
Watch Lists to deny boarding, designate persons for enhanced screening, or take other
appropriate action to mitigate the threat posed by violence or threatened violence.’

Given these threats to the Nation’s security, on January 15, 2021, I provided more
specific guidance regarding how 1&A would apply the TSA Watch List standards that were
approved on May 17, 2019 to this new situation and in reaction to the ongoing threats of

! (U) National Crisis Coordination Center Update: Preventing Violence and Criminal A ctivity January 2021, 1700
12 JANUARY 2021, FBI Strategic Information Operations Center with nput from ATF, DEA, DOD, DOJ, DHS,
US Park Police, USMS, U//LES.

2 (U//FOUQ) Joint Intelligence Bulletin: Domestic Violent Extremists Emboldened in A ftermath of Capitol Breach,
Elevated Domestic Terrorism Threat of Violence Likely Amid Political Transitions and Beyond, 13 January 2021,
FBI, DHS NCTC, U//FOUQ.

3 (UIfFOUQ) Strategic Perspective: Executive Analytical Report: Some Domestic Violent Exremists Likely Wil
React with Violence to the Presidential Transition Process, 14 January 2021, FBI, U//FOUO.

3 (1) Donald Trump Impeachment Trial Sparks Violent Threats A gainst Lawmakers, 062425 JANUARY 2021,
Newsweek, U (citing briefing providedto press).

% |&A began doing soon January 7,2021.

WARNING This record contains Sensitave Security [nfrmation that is controlled under 49 CER parts 15 and (520 No part of this record may
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violence.® The January 15 guidance directed a review of the threat environment as of January
31, 2021 determine whether modifications to the January 15 guidance are appropriate.

As of January 31, 2021, I judge that there remains a heightened threat environment across
the United States. According to a National Terrorism Advisory System bulletin issued by the
Acting Secretary on January 27, 2021, the heightened threat eavironment will persist in the
weeks following the Presidential Inauguration, as “some ideologically-motivated violent
extremists with objections to the exercise of governmental authority and the presidential
transition, as well as other perceived grievances fueled by false narratives, could continue to
mobilize to incite or commit violence.” [ assess that this enduring threat of violence continues
to pose a threat to transportation or national security, albeit one that is more generalized in nature
in contrast with the violence atthe U.S. Capitol building on January 6 and threats of violence
associated with the Presidential Inauguration. Additionally, the Terrorist Screening Center has
been placing persons known by TSA to have engaged in the January 6 Capitol Violence on the
Terrorist Screening Database as continuing criminal investigations have yielded more
nformation regarding these persons. Generally, these persons have been added to either the
Selectee or Expanded Selectee lists absent an aggravating factor (e.g. use or possession of
explosives).

Accordingly, after consultation with the TSA Senior Leadership Team, I am revising the
January 15, 2021 guidance in light of current threat conditions. The standards below are
intended to facilitate the placement of individuals who continue to be nominated to a TSA Watch
List, and to guide the reviews of individuals placed on a TSA Watch List required by TSA
Watch List procedures and the January 15 memorandum.

Placement on the TSA Watch List (Deny Boarding) is appropriate for:
¢ Individuals found in possession of firearms, dangerous weapons, and/or zipties or similar
constraints in connection with the attack on the U.S. Capitol building;
¢ Individuals found in possession of explosives in connection with the attack on the U.S.
Capitol building;
¢ Individuals who have engaged in or attempted an assault on a hw enforcement officer or
other government personnel in connection with the attack on the U.S. Capitol building;
¢ Individuals who, in connection with ongoing civil unrest:
o engage in violent conduct similar to the above with respectto the U.S. Capitol
building, another federal building or state capitol building; or
o under circumstances likely to produce such action, have expressed the intent to
engage in violent conduct similar to the above;

¢ Procedures Relating to the Transportation Security Administration Watch Lists, signed May 17,2019 at 7-9; see
also Management Directive 100, TSA Roles and Responsibilities, dated May 5,2020 § 5.D.11, 13; Delegation of
Authority forOperations Support, dated May 14,2020 § 3.B.3-4.

7 National Tewrorism Advisory Bulletin, issued January 27,2021 at 11:00 AM Eastem, availablear
https://www.dhs.gov/sites/default/files/ntas/alerts/21_0127_ntas-bulletin.pdf. This bulletin expires on orbefore
April 30, 2021. See also United States Capitol Police Intelligence A ssessment, issued January 27, 2021.

WARNING. Thisrecord contatns Sensitive Secunty Informanion that 15 controlled under 49 CFR parts 15 and 1520 No part of this record may
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e Individuals who, in connection with ongoing civil unrest, have threatened the life of
government or security personnel, flight crew, or passengers; or

» Individuals responsible for organizing or inciting seditious conduct. Organizing or
inciting seditious conduct is defined as acts intended to overthrow, put down, or destroy
by force the Government of the United States, or to levy war against the Government of
the United States, or to oppose by force the authority of the Government of the United
States, or by force to prevent, hinder, or delay the execution of any law of the United
States, or by force to seize, take, or possess any property of the United States contrary to
the authority of the Government of the United States.3

Placement on the TSA Watch List (Enhanced Screening) is appropriate for:

¢ Individuals who unlawfully enteredthe U.S. Capitol building on January 6, 2021, but
who are not suspected of engaging in the activities warranting placement on the TSA
Watch List (Deny Boarding) noted above;

¢ Individuals suspected of traveling to the National Capital Region in connection with the
January 6, 2021 attack on the U.S. Capitol and who are believed to pose an elevated risk
of domestic terrorism,” but for whom there is a current lack of specific information
relating to unlawful entry into the U.S. Capitol, violent acts in support of the January 6,
2021 attack, or incitement of the same, and who do not otherwise the criteria for
placement on the TSA Watch List (Deny Boarding).

Placement on the TSA Watch List (Security Notification) is appropriate for:

¢ Individuals who harass or threaten the harassment of security personnel, flight crew, or
passengers in connection with the Presidential transition;

All nominations toa TSA Watch List must continue to be supported by particularized
derogatory information regarding the individual to be placed on a TSA Watch List. All
nominations will be evaluated under the totality of the circumstances, including available
relevant derogatory and mitigating information. If information is discovered during your teams’
reviews of available information that merits consideration for deviation from the above
guidelines, that information must be provided along with nomination materials for consideration

#See 18 U.S.C. § 2384 (regarding seditious conspiracy); 18 U.S.C. § 2383 (regarding rebellion orins urrection,
including incitementofrebellion orinsurrection);and 18 U.S.C. § 2385 (regarding advocacy of overthrowingthe
govemment by force). These statutes are serious criminal offenses that inherently touch upona threat to national
security, and guide evaluationofwhethera nomination meets thisstandard. Incitementis not the mere oralor
written advocacy of ideas orexpression ofbelief, not involving advocacy ofany actoracts of violence orthe
assertion oftherightness of, or right to cormit, any such act oracts. See 18 U.S.C. § 2102(b).

® Defined as activities that involve acts dangerous to human life that are a violation ofthe criminallaws ofthe
United States orofany State; which appearto be intended to intimidate or coerce a civilian population, influence the
policy ofa government by intimidation or coercion, oraffect the conductofa govemment by mass destruction,
assassination, orkidnapping; and which occur primarily within the territorial jurisdiction ofthe United States. See
18 US.C. § 2331(5).

WARNING T his record contains Sensttive Security Informanion that 15 controlled under 49 CFR parts 15 and 1520. No part of this record may
be released to persons without a * need to know™, as defned in49 CFR parts 15 and 1520, except with the written permission of the Administrator
of the Transportation Security Administranion or the Secretary of Transportation. Unauthorized release may result in civil penalty or other action
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by the Administrator or his designee.!® As with all other nominations to the TSA Watch List, an
individual may not be added to a TSA Watch List based solely on the individual’s real or
perceived race, color, religion, national origin, cthnicity, gender, age, sexual orientation, gender
identity, or disability. Individuals shall not be added to any TSA Watch List in retaliation for
engaging in activities protected by the U.S. Constitution, including First Amendment protected
activities. Conduct protected by the First Amendment may be considered in conjunction with
other conduct and evidence only to the extent relevant to TSA’s determination as to whether an
individual poses a threat warranting placement on a TSA Watch List. First Amendment
protected activities shall not serve as the sole basis for placement on any TSA Watch List.

All additions, status modifications, and removals shall be memorialized via memorandum
explening the basis for the determination as soon as possible. These memoranda will formalize
the ongoing analysis and legal review regarding individual nominations to a TSA Watch List.

I&A will conduct monthly reviews of the cases and this guidance as described above
until there are no cases associated with this guidance on the TSA Watch List and/or the threat
environment has changed that obviate the need for this specific guidance. At eachreview, TSA
will consider up-to-date information regarding each individual placed on a TSA Watch List, the
current threat environment, and threat mitigation measures undertaken by other agencies to
determine if changes to the above guidance, status modifications, or removals are appropriate.
[&A will also conduct encounter-based reviews upon notification of identified pending travel to
consider the latest information availabk and determine if the case TSA Watch List status should
be upgraded, downgraded, or removed as appropriate. Notwithstanding this scheduled review,
should your teams become aware of any other information, inchuding but not limited to
intelligence, law enforcement, and open source information, indicating that a change in status is
warranted (e.g. identification of additional derogatory information, determination that a person
has been misidentified or is otherwise not associated with the January 6 attack), that information
should be provided to me as soon as possible to facilitate any appropriate modifications.

Removal from the TSA Waich List is warranted when:

o The threat posed by the individual is mitigated through other measures, such as
placement within the Terrorist Screening Database;

o The individual is no longer identified as connected to a threat to national security through
further investigation, including coordination with partner agencies, review by I&A in
conjunction with the TSA Watch List review processes, or through the DHS TRIP redress
process; or

¢ Intelligence and law enforcement reporting no longer indicate a continuing threat to
national security associated with the ongoing civil unrest.

' For example, persons for whomthere is significant mitigating information to indicate the absenceofa threat
notwithstanding meeting theabove guidelines, or forwhoman investigating law enforcement agency has requested
that TSA not delay ordeny travel due to investigativeequities, and for whomthe Administratoror designee has
assessed alternative threat mitigationmeasures to be adequate.

WARNING This record contains Sensitive Security Information that is controlied under 49 CFR parts 15 and 1520 No part of this record may
be released to persons without a ~ need to know™, as defined in4% CFR pants 15 and 1520, except with the written permission of the Administrator
of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result in civil penalty or other action.
ForU.S Govemment agencies, public disclosure 15 governed by 5 U.S.C. 552 and 49 CFR parts 15and 1520
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» For persons on the TSA Watch List (Security Notification) on account of the above
standard, travel without incident for three encounters, or for a period of at least one year
with at least one encounter, will generally serve as evidence that an individual no longer
poses a threat warranting placement on the TSA Watch List (Security Notification) unless
unusual aggravating circumstances apply. These circumstances must be specifically
described in TSA Watch List reviews.

TSA Chief Counsel’s and Civil Rights and Liberties, Ombudsman & Traveler
Engagement offices have reviewed this memorandum and have no [jjjiijor other objections to

this guidance.

WARNING: This cecord contains Sensitive Secunty Information that s controlled under 49 CFR pants 1S and 1520 No part of this record may
be released to persons without a *“ need o know”, as defined in49 CFR parts 15 and 1520, except withthe wntten pemission of the Admunistrator
of the Transportation Secunty Administration or the Secretary of Transportation  Unauthorized release may result in civil penalty or other action
ForU S Govemment agencies, public disclosure is governed by 5 U.S.C 552 and 49 CFR parts 15and 1520
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US. Depariment of Homelaad Security
801S. 12 Street
Arlington, VA 20598

Agy*. Transportation
b/ . Security
e Administration

Aprl 11,2012

ACTION

MEMORANDUM FOR: Janet Napolitano
Secretary

THROUGH: Jane Holl Lute
Deputy Secretary

!%untencmnsm Coordinator
FROM: John S. Pistole W

Administrator

COORDINATED WITH: UG, PLCY, MGMT, 1&A, Officc of the CT
Coordinator, CRCL, PRIV

SUBJECT: (U//SS]) Implementation of an Intelligence-Driven,
Risk-Based Domestic Aviation Security Screening
Program (Quiset Skies).

Purpose

(U/FQUOQ) This memorandum (1) seeks your approval to transition the Quiet Skies pilot
to a permanent intetligence-driven, risk-based domestic aviation screening program; and
(2) outlines areas of agreement among DHS components

Background

(U./SSI) Pursuant to your August 2011 approval, TSA began the Domestic Silent Partner
pilot to assess TSA's ability to mitigate the risk posed by unknown violent extremists
traveling on domestic passenger flights by conducting additional screening of passengers
whose previous intemational travel matches pattemns from known or suspected terrorist
travel. The Quiet Skies initiative is another key component of TSA’s risk-based

WARNING: This record contains Sensitive Secusity Information that is controlled under 49 CFR, paris 15
and 1520. No part of this record may be disclosed 1o persons without & “need to know™, as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transporation
Sccurity Administration or the Secretary of Transportation. Unauthocized release may result in civil
penaley or other action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C $22 and
CFR pars 15 and 1520,
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approach (o security. Based upon the resuits of the Domestic Silent Partner (DSP)
Concept of Operations and successful demonstration of the objectives of the Quiet Skies
pilots, TSA began planning efforts for a permanent Quiet Skies program.

Discussion

(U//8SI) In early January 2012, at the direction of Deputy Secretary Lute, TSA convened
the Quiet Skies Working Group (QSWG) to consider the intclligence, operational, legal,
policy, and privacy implications of transitioning Quict Skies from a pilot to a full
operational program. TSA chaired the QSWG with participation from the Office of the
General Counsel (0GC), the DHS Privacy Office (PR1V), the Office for Civil Rights and
Civil Liberties (CRCL), Policy, the Office of the Countertesrorism Coordinator (CT) and
the DHS Office of Intelligence and Analysis (1&A). The QSWG participants met six
times to discuss program development and provided feedback to their respective
Principals. Based on this work, the Principals have now reached consensus on: (1) the
need for transparency; (2) limiting the number of encounters which result in additional
screening; (3) defining Quict Skies List name retention periods (e.g. 20 days for TSDB
affiliates and 90 days for intelligence-based rules); (4) quarterly reviews of the
intelligence justifications for Quiet Skies rules; (5) redress, which will include a Quiet
Skies Cleared List (QSCL); (6) the use of ethnicity component in Quiet Skies rules; and
(7) information sharing.

(U//SSY) Quiet Skies Rules Approval Process - In order to be included in Quiet Skies, a
rule must be approved through the established Silent Partner approva! process. In
addition to the Silent Partner requirements, a rule in Quiet Skies must: (1) target a
potential threat to aviation security within the Homeland, as assessed by TSA-OLA; (2) be
scparately recommended for inclusion in Quict Skies by TSA-OIA; and (3) be separately
approved by the Administeator for inclusion in Quiet Skies. A separale oversight review
process for Quiet Skies will also be implemented.

(U881} Use of Ethnicity Component in Quiet Skies Rules - In light of the heightened
sensitivities associated with using ethnicity as a factor (“ethnic-based rule™) in a domestic
context, there will be an additional review process for the potential use of ethnicity as a
factor in Quiet Skies rules. There will be two processes for the review, depending on the
exigency of the threat.

(U//SS1) If TSA determines that exigent circumstances require implementation of a Quiet
Skies rule with an ethnicity-based name selector, the TSA Administrator may direct that
the rule be implemented immediately. Reviewing offices will be notified immediately of
the implementation of a new rule. Should a reviewing office non-concur with the rule, the
reviewing office will notify TSA within 24 hours, and TSA and the non-concuring office
will seek resolution. Disagreements as to implementation of a rule shall be elevated to the
Deputy Secretary, followed by the Secretary, as necessary. In non-exigent

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 1S
and 1520. No part of this record may be disclosed to persons without a “need 10 know™, as defined in 49
CFR pans 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized releasa may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.$.C. 522 and
CFR parts 15 and 1520
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circumstances, TSA will receive affirmative consent by each of the reviewing offices
within 48 hours, prior to the issuance of the rule. Disagreement will be elevated to the
Deputy Secretary, followed by the Secretary, as necessary.

(U//SSI) The DHS HQ oversight offices (CRCL, PRIV, and OGC) will review all Quiet
Skies rules employing ethnicity-based name selectors when approved by the TSA
Administrator. TSA will provide the supporting intelligence to the reviewing offices,
including TSA-OIA’s analysis of the necd for the cthnicity-based name selector,
specifically discussing the reasons for its use and why altemative selectors (such as a
travel segment, duration of travel, or travel document country of issue) are not an
effective means to mitigate a particular threat. The reviewing offices will also consider
the potential negative effects on ethnic groups. 1f all parties are unable to reach
resolution on the implementation of a specific rule, the matter will be etevated to the
Deputy Secretary, fotlowed by the Secretary, as necessary.

(U//SS1) TSA assesses the Quiet Skies program has value as an intelligence-based pre-
screening mechanism to mitigate risk from unknown or potential terrorists who have
received enhanced (secondary) screening at their Last Point of Departure (LPD) zirport
prior to travel to the United Siates. It is flexible and scalable, aliowing TSA to be more
risk-based and operationally responsive to situations that potentially threatea aviation
within the Homeland. Quiet Skies will further enhance DHS and TSA’s risk-based
security initiatives by enabling TSA to focus screening resources based on intelligence.

(U/1SSD) Given the risk associated with unknown violent extremists, TSA believes Quiet
Skies’ implementation, as an additional layer of aviation security, will assist in mitigating
threats to domestic aviation.

TSA has implemented appropriate safeguards, based on input from CRCL and PRIV, t0
ensure travelers are not unnecessarily or indefinitely subjected to enhanced screening.
Accordingly, it is recommended you approve Quiet Skies as a layer of DHS/TSA's
intelligence-driven, risk-based approach to aviation security.

(U//SS1) The attached appendixes detail the implementation plan for the Quiet Skies
initiative {Appendix 1) and the OGC Legal Analysis (Appendix 2).

Recommendation
That you gpprove full j plcmemanon of the Quiet Skies program.

Approvc D; pprove /
rii- Date

_Aguus__ This record contains Sensitive Security information that is conrotled under 43 CFR parts |5
and 1520. No pant of this record may be disclosed to persons without a “need to know™, as defined in 49
CFR parts 15 and 1520, excep? with the written permission of the Administrator of the Tmnsponanon
Securiy Administration or the Secretary of Transportation. Unauthorized relesse may result in civit
penalty or other action. For U S. Government agencies, public disclosure is governed by 5 U $.C 522 and
CFR parts {5 and 1520
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Modify _ Needs more discussion _ /
Date Date
WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR paats 15

and 1520 Ne part of this record may be disciosed to persons without a “need to know™, as defined in 49
CFR parts 15 and [3520, exeept with the wrinen permissien of the Administrator of the Transportation
Security Adminisiration or the Secretary of Transportation. Unautharized relcase may result in civit
penalty or other action Fer {J S Government agencies, public disclosure is govemed by S US.C. 522 and
CFRpans 15 and 1520.
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Appendix1
Quiet Skies Full Implementation Plan

(U//SSI) TSA will use match records from specified Silent Partner rules to build a watch

list, the Quiet Skies List, and will screen travelers flying into, out of, or within the
Homeland against this Quiet Skies List.! Two types of Silent Partuer rules will be
considered for inclusion™:

(U /SSI) The Tt:uo{i:t Screening Database (TSDB) Affiliate rule

»e removed from the Quiet Skies List through

dehberate exclusion, after three encounters or after 20 days, whichever is

earliest.

o (U//SSI) Intelligence-based scenario rules identify individuals based on specific
intelligence about a potential threat or who have traveled abroad and may be
returning from identified higher risk areas using travel routes and tradecraft
highlighted in current intelligence. These rules or rule packages will be
implemented at the TSA Administrator’s direction based on threat information

indicating a specific and credible threat fo aviation security within the Homeland

from violent extremists.

o (U/SSI) Intelligence-based rules will populate a 90-day, rolling list.

o (U//SST) Individuals will be removed from the Quiet Skies List through
deliberate exclusion. afier three encounters, after 90 days. or after
deactivation of the particular Quiet Skies rule placing them on the list,
whichever is earliest.

o (U//SSI) The intelligence supporting the Quiet Skies rules is continually
evaluated and subject to quarterly reviews by DHS PRIV, CRCL and
OGC. The Quiet Skies approval process is described below.

o (U/'SSI)} On rules relating to
were implemented based on current mtelligence information. hese are
the only intelligence-based rules currently in effect. These rules are

I

currently being evaluated to assess whether the intelligence remains valid

and current.

! (UnSST) TSA plans to use the TSDB Affitiate Rule || N - the initial Quict

§kies rule set.
 (U/#SSI) In the event of a screening anomaly, TSA will nominate to the terrorist watch list or take
appropriate action in accordance with our operating procedures and legal authorities.

31 SSI) TSA will modify the TSDB Affiliate Rule applied to TSA screening prozrams

current Watchhisting Guidance does not permut use of these records for transportation secunty,

WARNING: This record contains Sensitive Security Information that is contvolled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “aeed to know™, as defined in 49

CER parts 15 and 1520, except with the written permission of the Administrator of the Transportation

Security Administration or the Secretary of Transportation. Unauthorized release may result in civil

penalty or other action. For U.S. Government agencies. public disclosure is governed by 5 U.S.C. 522 and

CFR parts 15 and 1520,
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(U//SST) Additionally, TSA will develop and maintain additional rule packages for Quiet
Skies, as necessary to mitigate emerging threats to aviation security within the Homeland.
The process for the implementation of a targeting rule for the Quiet Skies program is
described in detail in the Rules Approval Process section.

(U//SST) TSA will notify DHS Office of the Counterterrorism Coordinator, Policy, I&A,
OGC, CRCL and Privacy within 48 hours of the imaplementation of a rule or rule
package(s), as well as provide the relevant threat information and underlying intelligence.
In addition, all Silent Partner rules are, and will continue to be, the subject of quarterly
reviews by DHS Privacy, CRCL, and OGC. A review of rules for use in Quiet Skies will
be incorporated into the quarterly review standard operating procedures.

(U//SST) TSA will review encounter data to ensure match quality and to process
deliberate exclusions from the Quiet Skies List, as appropriate. In addition, TSA will
monitor the departure and arrival airports for Quiet Skies encounters to ensure there is no
negative impact on domestic screening and security operations.

Rule Approval & Oversight Process

(U//SSI) Since the Quiet Skies List is driven by the results from Silent Partner targeting
rules, it is important to understand the process for the development of a Silent Partner
rule and the program’s strict oversight processes.

754 Silent Partner Rule Approval

NG: This record contains Sensitive Security Information that is contyolled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need 1o know™. as defined in 49
CFR parts 15 and 1520. except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Ubauthorized release may result in civil
penalty or other action. For U.S. Government agencies. public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520
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o (U//SSI) All Silent Partner rules are reviewed regularly and archived when no
longer supported by intelligence. The TSA Administrator approves the
implementation, modification, and removal of all Silent Partner rules.

DHS Oversight of Silent Partner

(U//SS]) In addition to the implementation process described above, Silent Partner is
overseen under the auspices of an oversight agreement with three DHS HQ reviewing
offices: the DHS Privacy Office, the Office for Civil Rights and Civil Liberties, and the
Office of the General Counsel. The purpose of the oversight agreement is to ensure that
Silent Partner rules are based on current intelligence identifying specific potential threats,
are deactivated when no longer necessary to address those threats, are appropriately
tailored to minimize the impact upon bona fide travelers’ civil rights, civil liberties, and
privacy, and are in compliance with relevant legal authorities, regulations, and DHS
policies.

(U//SSY) The principles of the Silent Partner oversight agreement provide that:

e (U//SSI) TSA will continually evaluate the performance of the rules and the
intelligence supporting them. If a rule is determined to no longer be necessary
to address a particular threat, the rule will be deactivated immediately.

e (U//SSI) The reviewing offices will review the program quarterly, focusing on
changes to the rule set from the prior review and concems raised by the
reviewing offices for further discussion. TSA will provide access to the
intelligence reporting supporting the rules for review.

o (U//SS]) Intelligence assessments for each rule should be updated at least
annually for presentation to the reviewing offices, but may be updated sooner
upon request of the reviewing offices.

Quiet Skies Rule Approval

(U//SSI) In order to be included in Quiet Skies, a rule must be approved through the
established Silent Partner approval process and will be covered by the oversight
provisions above. In addition to the Silent Partner requirements, a rule in Quiet Skies
must:

e (U//SSI) Target a potential threat to aviation security within the Homeland, as
assessed by TSA-OIA;

e (U//SSI) Be separately recommended for inclusion in Quiet Skies by TSA-OIA;
and

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a *need to know”, as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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o (U//SSI) Be separately approved by the Administrator for inclusion in Quiet
Skies. The Administrator will not delegate the authority to approve a Quiet Skies
rule below the Deputy Administrator.

(U//SSI) These additional requirements may be documented in a combined decision
memorandum for a Silent Partner rule. If so, TSA will cross-file the memo with both

programs.
Quiet Skies Oversight
(U//SSI) Furthermore, with respect to oversight of the Quiet Skies program®, TSA will:

¢ (U//SSI) Notify the DHS HQ reviewing offices of the implementation of all Quiet
Skies rules within 48 hours of approval and provide the relevant threat
information and underlying intelligence for that rule, with an exception for rules
containing ethnicity-based name selectors, as described below.’

o (U//SSI) If TSA determines that exigent circumstances require implementation of
a Quiet Skies rule with an ethmicity-based name selector, the Administrator may
direct that the mle be implemented immediately. TSA will immediately notify
the reviewing offices of the implementation of a Quiet Skies rule using an
ethnicity-based name selector and provide the supporting intelligence. Should a
reviewing office non-concur with the rule, the reviewing office will notify TSA
within 24 hours, and TSA will continne to coordinate with these offices to address
concerns. Disagreements as to implementation of a rule shall be be elevated to
the Deputy Secretary, followed by the Secretary, as necessary. In non-exigent
circumstances, as determined by the Administrator, for Quiet Skies rules with an
ethnicity-based name selector, TSA will provide the supporting intelligence to the
reviewing offices who will have 48 hours to concur or non-concur prior to
implementation.

¢ (U/SST) Continually evaluate the perfonmance of the rules in the Quiet Skies
program and the intelligence supporting them. If a rule is determined to no longer
be pecessary to address a particular threat, the rule will be deactivated
immediately and individuals placed on the Quiet Skies List using the deactivated
rule will be removed at that time.

¢ (U/SSI) Participate in a separate quarterly review for Quiet Skies. The purpose
of the separate quarterly review is to ensure that Quiet Skies rules are based on

* (U//SSI) As it relates to oversight, the reviewing offices specifically refer to DHS OGC. PRIV, and
CRCL. TSA has agreed to provide notice to I&A. CT. and Policy; however. these offices do not participate
in the guarterly rules review.

U SSI) In making such notifications to CRCL. PRIV. and OGC. TSA will alert the points of contact on

NG: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™, as dafined in 49
CFR parts 15 and 1520. except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Trausportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by § U.S.C. 522 and
CFR parts 15 and 1520.
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current intelligence identifying specific potential threats to aviation security
within the Homeland, are deactivated when no longer necessary to address those
threats, are appropriately tailored to minimize the impact upon bona fide
travelers” civil rights, civil liberties, and privacy (through rule design, quality
assurance and oversight, and TSA’s redress efforts), and are in compliance with
relevant legal authorities, regnlations, and DHS policies. As with Silent Partner,
TSA and the reviewing offices will execute an oversight standard operating
procedure (or amend the current Silent Partner procedures) formalizing this
TEView process.

¢ (U//SS]) Intelligence assessments for each rule will be updated and re-approved
by the Administrator every 90 days.®

Quiet Skies Use of Ethnicity-based Name Selectors

(U//SSI) TSA understands that the use of ethnicity-based name selectors in its rules is
subject to strict scrutiny when applied inside the borders of the United States.” However,
their use ‘may be permissible within the bounds of the Constitution,” relevant law,
regulations, and DHS policies. As a result, TSA will not categorically exclude the use of
ethnicity-based name selectors from Quiet Skies when intelligence justifies their use.

The Department’s “Commitment to Race Neutrality in Law Enforcement Activities”
govems the use of ethnicity-based name selectors in this program.

e (U//SSI) TSA does not employ any Silent Partner rules which refer travelers to
enhanced screening based solely on an individual’s ethnicity. Ethnicitv-based
name selectors are alwavs used in conjunction with other selectors.

I'hese are based on reliable and current intelligence, and do not relyv on
generalized stereotypes.

(U/’SSD) TSA will incorporate a more stringent review and approval process for the use
of ethnicity-based name selectors, including:

o (U//SSI) TSA-OIA’s analysis of the need for the ethnicity-based name selector.
specificallv discussing the reasons for its use and why alternative seleciors i
are

not an eftective means to mitigate a particular threat;

® (Ui SSI) Intelligence assessments for rules containing an ethnicity-based name selector will be updated
every 60 days.

T (U//FOUIO) For name selectors. ethnicity was determined by analyzing five years of I-94 data to distinctly
identify last names, first names. dates of birth, and countries of citizenship. This data was analyzed to
measure the percentage of occurrences that a specific given name or sumame appears for the nationals of a
country.

WARNING: This record contains Sensitive Security information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™. as defined in 49
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Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
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e (U//SSI} An internal review, including an updated intelligence assessment, and
re-approval by the Administrator of the use of a rule employing an ethnicity-based
name selector every 60 days.

(U//SSI) This stringent review and approval process will also incorporate review by the
reviewing offices either immediately after implemention in exigent circumstances, or
prior to implementation otherwise.

o (U//SSI) If TSA determines that exigent circumstances require implementation of
a Quiet Skies rule that includes an ethnicity-based name selector, the
Administrator may direct that the rule be implemented immediately. TSA will
immediately notify the reviewing offices of the implementation of a Quiet Skies
rule using an ethmc:ty-based name selector and provide the supporting
intelligence.® Should a reviewing office non-concur with the rule, the reviewing
office will notify TSA within 24 hours, and TSA will continue to coordinate with
these offices to address any concerns. Disagreements as to implementation of a
rule shall be be elevated to the Deputy Secretary, followed by the Secretary, as
necessary.

e (U//8SI) In non-exigent circumstances, as determined by the Administrator, TSA
will provide the supporting intelligence to the reviewing offices, who will have 48
hours to concur or non-concur prior to implementation of the rule. TSA will
coordinate with these offices to address any concerns, and disagreements shall be

elevated to the Deputy Secretary and/or Secretary, as necessary, prior to
implementation of the rule.

Secure Flight Settings

(U//SST) In the Final Operating Capabﬂ.tty (FQOC) for Quiet Skies, Secure Flight will
provide automated match processing and reporting.’ Specific characteristics of the
Secure Flight process include:

e (U S8SI) The Quiet Skies watchlist is built from mle feedback received by Secure
Fhight
e (U SSI) For name matching. the match threshold will be set at 99 percent.'*

SSI In making such notfications to CRCL. PRIV, and OGC. TSA will alert the powts of contact on

(17 SS1) Quiet Skies FOC is scheduled to be implemented in mid-April 2012,
1% (U,7$ST) An individual is added to the Quiet Skies List as a result of their initial Silent Partner rule hit.
Day 1 on the Quiet Skies Listas the day that wnformation 1s received from Secure Flizht.
WU osso

WARNING: This record contains Sensitive Security Information that is controlied under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™. as defined in 49
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Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
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TSA_HSGAC_8-21-24_T1_0000029
SENSITIVE SECURITY INFORMATION 7

o (U//SSI) The DOB match threshold will be 100 percent (exact DOB
match), allowing for inversion of month and day.

(U//SST) For passport number of country of issuance matching, the match
threshold will be set at 100 percent.

(U//SST) Quiet Skies will match agamst domestic, international inbound and
international outbound flights.'* It will not match against international to
international flights, to include overflights, received by Secure Flight.

o (U//SSI) Quiet Skies will not match against the Cleared List magaged by the DHS
Traveler Redress Inquiry Program (TRIP).}*

o (U//SSI) Passengers who match a Quiet Skies record will automatically receive a
Selectee Boarding Pass Printing Result (BPPR). Secure Flight will not inhibit
boarding passes or perform identity verification.!”

o (U//SSI) Secure Flight will provide a daily report of individuals who matched the
Quiet Skies List to the TSA Office of Intelligence and Analysis for quality
assurance, oversight, and redress purposes.

(U//SST) TSA plans to implement Quiet Skies in such a way that many of the above
parameters are configurable, to include:

¢ (U//SSI) Automatic list record deletion timefiame, unique for each rule,

(U//SST} Random exclusion from receiving SSSS BPPR (see Random Exclusion
section below).

* (U//SST) Cleared List Matching (ability to clear Quiet Skies List matches if they
are an exact match to the Cleared List managed by DHS TRIP). Note, at launch.
Quiet Skies matches will not be matched against the Cleared List.

¢+ (U//SSI) Quiet Skies Cleared List (ability to clear Quiet Skies List matches if they
are an exact match to the QSCL, detailed in the Redress section below).

?(1° SSI Theough the Quiet Skies pilot.

These issues result in a sizmuticantly higher number of questionable matches
(1" SST) An individual on the Quiet Skies List may be selected for enhanced screening on an

Intemational Inbound flight if subsequent international travel does not result in matching to a Silent Partner

rule.

** (U/*SST) The Cleared List refers fo a list maintained by DHS TRIP of persons who have been cleared.

for pusposes of TSA screening only. against? the Terrorist Screening Database (TSDB).

5 (U//SSD) The Boarding Pass Printing Result (BPPR) is a message sent by Secure Flight to the air carrier.

It can contain four possible message responses: Cleared, Inhibited, Selectee, or Known. Itis not TSA's

intent to inhibit boarding passes for Quiet Skies which would require the air carrier to make a resolution

call to Secure Flight.

MARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™. as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by 5§ U.S.C. 522 and
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¢ (U//SSI) Flight Type (Domestic, International Inbound, International Outbound,
and International to International (includes Overflights)).

o (U//SSI) Match Threshold (i.e. 99 percent and exact date of birth (DOB)).

Operating Procedures Minimizing Impacts on Travelers

(U/1SSI) TSA is committed to managing Quiet Skies in such a way to ensure that the
impact upon travelers is minimized. Throughout the different phases of the Quiet Skies
pilot, TSA has developed processes aimed at preserving the privacy, civil rights and civil
liberties of travelers. These include:

e (U//SS1) Deliberate Exclusion: Thorough reviews of encounter data are conducted
to ensure that inclusion on the Quiet Skies List was appropriate; and
o (U//SSI) Throughout the Quiet Skies pilot, the majority of deliberate
exclusions have been for (1) individuals associated with a TSDB subject
whose investigation was subsequently closed or (2) individuals whose
travel TSA assessed would not warrant further scrutiny.
¢ (U//SSI) Encounter-Based Exclusions: Automatic removal of a Quiet Skies List
record after it has triggered three (3) encounters resulting in enhanced screening.
e (U//SSI) Automatic removal of an individual after a defined period of time,
depending on the rule applied. Individuals added via the TSDB Affiliate rule will
be purged from the list after 20 days. Individuals added via intelligence-based

rules will be purged from the list after 90 days. All Quiet Skies rules will be
reviewed quarterly.

(U//SSY) TSA will employ all three types of exclusions in Quiet Skies.

(U//SSI) TSA will exempt individuals from additional screening if it appears the
individual is unnecessarily being subjected to repetitious enhanced screening due to
repeatedly matching rules.

Deliberate & Encounter-Based Exclusions

(U//SSI) TSA will monitor the Quiet Skies encounter data and review the encounters to
determine the nature of the rule hit, .and
whether there is data warranting exclusion trom the Quiet Skies List. As TSA does not
consider it feasible to develop an algorithm to exclude individuals from the list prior to
their first screening encounter, this analysis will be conducted after an individual’s first
Quiet Skies encounter. TSA expects this review will take place within seven days of the
initial match. Individuals will be removed prior to their third encounter if they match

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know”, as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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generic F data, such as publicly available hotel information. TSA does not
receive and will not match against screening records."®

(U//SST) TSA will leverage specified U.S. Government information to make such

On a linuted basis. TSA may use open source mformation to resolve ambiguities
pertaining to matches for telephone listings. Other fields may be
approved on a case-by-case basis with the oversight offices.

(U//SST) Individuals will be automatically excluded from the Quiet Skies List after their
third encounter resulting in enhanced screening, a process that TSA has successfully
developed and validated as part of the Quiet Skies pilot. Should TSA identify an
individual with greater than three encounters, a deliberate exclusion will be immediately
processed.

Random Exclusion

(U//SST) TSA has developed a capability to randomly exclude individuals on the Quiet
Skies List from receiving a Selectee Boarding Pass Printing Result (BPPR)} at a
confignrable percentage rate. Instead, these passengers will receive a Cleared BPPR.Y
When an individual is a Quiet Skies match but is randomly excluded, their encounter
information is removed from the selectee population. The retention schedule for the
excluded passenger data reflects passengers who did not match any Secure Flight watch
list. These excluded records are purged from Secure Flight within seven days of the
passenges’s completion of travel, vice the established retention time-frame for automatic
Quiet Skies List matches of seven years.

(U//SST) For example, with random exclusion set at S0 percent, then approximately half
of the passengers matching a Quiet Skies record will receive a Cleared BPFR. An
individual could travel three times and not be randomly excluded at all. Conversely, an
individual could travel five times and be exchuded twice. Regardless, in either scenano.
the individual will be removed following the third encounter resulting in referral to
enhanced screening.

(U//SST) Random exclusion is consistent with TSA's unpredictable screening operations
and will conserve resources at the screening checkpoint should the operational impact of
employing Quiet Skies rules become problematic. While both TSA and DHS 1&A
recognize the effectiveness of random exclusion in a number of screening programs, for

-
o

{11 SSI) Receipt of a Cleared BPPR assumes the passenger was not a match to high-risk watch lists.

vG: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™. as defined in 49
CER parts 15 and 1520. except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies. public disclosure is governed by § U.S.C. 522 and
CFR parts 15 and 1520.
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Quiet Skies, we believe that limiting the random exclusion may increase the effectiveness
of deterrence. Therefore, at implementation, TSA will set the random exclusion
percentage at zero percent.

Redress

(U//SSI) The DHS TRIP will likely receive redress requests from travelers who have
received additional screening under Quiet Skies. In addition to the actions noted above,
TSA is committed to incorporating DHS TRIP into the overall redress process. Based on
the results of the Quiet Skies pilots, the proposed use of an exact DOB match and high
match threshold will likely result in a very low rate of misidentification; however, TSA
will incorporate new functionality in future TSA-OIA releases to properly address redress
issues associated with misidentifications. When this functionality is implemented, DHS
TRIP will review redress applicants to determine whether or not they are identity matches
to the Quiet Skies List. In cases in which DHS TRIP cannot make an identity match
determination, DHS TRIP will forward these cases to TSA-OIA for further analysis and
adjudication.

(U//SSI) TSA will also create a Quiet Skies Cleared List (QSCL) intended to minimize
impacts on travelers, to ensure an individual will not remain on the list indefinitely, and
to enhance privacy, civil rights and civil liberties protection in the Quiet Skies program.
TSA will add individuals to the QSCL regardless of whether they file a Traveler Inquiry
with DHS TRIP.'

s (U//SSI) The QSCL will include several data elements, such as (1) the traveler’s
full name, (2) DOB, and (3) the rule ID.

s (U//SST) TSA will add a traveler to the QSCL after three encounters resulting in
enhanced screening or when the name retention period for the rule has expired (20
days for the affiliate rule and 90 days for intelligence-based rules), whichever
comes first.

o (U//SS]) Individuals on the QSCL will be cleared for a period of 18 months.
During this time period, an individual would not be referred for enhanced
screening due to matching against the same Quiet Skies rule. After that 18-month
period, travelers who hit a Silent Partner rule that is an active Quiet Skies rule will
again be placed on the Quiet Skies List, and become eligible for the QSCL again
as described above.

8 (U#SSI) Since the automated QSCL functionality will be developed and incorporated into future
technical releases of Secure Flight, TSA will continue to utilize a temporary process to develop, maintain
and use the QSCL and perform manual removals for persons meeting the qualifications. Any changes to
this tamporary process prior to implementing an automated process will be coordinated with CRCL and
PRIV.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™, as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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e (U//SSI) TSA will also maintain the ability to manually add travelers to the QSCL
in order to reduce impacts on individuals who repeatedly hit rules in situations
warranting permanent removal. TSA will leverage specified U.S. Government
information to make such a determination:

(U//SST) Since the automated QSCL functionality will be developed and
incorporated into future technical releases of Secure Flight, TSA will develop a
temporary process to develop, maintain and use the QSCL upon implementation
of the Quiet Skies program. This manual QSCL will be used to perform manual
exclusions for individuals being subjected to repetitious enhanced screeniug due
to repeatedly matching rules. Any changes to this temporary process prior to
implementing an automated process will be coordinated with CRCL and PRIV.

Data Sharing

(U//SST) TSA will not share the Quief Skies List and match results with external agencies
unless there is a checkpoint screening anomaly encountered that triggers ordinary
incident response processes. In the event a screening anomaly is noted for an individual
on the Quiet Skies List, TSA may, on a case-by-case basis, share derogatory information
relating to the individual with the appropriate parties via 2 watchlisting nomination

g . Separately, TSA may share
specific Quiet Skies results with DHS and components, on a limited basis, to facilitate
oversight, and for litigation or redress purposes, as applicable.

(U//SSI) The Quiet Skies List will only be used to conduct Quiet Skies List matching by
Secure Flight and will not be used by other TSA vetting programs.

Data Retention

(U/SSI) Data related to Quiet Skies will be managed in three separate records areas.
Secure Flight maintains several distinct categories of records subject to retention:

e (U//SSI) The watch list database includes the active records against which Secure
Flight screens. and Quiet Skies Lists.
o

o (U//SSI) Quiet Skies List entries on individuals selected for ephanced
screening by the TSDB Affiliate rule under Quuet Skies will be deleted
from the Secure Flight watch list database after the traveler’s third
encounter resulting in additional screening or when they expire at the end
of the rule’s specified name retention period, whichever occurs first.

$G: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know™, as defined in 49
CER parts 15 and 1520. except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies. public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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o (U/SSI) Quiet Skies List entries on individuals selected for enhanced
screening by intelligence-based rules under Quiet Skies will be deleted
from the Secure Flight watch list database after the travelers’ third
encounter resulting in additional screening or when they expire at the end
of the rule’s specified name retention period, whichever occurs first.

o (U//SST) Quiet Skies List entries will be deleted for any rule that is
deactivated as a result of TSA or the Intelligence Community indicating
that the particular threat to aviation within the Homeland is no longer valid
or has been successfully disrupted, whichever is earlier.

o (U//SSI) Secure Flight also maintains information on individuals matched to
watch lists. For the Quiet Skies List, this information includes the identifying
information of the passenger, the identifying information of the Quiet Skies List
record(s) of the potential match, the itinerary information, and administrative
information. Match data will be retained pursuant to the existing Secure Flight
records retention schedule—match data retention for Quiet Skies will be seven
years. Match information has limited access and will only be used for the purpose
of redress, or as necessary for litigation. If an individual is randomly excluded for
a particular trip, Secure Flight will treat that record as a non-match and only retain
the data for up fo seven days.

(U//SST) TSA-OIA will generate and maintain daily copies of both the Quiet Skies List
and any Quiet Skies encounter records to manage the program and conduct redress
analysis and facilitate oversight by DHS. TSA-OIA will maintain the Quiet Skies List
records for no longer than two years in order to address legal or redress questions which
may arise from an individual’s referral.

(U//SSI) Incident Information: If an individual selected by Quiet Skies is involved in a
screening or security incident meeting the threshold for reporting - incident data
will be retained pursuant to TSA’s incident management and enforcement record
retention requirements.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15
and 1520. No part of this record may be disclosed to persons without a “need to know”, as defined in 49
CFR parts 15 and 1520, except with the written permission of the Administrator of the Transportation
Security Administration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. 522 and
CFR parts 15 and 1520.
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OFFICE of INTELLIGENCE amd ANALYSIS
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17 January 2021 1A-48865-21

PUBLIC SAFETY & SECURITY

(1) Threats to Civil Aviation Surrounding Presidential Transition

(LFOUO) We assess that airports and aviation personnel, especially in the National Capital
Region (NCR), are at risk of potential escalatory acts of violence due to the heightened threat
environment surrounding the presidential inauguration. Elected officials encountered during
travel, airline and airport personnel, and law enforcement probably are the most likely potential
targets of harassment that could escalate to violence at or near airports or onboard aircraft.
While we have not identified any specific, credible information indicating that individuals
explicitly intend to target aviation or aviation-associated personnel, recent disruptions at
airports and onboard flights demonstrate the potential for isolated, opportunistic acts of
violence.

e (L) Several flights into and out of the NCR in the days prior to and following the violent
breach of the Capitol Building experienced individuals becoming verbally and physically
abusive toward flight crew and other passengers, according to a representative of a flight
crew professional organization and media reports.

¢ () Between 6-11 January 2021, several passengers in airport terminals and onboard
aircraft angrily confronted two US Senators and a member of the US House of
Representatives by yelling at and taunting them, according to media reports. Members of
Congress have consequently expressed concern for their personal safety while traveling,
leading the US Capitol Police and Sergeant-at-Arms to announce additional security
measures for Members traveling through airports.

o () Flight crews responsible for enforcing airline mask-wearing policies remain at risk of
potential conflict with noncompliant or disruptive passengers. While this has been an
issue throughout the COVID-19 pandemic, multiple videos of passengers being removed
from flights, allegedly for noncompliance with mask policies, have garnered significant
attention on social media in the days following the Capitol breach. This could further
exacerbate the already heightened threat environment, increasing the risk to flight crew
members forced to mediate in combustible situations.

¢ () Law enforcement has already made at least one high-profile arrest of a prominent
militia extremist at an airport, on a charge of unlawful activity connected to the Capitol
breach. Additional encounters with law enforcement have the risk of becoming violent,
especially if the detainee or bystanders perceive the J]aw enforcement action as unjust.

w Prepared by the Countertemorism Mission Center. Coordinated within the DHS Inteligence Enterprise (CBP, CWMD, ICE, TSA, USCG).
For questions, contact DHS-SPS-RFi@hq dhe.gov

UNCLASSIFIED/IFOR OFFICIAL USE ONLY
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wyFouo) Misinformation Regarding No Fly List Could Further Exacerbate Tensions

(/rouo) The US Government maintains a host of security measures for airline travelers who
pose or may pose a threat to civil aviation or national security, including preventing an
individual from boarding an aircraft, requiring enhanced screening, and alerting security
personnel that an individual is expected at an airport.

uyFouo) Political figures and aviation insiders have increasingly called for individuals found
to have participated in the Capitol breach to be placed on “the No Fly list.” Video clips
circulated online of passengers being removed from flights for mask noncompliance have
sometimes been inaccurately labeled as passengers being denied boarding due to placement
onsuch a list. Industry figures have also raised the possibility of airlines sharing information
amongst themselves about unruly passengers to create a temporary list of banned individuals
separate from government watchlists.

(U/Fouo) Misinformation and misperceptions about aviation security measures, their
application, and the reasons for offboarding of passengers —which can occur for a variety of
reasons —may contribute to already heightened tensions among noncompliant or
confrontational individuals at airport facilities who could blame the denial of their ability to
travel on perceived government overreach with the “No Fly list.”

(UyFOUO) We assess that grievances associated with the presidential trausition could continue
to drive potential violent actors to travel to the NCR or other locations requiring air travel,
including folloteing Inauguration Day on 20 January. Aviation facilities and companies as well
as public officials and law enforcement agencies reportedly are preparing responses to mitigate
potential violent disruptions.

* (U/FOUO) A significant number of individuals arrested at the events of 6 January traveled
from outside of the NCR area, prompting concern that individuals will continue to travel
to the NICR to foment violence. At least two members of Congress have asked for the
FAA to take action to limit the opportunity of air travel for those seeking to come to the
NCR to turther violence and unrest.

o () Aviation facilities and companies are also implementing new policies and changes to
address the threat of future unrest. According to media reports, at least one airline has
increased staffing at NCR airports, and is halting liquor sales onboard flights to and from
those airports. Multiple airlines have also announced new policies prohibiting guns in
checked baggage on flights to the NCR until atter the inauguration.

» () Officials at one NCR airport told media that they would have an increased law
enforcement presence in the aftermath of the violent breach at the Capitol. TSA is also
increasing the presence of law enforcement and other security personnel at airports and
onboard aircraft. Additionally, TSA has increased security around surface transportation
nodes throughout the NCR.

UNCLASSIFIEC. FOR OFFICIAL USE ONLY
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(UyFouo) Potential Risk to Surface Transportation

yFouo) Civil disturbances and possible related violence at or near airport locations runs the
possibility of spilling over to other local transportation modes such as metros, buses, and trains
that aviation passengers use to arrive at and depart from airports. Airline travelers who are
perceived to pose or do pose a threat and are prevented from traveling by air may decide to
travel via other transportation modes. Once at their destination city, they are likely to rely on
surface transportation to reach event locatians. Surface transportation could be at risk due
solelv to its proximity to other events; on 6 January, for example, a truck parked near the
entrance to a Metro station in Washington, DC was found to contain rifles and shotguns, a
great deal of ammunition, and other unspecified material, according to press reports.

UNCLASSIFIED'FOR OFFICIAL USE ONLY
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Source, Reference, and Dissemination Information

Source Summary
Statement

@zrouo) We have medium confidence in our assessment that the heightened threat
environment has the potential to spask disruptions to aviation operations in the NCR.
Our assessment is informed by open source reporting and past incidents of aviation
disruptions. Additional reporting indicating specific and credible threats to the aviation
industry would likely catse us to increase our confidence in our assessment.

(UFouo) We have high confidence in our assessment that elected officials, flight crews,
and law enforcement are the most likely targets of violence at aviation facilities. Oux
assessment is based on open source reporting identifying these individuals as the main
targets of past discuptive incidents at aviation facilities. Our confidence in this
asgessment might decrease if we receive additional reporting indicating other targets of
violence at airports or on flights.

@FoU0) Militia Extremists: Groups or individuals who facilitate or engage in acts of
unlawful violence directed at federal, state, or local government officials ez
infrastructure in response to their belief that the government deliberately is stripping
Americans of their freedoms and is attempting to establish a totalitarian regime. These
individuals consequently oppose many federal and state anthorities’ laws and
regulations, (particularly those related to firearms ownership), and cften belong to
armed pararilitary groups. They often conduct paramilitary training designed to
violently resist perceived government oppression or to violently ovesthcow the

US Govenunent.

Reporting Suspicious
Activity

@ To report suspicious activity, law enforcement, Fire-EMS, private security
personnel, and emergency managers should follow established protocols; all other
personnel should call 911 or contact local law enforcement. Suspicious activity reports
{SARs) will be forwarded to the appropriate fusion center and FBI Joint Terrorism Task
Force for further action. For more information onx the Nationwide SAR Initiative, visit
http:/ / nsincirc.gov/resources.aspx.

(il) Federal, state, local, tribal, territorial al-athorities, and private sector partners.

@) Warning: This document is UNCLASSIFIED/ /FOR OFFICIAL USE ONLY

(C/ /FOUQ). It contains information that may be exempt from public release under the
Freedom of Information Act (5 US.C. 552). It is to be controlled, stored, handled,
transmitted, distributed, and disposed of in accordanse with DHS policy relating to
FOUQ information and is not to be released to the public, the media, or other personnel
who do not have a valid need to know without prior approval of an authorized DHS
official. State and local homeland security officials may shace this document with
authorized critical infrastructure and key rescarce personnel and private sector
security officials without further approval from DHS.

@5 All US person information has been minimized. Should you require US person
information on weekends or after normal weekday hours during exigent and time
censitive circumstances, contact the Current and Emerging Threat Watch ¢ ttice NGB
- SO DHS.GOV. For all other inquiries, please contact the
Homeland Secunty Smgle Point of Service, Request for Information Office at (NN
Ezhq.dhs.gov _;d.ha.sgov.;;-".' I i zov.

1
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“| OFFICE OF LAW ENFORCEMENT/FEDERAL AIR MARSHAL SERVICE
LAW ENFORCEMENT INFORMATION COORDINATION SECTION

Effective Tuesday, March 13, 2018, OLE/FAMS will initiate Special Mission Coverage (SMC) on flights
carrying Quiet Skies Selectees.

TSA’s Quiet Skies Program

The purpose of the Quiet Skies Program is to mitigate the threat to commercial aviation posed by
unknown or partially known terrorists; and to identify and provide enhanced screening to higher risk
travelers before they board aircraft based on analysis of terrorist travel trends. tradecraft and
associations.

Through the Quiet Skies Program, TSA’s office of Intelligence and Analysis designates potentially
higher risk travelers for enhanced screening and security measures because they engaged in travel fitting
intelligence driven, risk-based passenger targeting rules. Quiet Skies rules are triggered when
individuals enter the United States from foreign locations.

e TSA I&A currently employs Quiet Skies rules to screen passengers.
* Quiet Skies rules change based on current intelligence.
Quiet Skies rules target specific travel patterns or affiliations, for example:

— Rules may target individuals who have spent a certain amount of time in one or more specific
countries; or

-~ Rules may target individuals whose reservation information includes email addresses or phone
numbers associated to watch listed terrorism suspects.

* Quiet Skies Selectees receive enhanced screening at security checkpoints.

» [Individuals who meet the requirements for addition to the Quiet Skies list remain on the Quiet
Skies list for up t0 90 days or 3 encounters, whichever comes first, after entering the United States.

¢ TSA currently sees 40 — 50 Quiet Skies Selectees on domestic carriers nationwide each day.

Special Mission Coverage

Quiet Skies Selectees are different from traditional SMC subjects because they are not under
investigation by any agency and are not in the Terrorist Screening Data Base (TSDB). However, SMC
operations on Quiet Skies Selectees will be conducted in the same manner; with two exceptions:

1. Briefings to SMC teams will not include traditional “derogatory” information. However, if
available, teams will be briefed on which Quiet Skies rules the passenger triggered.

2. SMC AARs on Quiet Skies Selectees will not be shared with partner agencies unless significant
derogatory information is documented by the FAM team.

Requirements for submission of the SMC AAR for Quiet Skies Selectees remain the same.

NING This record ¢ Ser ¢ Secunity [n 10 is controlied under 49 parts 15 and [52( art of th losed 1o person:
without a "need to know defined 1n 4 parts 15 and 1520, except with the wniten permission of the Admunistral Tr Secunty Administrat
or the Secretary of Transport: red el in civil penalty or other act 1 S Agencies, e is governed by 5

S C 552 and 49 rts 15 and 152
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From:

Sent: Monday, June 28, 2021 1:56 PM

To:

Cec: TSA QIA Watchlist Program

Subject RE: Memorialization to Remove 1/6 Subjects

That is correct.

Assistant Administrator

i e & Analysis, TSA
(office)
{(mobile)
(24/7 Watch)

From

Sent: Monday, June 28, 2021 9:41 AM
To:
Cc: TSA OIA Watchlist Program
Subject: Memarialization to Remove 1/6 Subjects

Ma’am,
This email is to memorialize your verbal guidance to remove ail of the 1/6 US Capitol subjects.

As of this email all subjects have been removed.

This does not include the one subject who made a verbal threat to flight attendants.

V/R

Watch Listing Analyst

Threat Mitigation & Network Targeting

Intelligence Warning Branch | Transportation Analysis Division
Transportation Security Administration

HQ Watch Listing Cell

After Hours Assistance: HQ Watch Floor | NN

Cell Phon

E-mail:
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From:

Sent: Tuesday, December 20, 2022 3:37 PM

To:

Subject: FW: TSA-IBA £ SN2 - 3943-22; [ (AIRPORTS: IAH-JFK) AIRLINE: B6
Attachments: ESNR-3943-22 df

Close hold.

Suboptimal situation; but | don’t anticipate any issues if everyone just does what they are supposed to
do. Let me know if there are any questions or concerns.

Thx,

Sent with BlackBerry Work
(www.blackberry.com)

From:
Date: Tuesday, Dec 20, 2022 at 13;32

@tsa.dhs.gov>, 2tsa,dhs.gov>  NEG_N
@tsa.dhs gov>, ICS-SAC @tsa.dhs.gov>,

@tsa.dhs.gov>

Subject: FW: TSA-1&A ESNR-3943-22,. {AIRPORTS: AH-JFK) AIRLINE: B&

Helio Sir,

As per our conversation, attached is the ESNR travel itinerary, who is the wife of a HOU FAM. She has been covered
in the past. This time she is traveling with her husband, who has the ability to fly while armed, which would require
de-confliction prior to take-off. The FAM is listed as a ABR, rules based selectee for screening, due to association
of traveling on the same itinerary as a KST. FAM is aware of the situation and the SMC Team will be brief on his
awareness. TSC will submit a Special Handling Request (SHR) to prevent him from being secondary screened at
the gate. | have contacted HOU SAC (FO of FAM) and WFO SAC (FO of team covering ftight). Please (et me know if
you need any further from me.

Thanks,

Supervisory Air Marshal in Charge {Acting)
DHS TSA Federal Air Marshal Service
Information Coordination Section
Counter Terrorism Unit
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Information contained in Federal Air Marshal Service (FAMS) Email or other documents from the FAMS is Law
Enforcement Sensitive and intended for Official Use Onty. No portion of any document can be released to the
media, the general public, or sent over non-secure internet servers. Release of any FAMS document,

correspondence, or law enforcement sensitive materiat could adversely affect our mission or jeopardize
investigative activities.
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EXPANDED SELECTEE NOTIFICATION REPORT (ESNR)
Type: Domestic PRELIMINARY

DO NOT CARRY OUT ADDITIONAL OPERATIONS OTHER THAN THOSE REQUIRED BY THF SOP UNLESS DIRECTED BY TSA HQ
vl A. SUBJECT IDENTIFYING INFORMATION
1. Given Nuoe: | s.en: 6 s [N
- 7 gy [l

| 3. Gender: Female 8. Travel Idensfication Document: (Type: Jssued by/Nianber)

4. Date of B I None Available:

9. Travel Document Verified at Check-in. [
) & "~ B. FLIGHT INFORMATION 3

| Ao Wy Dot AE“‘;“‘.:;' Amrira DateTime PRLPR | Oveegh | SFNom
1 | Bege2 | 1am | 1222202 1701 | mr | 12e22022 2130 g | o
2] | [ f - o | g

3 | / | | 1 O .
o N : | o] @O
s« | 1 _ B R = =

L] UPDATE: Itinerary Change Summary
Flight Type: §4 Commescial [ Military ] General Aviation Souree: [X) SF [] Airline Carrier {1 Gov. Agency (] APIS/PNR Data
C. SUBJECT ENCOUNTER STATUS & RESOLUTION ACTIONS

| Airline directed to process as Selectee ] Watchlist Exclusion [J Checked-in. did not travel (] Flew Without Prior Notification
| Offlcaded Per CBP Reques [ Canceled _| %o Show
| Inconclusive Match [] Negarne March | Removed from Watch Lisr

D. ADDITIONAL INFORMATION
1. Other watchlisted individuals on the flight(s): (] YES [INO  Other warchlisted individuals on the same PRL(s)’PNR: [ YES NO

2. Co-Travelers and Watchlist _ oo S [ = s O — non-m_
Boardmg Pass Status: electee

3. Additional Comunents: Prelim ESNR. Pax has NOT checked in at ¢his time.

- N i R SR

E. REPORY REFERENCE INFORMATION
1. Report Reference #: ESNR-3943-22 2. Report Date Time: 12:19/2022 /6:35 PM ET IJ. Prepared by.

4. Approved by [l Mational Transportation Vetting Center. Watch Manager, Commercial Tel _

#CFR PARTS IS AND LT, ¥XCEPT WITR THE WRITTEN PERMISSION GF THE ADMINISTRATOR OF THE TRAMSIORTATION SSCURTTY ADMINISTRATION OR THE SECRETARY OF BOMELAND SECURITY. LNAUTHORIZED DESCLOSURE MAT
EESULT IN CIVIL PENALTY OR OTHER ACTION. POR U S. GOVERNMENY ACENCIES, PUSLIC DXSCLOSUNE IS GOVERNID BY 5 U S 552 AND D CFR PARTS 15 AND LA

— —— 1
memmmxmmmsmm-u;mumm NOPART OF THIS FRCORD MAY 35 DISCLOKED 7O PERIORS A NEED ‘AS

SENSITIVE SECURITY INFORMATION
ESNR Fon 100 w4.0
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From: L N

Sent: Monday, August 15, 2022 1:30 PM

To:

Cer :
Subject: RE: HOU Selectee Passenger 16AUG2022

Please note: For operational and administrative reasons, it is important that this subject’s information {including
Selectee flight information) not be distributed to any HOU FO personnel outside of this group {individuals on the To and
Cc line}. Barring exigent circumstances, all related SMC missions will be assigned to other fie'd offices.

These details are close-hold and should be handled accordingly.

Please give me a call if you have any concerns.

Thank you

SACHOU FO

I ovile
From: [N ¢ s.chs.gov>

Sent: Monday, August 15, 2022 1.07 PM
atsa.dhs.zov> | NG - - < =---
@tsa.hs.gov>; I @ =2 <hs.cov>; NN
@tsa.dhs.gov>

Subject: HOU Selectee Passenger 16AUG2022

Dtsa.dhs.gov>

Gentlemen,

FYSA, here is the unclassified information for the Domestic Inbound Selectee passenger scheduled to travel on
Tuesday. Use the current national password to open the document. Let me know if you have any questions.

Field intelligence Ctticer

George Bush Intercontinental Airport (IAH)
Transportation Security Administration
Department of Homeland Security

Office Phone
Cell Phone
Email

WARNING: This communication, along with any gttachments, s covered by Federol and State low governing electronic ond may
and kgn”y privileged information. If the reader of this message is not the intended recipient, you are hereby notified that uny dissemination, distribution, use or
pying of this Is strictly prohibited. if you have received this in error, please reply immediately o the sender and delete this message.

Birdosreblend
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From:

Sent: Wednesday, January 18, 2023 5:05 PM
To:

Subject: Timeline (HOU SMC Matter)
Attachments: Timeline Re HOU FAM SMC Matter.docx

Good day. Ref today’s conversation, please see attached timeline of events and advise if any additional information is
needed at this time.

Thank you,

SAC Houston

I o
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(

Note: Employee Is a FAM assigned to the Houston Field Office {(HOU) and currently works in the HOU Operations section.

e On 7/14/2021, the employee received a standard SMC email notification via the shared HOU SMC router, which
was sent from the LE FAMS Information Coordination Section (ICS) indicating the assignment of a SMC. The
employee opened the document and noticed that his spouse was the subject of the SMC. The employee
immediately reported the issue to his supervisor and HOU leadership.

o
[e]

HOU leadership notified LE FAMS Headguarters, including OCC, ICS and Field Leadership.

FAMS ICS contacted HOU and indicated that they had spoken with the originating agency (FBI) as well as
the case agent assigned to the investigation. The FBI indicated that the SMC subject is reportedly
connected to the events at the United States Capital Building on 06JAN2021. FAMS ICS discussed the
situation with the case agent and how the subject of the case had a spouse who was a FAM with
potential access to SMC notifications due to his position working in HOU Operations. The FBI indicated
to ICS that this was not an issue for their investigation and that only the spouse was under investigation.
Due to the sensitive nature of the issue, HOU leadership requested that ICS compartmentalize the
information and to not include HOU on any SMC activities related to the situation.

HOU leadership met with the employee to gain some additional insight into the situation and to advise
the employee to have no involvement with any official investigative activities related to the situation
and to not discuss the matter with his spouse. Employee also indicated that he had no involvement in
the situation and furthermore did not travel with the spouse to Washington, DC during the time in
question.

o On 8/8/2022, a HOU FAM Team was assigned to SMC #22-58096 and in the after action report the FAM team
included the following statement, “FAM team spoke ta the husband, a co-worker (Houston Field Office FAM) of
SMCsubject.... He advised subject was going to visit family in New York.”

Q

o}

(o)

Because it was unknown why, where, when and how the FAM Team communicated with the husband
{FAM) of the SMC subject regarding this special mission assignment, HOU management submitted an
Incident Tracking Report {ITR) regarding the issue to the Incident Activity Coordination and Trends (IACT)
section. IACT in turn submitted the incident via their e-mail routers to TSA INV, PERSEC, and PR for
review.

LE FAMS SLT advised ICS to ensure all future SMC assignments involving this subject do not get assigned
to HOU.

On 9/1/2022, the ITR was closed, no further action.

e On 12/20/22, the employee notified HOU management that he would be traveling on 12/22/22 (1AH-JFK) armed
with his spouse to New York to visit family. Additionally, on that date, HOU management discussed the issue
with iCS and FLT leadership and ICS indicated that they would discuss with TSA leadership. The following day, ICS
indicated that the employee would be receiving a waiver because they are traveling on the same PNR as the
SMC subject.

WARNING: This record contains Sensitive Secunty Information that Is controlled undar 49 CFR parts 15 and 1520, No part of-this record may be disciosed to persons
without a "need to know,” as defined in 49 CPR parts 15 and 1520, except with the written permission of the Administrator of the Transportation Security Administration
or the Secretary of Transportation. Unauthorized release may result in civil penalty or ather action, For U.S. government agencles, 5 U.S.C. 552 and 49 CFR parts 15 and

1520 govern public disclosure
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Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LEIFAMS

SMC 21-27274
SMC Date: 7/15/2021 SMC Requestor: Secure Flight
LEICS FAM: | $5 o Contace #: [ .
POINT OF CONTACT FAM TEAM CONTACT #
LG TS0C: | w . JEERERT
Moc: BT [ e o~ ORRETT
Field Office: | IR
SUBIECT INFORMATION
Last Name: | pwramas]
First Name: EDEE
Middle Name:
DOB: i <
Height/Weight: UNK/UNK
Eyes/Hair: e
Watch List Status: | [N
POB: NEW YORK (US)
Identifier: |
Additional Subject I
Information: {
Co-Travelers Identified on PNR
no known co travelers
 Flight Departure Airport | Date Time Artival Alrport | Date Time
UA 1073 Fit 07/15/2021 1545 1AH 07/15/2021 1722

SMC Report v 20190332

WARNING: This record containg Sensitive Security Information that is coptrolled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. Far U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: R

Approving Supervisor: | is . ) epeiel

Co-travelers/Associates
Describe any apparent co-travelers or any apparent associates with whom the SM subject spoke before, during or cfter the
Jlight. Note alf avaflable details, including time and location of the interoctions, physicul descriptions, seot numbers, etc.

Name (if known) Description of Contact/Asseciation Additional Descriptors/Details

Electronic Devices
Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

Nothing Significant to Report -

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1S26. No par: of
this record may be disclosed to persons without a "need to kmow,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Adminlstration or the Secretary of Transportation,
Unauthorized release may result in £ivil penalty or other action. For U.S. government agencies, S U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure,
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Special Mission Coverage After Action Report Instructions

¢ The completed report should be submiited to the appropriate field office supervisor for review and
submission to LEICS
- AARSs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR tc
/in WORD
t (DO NOT PASSWORD PROTECT ing the original naming convention under which
you received the SMC dacument (i.e. SMC 15-00xxx)
*  AARSs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
¢ This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
» Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

¢ Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:
o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
~ Note as many descriptors of the UNSUBs and their seat numbers if possible
~ Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
-~ Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
— Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
o If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report ¥ 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result In civil penalty or other action. For U.S. government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Law Enforcement Information Coordination Section (LEICS)

SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 21-27327
SMCDate: 7/17/2021 SMC Requestor: Secure Flight
LEICS FAM: IS Contact I
POINT OF CONTACT FAM TEAM STAFF & | CONTACT #
LEIGTSOC | R TN | —
MoC: T DEE T 0 ——
Field Office: | I I i
SUBJECT INFORMATION SUBJECT PICTURE

Last Name: v =
First Name: [
Middle Name:
DOE: oEmmm
Height/Weight: UNK/UNK
Eyes/Hair: EERNE
Watch List Status: —
POB: MEW YORK (US)
Identifier: EiEmE
Additional Subject
Information:

|

Lo-Travelers identifled on PNR
NONE LISTED
| Flight Departure Airport | Date Time | Arrival Airport | Date Time
UA 1420 FLL 07/17/2021 1715 IAH 07/17/2021 1917
SMC Report v 20190312

WARNING: This recard contains Seusitive Security Information that is contralled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without 2 "need to know.” as defined in 49 CFR parts 15 and 1520, except with the
written permisston of the Adusinistrator of the Transportation Security Adminlstration or the Secretary of Transportation
Unauthorized release may result in civil penalty or other action. For U.S, government agencies, 5 U5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: EEREELD
Approving Supervisor: [T

Co-travelers/Associates
Describe ony opparent co-travelers or any appurent associotes with whom the SMC subject spoke before, during or ofter the
flight. Note oll available details, induding time ond location of the interoctions, physical descriptions, seat numbers, etc.

| Name (if known) | Description of Contact/Association Additional Descriptors/Details

£lectronic Devices

Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

186:35 EST; Subject arrived at gate C-1 {pink t shirt, trump hat). Subject was walking with a disability like
she had stroke, and the whole left side of her body was limp and a loss of muscle on her whole left side
of body.

16:45EST; Subject boarded and was screened by TSA before boarding plane.

16:59 EST; Subject sitting in 7F.

19:00 EST; Plane landed at 1AH without incident {C 44).

19:05 EST; Subject exited plane, observation was terminated due to connecting flight time.

End of report.

SMC Report v 20190312

WARNING: This record contalns Sensitive Secarity Information that is controlled unde: 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons witbout 2 "need to know.” as defined in 49 CFR parts 15 and 1320, except wirth the
written permiission of the Administrator of the Traasportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.5. government agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Special Mission Coverage After Action Report Instructions

* The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After revicwing and approving the AAR, supervisors should upload the AAR to
WORD
at (DO NOT PASSWORD PRO i riginal naming conve under which
you received the SMC document (i.e. SMC 15-xxxxx)
¢ AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
¢ This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
¢ Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
- Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
© Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
¢ Ifunsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensltive Security information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know," as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unautherized release may result in civil penalty or other action. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 22-16181
SMC Date: 12/23/2021 SMC Requestor: Secure Flight
LEICS FAM: | A A Contact ¥: I
POINT OF CONTACT FAM TEAM CONTACT #
LECSTSOC | I TN I
Moc: IS EREEmTT R
Fleld Office: | [ &3 v ol I
SUBJECT INFORMATION SUBJECT PICTURE
Last Name: Do
First Name: oy
Middle Name:
Doe: [ 3]
Height/Weight: UNK/UNK
Eyes/Hair: A o
Watch List Status: | [N
POB: NEW YORK (US)
Identifier: EEmETT
Additional Subject
Informeation:
Co-Travelers ldentified on PNR
Flight Departure Airport | Date Time Arrival Alrport | Date Time
B6 1882 1AH 12/23/2021 1714 JEK 12/23/2021 2129
SMC Report v 20190312

WARNING: This rccord contains Sensitive Security Information that is controlied under 49 GFR parts 15 and 1520. No part of
this record may be disclosed te persons without 2 "need to know,” as defined iu 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation
Unauthorized release may result fn civil penalty or other action. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: - ]
Approving Supervisor:

Co-travelers/Associates
Describe any apparent co-travelers or any apparent associates with whom the SMC subject spake before, during or after the
flight. Note off available details, including time and location of the interactions, physical descriptions, seat numbers, etc.

Name (if known) Description of Contact/Association Additiona! Descriptors/Details

Electronic Devices

Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

Nothing Significant to Report - Subject traveling with family.One older female that seemed to be her
mother and younger female that seemed to be her

daughter. Nothing suspicious to report during this mission assignment. Subject is the spouse of a
coworker and we didn‘t

see anything suspicious to report.

SMC Repart v 20190312

WARNING: This record contains Sessitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "oeed to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permlssion of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civi] penalty or other action. For 10.5. government agencies, 5 U.S.C. 552 and 495 CFR parts 15
and 1520 govern public disclosure.
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Special Mission Coverage After Action Report Instructions

»  The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- Afterre ingand a the AAR, supervisors should upload the AAR to
WORD
PASSWORD PROTECT), using the original naming convent der which
you received the SMC document (i.e. SMC 15-xxxxx)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
-  Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
¢ This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
¢ Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

o Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMSs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
~ Note as many descriptors of the UNSUBs and their seat numbers if possible
— Note the times and locations of the UNSUB relative to CCTV
~ Individuals with whom the subject has extended conversation
~ Any possible counter-surveillance or surveillance detection/disruption technigues, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
~  Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
~  Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
o If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, S U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclesure.
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Law Enforcement Information Coordination Section {LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 22-16775
SMC Date: 12/27/2021 SMC Requestor: Secure Flight .
LEICS FAM: BIEIER Contact : IFEERm] 00
POINT OF CONTACT FAM TEAM STAFF# | CONTACT #
LEICS TSOC: TN LT
MOC: IR N
Fleld Offlce: | I — =~
SUBIECT INFORMATION SUBJECT PICTURE
Last Name: [ 4]
First Name: EmT
Middle Name:
DO:
Hei eight: UNK/UNK
Eyes/Hair: BIITED
WatchlistStatus: |
POB: MNEW YORK (US)
Identifier; B
Additicnal Subject
Information:
Co-Travelers identified on PNR
1 I (~L57GX), I - ABR Sclectee

| Flight Departura Airport | Date Time | Asrival Airport | Date Time

B6 1881

JFK 12/27/2021 1310 1AH 12/27/2021 1604

SMC Report v 26190312

WARNING: This record contains Sepsitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administraticn or the Secretary of Transportation
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, § U.S.C. $52 and 49 CFR parts 15
and 1520 govern public disclosure
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: EEEEIT

Approving Supervisor: : | = - { pteied

Co-travelers/Assodiates
Mnnymmmm”wamtm%mmsmmmme during or after the
flight. Note all available details, including time and location of the interactions, physical descriptions, seat numbers, etc.

Name (if known) | Description of Contact/Association Additional Descriptors/Datails

Electranic Devices
Describe any electronic devices (type, brond, etc.) the subject was seen using.

Enhanced After Action Report Narrative

All times are approximations.

1140 EST- FAM Team at the airport and ready for mission,

1305 EST- FAM Team observed the subject, N B board the flight. The subject closely
resembled the image that was given: approximately 5° 2” in height, 140 lbs wearing a #88 Dallas
Cowboy’s football lersey , pink yoga pants, and carried a blue backpack.

1615 CST - FAM Team and subject deplane,

1625 CST - I waits for a female co-traveler to deplane (UNSUB 1}

1530 CST - N =nd UNSUB 1 meet up with Caucasian male (UNSUB 2} in baggage claim.

UNSUB 1 - approximately early 30s in age, purple shirt, black sweatpants, black sweatshirt tied around
waist, white purse.

UNSUB 2 - approximately late 50's in age, navy blue collared shirt, blue jeans, gray beard.
1645 CST - FAM Team observes subject and co-travelers grab two gray roller bags from carousel.

1650 CST - Subject and co-traveiers got on subway tram and departed scene.

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know," as defined in 49 CFR parts 15 and 1320, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.5. government agencies, § U.5.C. 552 and 49 CFR parts 15
3nd 1520 govern public disclosure.
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TEAR

*The subject did not sit in originally assigned seat 1D; she switched seats at the gate and sat in 6C.

END OF REPORT.

SMC Report v 20190312

WARNING: This record contains Sensltive Security Information that is controtied under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written permisslon of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penaity or other action. For U.S. government agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure,
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@I Security
o Administration

Law Exforcement/Federal Air Marshal Service
Special Mission Coverage After Action Report Instructions

s The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
-~ AARSs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
[ in WORD
format (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-x300tx)
¢ AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
¢ This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
s Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

s Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
— Note the times and locations of the UNSUB relative to CCTV
~ Individuals with whom the subject has extended conversation
- Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject’s activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
—~ Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
— Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
s [f unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may he disclosed to persons without a "need to know," as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unautherized release may result in clvil penalty or other action. For U.S, government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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e Administration
Law Eoforcement/Federa] Air Marshal Service
Law Enforcement Information Coordination Section (LEICS)

SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 22-58096
SMC Date: 8/8/2022 SMK Requestor: Secure Flight
LEICS FAM: misel Contact EEEEEmE =
POINT OF CONTACT FAM TEAM CONTACT #
(EICSTSOC | I M) I
Moc: [ g —
FeldOffice: | DN —
SUBJECT INFORMATION
Last Name: | vt aca
First Name: =
Middle Name:
DoS: BTG
Height/Weight: =
Eyes/Hair: BEnrms
Watch List Status: | [N
POB: NY - NEW YORK
identifier: =T
Additianal Subject '
Information:
Co-Travelers ldentified on PNR
None Listed
| Flight Departure Airport | Date Time Arvival Alrport | Date Timse
WN 2880 1AH 03/08/2022 | 0630 BNA | o8/osj2022 | 0820

SMC Report v 20190312

WARNING: This record contalns Sensitive Security Information that is controlled under 49 CFR parts 15 and 1320, Na part of
thig record may be disclosed ta persons without a need ta know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Adniinistration or the Secretary of Transportation.

Unauthorized release may result in civil penalty or ather action. For U.S. government agencies, 5 US.C. 572 and 49 CFR parts 15
and 1520 govern public disclosure.
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/~Newy .. Transportation
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o Administration

Law Enforcement/Federal Air Marshal Service

SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: SENREVEET 0

“Approving Supervisor: —

Co-travelers/Associates
Describe any apparent co-travelers or any apparent assodiates with whom the SMC subject spake before, during or after the
fiight. Note all available details, including time and Jocation of the interactions, physical descriptions, seat numbers, ete.

Name (if known) Description of Contact/Association Additional Descriptors/Details J

Electronic Devices

Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

All times are approximate and central standard time

05:00. FAM team at JAH, gate A3E for Southwest flight 2880 to BNA. Flight was delayed till 7:40
departure.
FAM team spoke to the husband, a co-worker (Housten Field Office FAM) of SMC subject (I

He advised subject was going to visit family in New York.

05:50 Subject was first observed in gate area wearing a black shirt, white long sleeve sweater and pink
skirt,

Subject looked like photo provided. Subject was carrying a black backpack.

07:22 Subject boarded aircraft, seat 3D.

Team did not observe any suspicious activity prior or during the flight.

09:25. Subject exiting aircraft at BNA.

Next FAM team notified,

End of report.

SMC Repart v 20190312

WARNING: This record contains Sensitive Security information that is controlled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons without 3 "need to know,” as defined in 49 CFR parts 13 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. govermment agencies, 5 U.S.C. 552 and 49 CFR parts 13
and 1520 gavern public disclosure.
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" Seastive Securty Informat
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g | Security

G ~  Administration

Law Enforcement/Federal Air Marshal Service
Special Mission Coverage After Action Report Instructions

¢ The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARsare due to LEICS within S days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
in WORD
format (DO NOT PASSWORD PROTECT). using the original naming ¢ tion under which
you received the SMC document (i.e. SMC 15-xxxxx)
*  AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
e This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
e Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

«  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB zelative to CCTV
— Individuals with whom the subject has extended conversation
—  Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject’s activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
— Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
—  Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
e If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know," as defined in 49 CFR paris 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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/~e%7 Transportation
{ @, ) Securi
e Administration

Law Enforcement/Federal Air Marshal Sexvice

Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED QUTSIDE LE/FAMS

SMC 22-58097
SMC Date: B/8/2022 SMC Requestor: Secure Flight
LEICS FAM: IEIZEEY Contact #: [ .
POINT OF CONTACT FAM TEAM STAFF# | CONTACT#
LEICSTSOC: | R TUNS I
Moc: e —
Field Office: | I ==
SUBJECT INFORMATION
Last Name: [ -]
First Nama: e
Middle Name:
DOB: B
Height/Weight: e
Eyes/Hair: B
Watch List Status: | N
POB: NY - NEW YORK
Identifier: B
Additional Subject
Information:
Co-Travelers identified on PNR
None Listed
Flight Departure Airport | Deate Time | Arrival Airport | Date Time
WN 3001 BNA 08/08/2022 1100 ISP 08/08/2022 1413

SMC Report v 20190312

WARNING: This record contains Seusitive Security Informatica that is contrelled under 49 CFR parts 15 and 1520, No part of
this record may be disclosed to persons without 8 "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For IL5. government agencies, 5 U.S.C. 552 and 49 CFR parts 13
and 1520 govern public disclosure.
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ImEnfo:cunmt/F ‘ ederal Air Marshal Service
SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: BERRErE
Approving Supervisor: EEmEnTT

Co-travelers/Associates
Describe any apparent co-travefers or any apparent assaciates with whom the SMC subject spoke before, during or ofter the
flight. Note all availoble details, induding time and location of the interactions, physical descriptions, seat numbers, etc.
Name (if known) Description of Contact/Association Additional Descriptors/Details

Electronic Devices

Describe any electronic devices (type, brand, etc.) the subject wos seen using.

Enhanced After Action Report Narrative

All times are local,
0923 Fam team in place at BNA, gate D3

0930 Subject identified at gate D3. Wearing a white long sleeve shirt, pink skirt and a black backpack.
1043 FAM team and subject onboard. Subject seated in 2C.
1110 Wheels up.

1410 Wheels down, ISP. Nothing to report. SMC terminated.

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
thiz record may be disclosed to persons without 3 "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation,

Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U.S.C. 552 and 49 CER parts 15
and 1520 govern public disclosure
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Lo Administration

Law Enforcement/Federal Air Marshal Seevice
Special Mission Coverage After Action Report Instructions

o The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
in WORD
t (DO NOT PASSWORD PROTECT), using the original naming « »ntion under which
you received the SMC document (i.e. SMC 15-xxxxx’
e AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
» This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
s Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

s Although FAMSs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
— Note as many descriptors of the UNSUBs and their seat numbers if possible
—  Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
~  Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
—  Type of cell phone (BlackBerry, iPhone, unknown Smartphore, etc.)
- Type of electronic (laptop, tablet, eReader, Kindie) and (brand name, operating system)
o If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlied under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know," as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Adminlstrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result In civil penalty or other acticn. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Transportation
Security
Administration

Law Enforcement Information Coordination Section {LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 22-60331
SMC Date: 8/16/2022 SMC Requestor: Secure Flight
LEICS FAM: _ Contact #: IFEESE. 090909090
POINT OF CONTACT FAM TEAM CONTACT #
IECTSOC | I EREES
Moc: [T —
Field Offce: | I =
SUBJECT INFORMATION SUBJECT PICTURE
Last Name: S
First Name: o
Middle Name:
DGB: B
Height/Weight: BE
Eyes/Hair: BT
Watch List Status: | I
POB: NY - NEW YORK
Identifier: i
Additional Subject
Information:
Co-Travelers ldentified on PNR
i Departure Airport | Date Time | Asrival Airport { Date Time
WN 3001 ISP 08/16/2022 1450 BWIL 08/16/2022 1554

SMC Report v 20190312

WARNING: This record contains Semsitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to kaow,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Tramsportation.
Unauthorized release may result in civil penalty or other action. For U S, government agencies, S US.C. 552 and 49 CFR parts 15
and 1520 govern public disclesure.
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader:

Approving Supervisor: —1

Co-travelers/Associates
Describe any apparent co-travelers or any opparent associates with whom the SMC subject spake before, during or after the
flight. Note oll available details, including time and location of the Interactions, physical descriptions, seat numbers, etc.

Name (ifknown) | Description of Contact/Association | Additional Descriptors/Details

Electronic Devices
Describe any elsctronic devices (tyve, brond, etc ) the subject was seen using.

Enhanced After Action Report Narrative

8/16/22 (ali times approximations)

12:50 EST, FAM team arrives at airport ISP and is ready for mission.

13:05 EST, Observed the subject, NN B 2rrive at the airport. The subject closely
resembled the image that was given. B wess wearing a white skirt, white long sleeve button
down over a pink shirt, and a white hat. was carrying a black backpack and a gray fanny back
slung across her chest. She appeared to have a slight limp.

13:07 EST, I =nrters the security checkpoint.

13:21 ST, N observed at CNBC news store on the secure side of the terminal.

13:26 ST, I 2rrives at gate area and sits between gates A6 and A7.

13:31 €ST, I makes a short phone call.

13:34 EST, N (eaves the gate area and goes to the restroom. I 'sves her black
backpack unattended while she uses the restroom.

13:40 EST, I returns to her seat and bag.

14:02 EST, FAM |l : o proaches gate A7 in order to check in. While FAM I is talking to the gate
agent, I z¢ts up and approaches the gate. I walks up to gate A7, looks at FAM EED
and the gate agent, and then returns to her seat without talking to anyone.

14:15 ST, N boards the Southwest flight 3001, at gate A7, with the pre-board group.

14:25 EST, N sits in seat 2F.

15:49 EST, Southwest flight 3001 lands at BwW!. I did not ieave her seat during the flight.

16:11 ST, N ©xits the aircraft at gate B15 and proceeds to walk towards the central food court
and other terminals. [N next fight leaves out of gate AS

16:12 EST, A uniformed TSA agent is observed waiting at gate B15 as we exit the aircraft and is heard

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controfled under 49 CFR parts 15 and 1520. do part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencles, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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saying “I have the subject and | am following,” into his radio as [Jllllll Passes him. He then proceeds
to follow her through the airport.

16:22 EST, N stops at a martini bar at the beginning of terminal A and orders a drink.

16:32 EST, The FAM team covering the next leg, from CHI, takes control of [N

Comments/ additional informatien: none

End of Report

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is coatrolled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written permission of the Adwministrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other actfon. For U.S. government agencles, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.



TSA_HSGAC _8-21-24/5-28-25_T2_0000515
* Scnsitive Security Tnformats
/~es7> Transportation
% | Security
Nt Administration

Enforcement/Federal Air Marshal Service
Special Mission Coverage After Action Report Instructions

® The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
1/ in WORD
format (DO NOT PASSWORD PROT ), using the original naming ¢ ntion under which
you received the SMC document (i.e. SMC 15-xxxxx)
¢ AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
s This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
*  Contact the SMC Coordinator if you have any questions regarding the AAR

Siguaificant Information

¢  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAM:s observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:
o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
— Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
» If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security [nformation that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a *need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other actlon. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern pablic disclosure.
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Transportation
Security
Administration

Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED QOUTSIDE LEFAMS

SMC 22-60332
SMC Date: 8/16/2022 SMC Requestor: Secure Flight
LEICS FAM: L Contact #: |
POINT OF CONTACT FAM TEAM CONTALT 8
LEGTSOC | R T (—
Moc: R ==
Field Office: | I
SUBJECT INFORMATION SUBJECT PICTURE
Last Name: BErED
First Name: | b2klii- o)
Middle Name:
DOB: [
Height/Weight: BT
Eyes/Hair: [T
Watch List Status: _ |
POB: NY - NEW YORK
Identifier: _
Additional Subject
Information:
Co-Travelers Identifled on PNR
Not Listed
| Flight Departure Airport | Date Time Arrival Airport | Date Time
WN 1520 JAN 08/16/2022 1955 HOU 08/16/2022 2115

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permissfon of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result In civil penalty or other action. For LS. government agencles, S U.S.C. 352 and 49 CFR parts 15
and 1520 govern public disclosure,
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Law Eaforcement/Federal Air Marshal Service

SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: e}
Approving Supervisor: | I ———.

Co-travelers/Associates
Describe any apporent co-travelers or ony apparent associates with whom the SMC subject spoke before, during or after the
flight. Note all avoilable details, including time and location of the interactions, physicol destriptions, seat numbers, etc.

Name {if known) Description of Contact/Association Additional Descriptors/Details

Electronic Devices
Describe cny electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

FAM team boarded WN1520 at 1947 and boarded a plane that Jil] was @lready believed to be on.

An individual that matched her general description was observed in seat 28 by FAM [ as FAM
I cbserved the back half of the plane due to the large volume (~87) of through travelers,

No suspicious activity was noted during the flight and subject deplaned and went to baggage claim.

SMC Regort v 20150312

WARNING: This recard contains Sensitive Security Information that 5 controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other actlon. For U.S. government agencies, 5 U.S.C, 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Law Enforcement/Federal Air Marshal Service
Special Mission Coverage After Action Report Instructions

s The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
| R S PUEOE SR RS e T T
format (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
¢ AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
« This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
» Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

+ Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMSs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:
¢ Unknown Subjects (UNSUBSs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
~  Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
~  Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs

o Any of the subject’s activities observed during the SMC

o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)

o Ifunsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Seusitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disciused to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty ot other action. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR paris 15
and 1520 govern public disclosure.
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Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED QUTSIDE LE/IFAMS

SMC 22-60333
SMC Date: B/16/2022 SMC Requestor: Secure Flight
LEICS FAM: | e Contact #: —— I
POINT OF CONTACT FAM TEAM CONTACT #
LEICS TS0 il O
MOC: BT —
Fleld Office: | IR —
SUBJECT INFORMATION SUBJECT PICTURE
fast Namae: T
First Name: | - 3 vwonsi i
Middle Name:
DOB: —
Height/Weight: e
Eyes/Hair: [~ S o]
Watch List Status: _
POB: NY - NEW YORK
Identifier: | sibressiet v
Additional Subject
Information:
Co-Travelers Identifled on PNR
| Flight Departure Airport | Date Time | Arrival Airport | Date Time
WN 1520 BW! 08/16/2022 1755 JAN 08/16/2022 1920

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 4% CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized refsase may result fu civil penalty or other action. For U.S. goverament agencies, 5 US.C. $52 and 49 CFR parts 15
and 1520 govern public disclosure,
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: nEmemsEI 0
Approving Supervisor: o Tr i |

Co-travelers/Associates
Describe any epparent co-travelers or any apparent associates with whom the SMC subject spoke befors, during or after the
flight. Mote oll available details, including time and location of the interactions, physicol descriptions, seat numbers, ete.
Name (if known) | Description of Contact/Association Additional Descriptors/Details

Electronic Devices

Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

ALL TIMES ARE APPROXIMATE AND [N CENTRAL DAYLIGHT TIME (CDT).

1620: FAM Team at airport ready for mission.

1631: Eyes on Subject N 2t the Martini Bar just in front of Termina!l A.

I v>s wearing a white baseball cap, white long-sleeved top, pink undershirt, khaki crop
pants,

light colored sneakers, and had a small grey purse slung around her shoulder. | *'so had
in her

possession a pink iPhone and a black backpack.
1645: I 'eft Martini Bar.
1704: I took a seat at the gate.
1725: I boarded aircraft.
| 1509: Wheels down.

1922 I sxited aircraft.

Nothing unusual to report. SMC Compiste.

SMC Repaort v 20190312

WARNING: This record contalns Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined fo 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Trausportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or otber action. For U.S. government agencies, 5 1'.5.C 552 and 49 CFR parts 15
and 1520 gavern puhlic disciosure.
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SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorlzed retease may result In civil penalty or other action. For U.S. government agencles, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Special Mission Coverage After Action Report Instructions

¢ The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARSs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
'in WORD
O NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
* AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers. electronic devices, activities, as well as pre and post-flight
information observed/obtained.
¢ This report could become a discoverable docurment in a criminal investigation which you will use to
testify in a court of law
¢ Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBSs) possibly travelling with the SMC subject
— Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
~ Individuals with whom the subject has extended conversation
- Any possible counter-surveillance or surveillance detection/disruption technigques, or other
significant behavior by the SMC subject or UNSUBs
© Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
¢ If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Reportv 20190312

WARNING: This record contalns Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know," as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Law Enforcement/Federal Air Marshal Service

Law Enforcoment Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 23-12626
SMC Date; 12/22/2022 SMC Requestor: Secure Flight
LEICS FAM: § O Contact #: ITSEEmEr 0
POINT OF CONTACT FAM TEAM CONTACT #
LEHGTSOC | I (L) ERmIDT
moc: T EESIRET —
Field Office: _ | | T
SUBJECT INFORMATION SUBJECT PICTURE
Last Name: [
First Name: .
Middle Name:
pos: KR
Height/Weight: I
Eyes/Hair: EDEET
Watch List Status: | [
POB: NY - NEW YORK
identifie- [
Additional Subject
Information:
Co-Travelers identified on PNR

1: I R WM - /5 Sclectee
2: N SN ) M - A5 Selectee
i Departure Airport | Date Time | Arrival Alrport | Date Time

B6 1882 IAH ] 12/22/2022 1701 JFK 12/22/2022 2311 |

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons withoot a "need to koow,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 US.C. 552 aud 49 CFR parts 15
and 1520 govern puhlic disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: ISR _
Approving Supervisor: —

Co-travelers/Associates
Describe any apparent co-travelers or any apparent associotes with whom the SMC subject spoke befors, during orafter the
flight. Note ol avoilable details, inciuding time and location of the interactions, physical descriptions, seat numbers, #tc.
Name (if known) | Description of Contact/Association Additional Descriptors/Details

Electronic Devices
Describe any electronic devices {type, brund, etz ) the subject was seen using.

Enhanced After Action Report Narrative

AAR
All times are approximate and in the Central Time zone.

1615 - I v 3s initially observed in the boarding area at gate A24 with her husband [JJjj
I Off Duty LEO) and daughter.

B vas wearing a grey sweater, black pants, tan boots, and carrying a black backpack.

1645 - FAM I discreetly briefed Off Duty LEC [ With the FAM teams seat assignments.
1800 - 2nd her family boarded the aircraft. [ was seated in 6D.

1945 - I > observed playing a game on her iPhone.

2005 - I 2 cbserved conversing with a female passenger in 6C.

2130 - I rurchased two snack boxes and watched television.

2315 - I family deplaned and exited the terminal.

End of Report

SMC Repart v 20130312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disdosed to persons without a "nead to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administraror of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. goevernment ageucies. 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlied under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result In civil penalty or other action. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Law Enforcement/Federal Air Marshal Service
Special Mission Coverage After Action Report Instructions

¢ The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARsare due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
n' in WORD
format (DO NOT PASSWORD PROTECT), using the original naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
» AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
»  This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
» Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

*  Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAM:s observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBSs) possibly travelling with the SMC subject
Note as many descriptors of the UNSUBs and their seat numbers if possible
~ Note the times and locations of the UNSUB relative to CCTV
— Individuals with whom the subject has extended conversation
~ Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
~  Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
- Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
o [funsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Admipistration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosare,
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Law Eaforcemeut/Federal Air Marshal Sexvice

Law Enforcement information Goordination Section {LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED QUTSIDE LE/IFAMS

SMC 23-14566
SMC Date: 1/1/2023 SMC Requestor: Secure Flight
LEICS FAM: EX TSR Contact #: mEmsT 0
POINT OF CONTACT FAM TEAM STAFF# | CONTACT #
LEiCSTSOC: | iTL) EEIET
Moc: | oL i =
Fiekd Office: | I
SUBIECT INFORMATION SUBJECT PICTURE
Last Name: D
First Name: B
Middle Name:
DoB: ]
Helght/Weight: BT ibs
Eyes/Hair: —
Watch List Status: | [N
POB: NY - NEW YORK (UsSA)
Identifier: _
Additional Subject
Information:
Co-Travelers identifled on PNR
None listed
| Flight Departure Airport | Date Time Arrival Alrport | Date Time
B6 1881 JFK 01/01/2023 1340 1AH 01/01/2023 1650
SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlied under 49 CFR parts 15 and 1520. No past of
this record may be disclosed to persons without a "need to know," as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. Far U.S. governmeat agencies, 5 1.8.C. 552 and 49 CFR parts 15

and 1520 govern puhlic disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: -
Approving Supervisor:

Co-travelers/Associates
Describe any opparent co-travelers ar any opparent assaciates with whom the SMC subject spoke before, during or ofter the
Jlight. Note all available detoils, including time ond location of the interactions, physicol descriptions, seat numbers, ete.

Namae (if known} Description of Contact/Association Additional Descriptors/Details

Electronic Devices

Describe any electronic devices [type, brand, etc.) the subject wos seen using

Enhanced After Action Report Narrative

SMC 23-14566

*all times below are approximate*

1151EST, B checked in for flight B6 1881

1310EsT, I boarded flight at Gate 4 in Terminal 5

1312&ST, I took seat in seat 2B with co-traveler (UNK1} who sat inseat 2A
13136ST, R = < pressed frustration with UNK1 that her bag was searched multiple times
1316EST N and UNK1 took selfie with | iPhone

1325EST, I received phone call and expressed frustration with TSA

1338EST, Aircraft is ‘wheels-up’

1400EST, S cot up and went into galley to ask flight attendant how much longer until we pull
off gate

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to psrsons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Lnauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 US.€. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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1401EST, UNK1 used favatory

14026ST, I sat down in her seat

1406EST, UNK1 sat down in her seat

1408esT, N ate 2 sandwich

1432EST, S purchased headphones for herself and UNK1

1535esT, I and UNK1 used their respective phones to scroll through news
1612EST, UNK1 opened up settings on iPhane and top of screen showed B iPhone’
1632EST N vsed the lavatory

1637EST, -exited lavatory

1638EST I be'ped UNK1 out of seat to use lavatory

1639EST, I went to back of plane

1642:ST, N returned to seat

1643EST, UNK2 exited lavatory and returned to seat

1743EST, aircraft is ‘wheels-down’

1751EST, I - nd UNK1 exited aircraft

1752EST, UNK1 sat in wheelchair for assistance

1753EST, exited jetway toward baggage claim

1756EST, N and UNK1 meet with a male outside of security (UNK2)
1800EST, I UNK! and UNK2 waited for luggage at carousel 4

1821EST, N retrieved a Love Pink black small back and a large gray bag from carousel 4

ISZSEST,_ UNK1 and UNK2 are only ones left in baggage claim area

SMC Report v 20190312

WARNING: This record contains Sensifive Security Information that is contralled under 49 CFR. parts 15 and 1320. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 €FR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1320 govern public disclosure.
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**unable to take subjects transportation due to issues with luggage**

I cescription:

- met description given
- white nail polish
- walks with a limp

Clothing:

- navy blue Vineyard Vines long-sleeve T-shirt
- black Lululemon leggings

- navy biue Dallas Cowboys ball cap

- brown Ugg boots

- plaid patterned coat

Jewelry:
- silver ring on right ring finger
- diamond ring on left ring finger

Items:

- glasses (wearing)

- white iPhone 14 with pink case
- pink neck pillow

- black backpack

- sunglasses

- purse decorated with white fur

UNK1 description:

- gender: female

- age: 60-70 years old

- height: 5°4-5'6

- hair: gray, shoulder-length

- purple nail polish

- tattoos: green-colored (roughly the size of a quarter) (left wrist)

Jewelry:

- gold crucifix necklace

- diamond band on right ring finger
- bracelet {white pearls) {right wrist)

SMC Reportv 20190312

WARNING: This record contalns Sensitive Security Informatioa that is controlied under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in clvil penalty or other action. For U.S. govermment agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure,
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[ - bracelet {purple pearls) (right wrist) ]

Clothing:
- pink sweatshirt
- blue jeans

Items:

- iPhone

- glasses {wearing)

- brown purse

- digital wrist watch {pink band)
- walking cane

UNK2 description:

- gender: male

- age: 45-50 years old

- height: 6'0-6'2

- weight: 260-280lbs

- facial hair: light-colored goatee

Clothing:

- blue short-sleeved U.S. Marines shirt
- green cargo pants

- green boots

Iltems: .
- cell phone

End of Report - J

SMC Reportv 20190312

WARNING: This record contains Sensitlve Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to know," as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Traasportation.
Unauthorized release may result in civil penalty or other action. For U.S, government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Special Mission Coverage After Action Report Instructions

» The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, ors should upload the AAR to
[ in WORD
at (DO NOT PASSWORD PROTECT), using the original naming conventicn under which
you received the SMC document (i.e. SMC 15-xxxxx)
¢ AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
~ Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers. electronic devices, activities, as well as pre and post-flight
information observed/obtained.
¢ This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
e Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

s Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects {UNSUBs) possibly travelling with the SMC subject
-~ Note as many descriptors of the UNSUBs and their seat numbers if possible
~  Note the times and locations of the UNSUB relative to CCTV
~  Individuals with whom the subject has extended conversation
— Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
~ Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
~ Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
e If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permisston of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U 5.C. 552 and 49 CFR parts 15
and 1520 govern public discdosure.
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Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 23-31529
SMC Date: 4/20/2023 o SMC Requestor: Secure Flight
gm0 | Conmact EEE
POINT OF CONTACT FAM TEAM STAFF# | CONTACT #
LEKS TSOE: m R
MoOC: ] —
Field Office: | IS T
SUBIECT INFORMATION SUBJECYT PICTURE
Last Name: EIDET
First Name: T
Middle Name:
DOE: R
Height/Weight: | [N 'bs
Eyes/Hair: | satfsne and
Watch List Status: _
POB: NY - NEW YORK (USA)
Identifier: | oy
Additional Subject
Informsation:
Co-Travelers identifled on PNR
none listed
| Flight Departure Airpart | Date Time | Arrival Airport | Date Time
UA 0762 1AH 04/20/2023 1838 FLL 04/20/2023 2213

SMC Report v 20190312

WARNING: This record contains Sensitive Security information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclased to persons without a "need to know,” as defined in 49 CFR parts 15 and £520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may resuit in civil penalty or other action. For U.S. government agencies, 5 U.S.C. $52 and 49 CFR parts 15
and 1520 govern public disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: EESEEInT
Approving Supervisor: HEmEEEEET 0000

Co-travelers/Associates
Describe any apparent co-travelers or any apporent associotes with whom the SMC subject spoke bejore, during or after the
flight. Note all aveilable details, including time and location of the interactions, physicol descriptions, seat numbers, etc.
Name (if known) Description of Contact/Association Additional Descriptors/Details

Electronic Devices
Describe any electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

FAM Team did not have any contact with the Subject.

‘This mission was DOWNGRADED to a TYPE- U SMC due to the subject canceling the itinerary per NTVC.

End of Statement

SMC Report v 20190312

WARNING: This record contains Sensitive Security information that is controlled under 49 CFR parts 15 and 15320. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administratios or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. Fer U.S. government agencies, 5 US.C. 552 and 49 CFR parts 15
and 1520 overn public disclosure,
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Special Mission Coverage After Action Report Instructions

o  The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
G I e S T (RSAlT BN
fi - NOT PASSWORD PROTECT), using the original raming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
*  AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
»  This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
¢ Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

»  Although FAMSs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
~ Note as many descriptors of the UNSUBs and their seat numbers if possible
- Note the times and locations of the UNSUB relative to CCTV
— Individuals with whom the subject has extended conversation
=~ Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
—  Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
e [funsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security lnformation that is contrelied under 49 CFR parts 15 and 1520. No part of
this record may be disdosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result In civil penaity or other action. For U.S. government agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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_ Semsitive Security Information
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Law Enforcement Information Coordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 23-32023
SMC Date: 4/20/2023 SMK Requestor: Secure Flight
LEICS FAM: B ITEET Contact 5 |
POINT OF CONTACT FAM TEAM STAFF§ | CONTACT #
LECSTSOC: | m EEENEET
MocC: EREETT EEEETT
Field Office: | ——
SUBJECT INFORMATION
Last Name: -
First Name: e
Middle Name:
DO®: B
Height/Weight: | EEREET lbs
Eyes/MHair .
Watch List Status: | I
POB: NY - NEW YORK (USA)
Additional Subject
Information:
Co-Travelers ldentified on ENR
none indicated
| Hight Departure Alrport | Date Time - | Arrival Airport | Date Time
UA 0693 1AH 04/20/2023 1704 FLL 04/20/2023 2035

SMC Repart ¥ 20190312

WARNING: This record contains Sensitive Security Information that is contralled under 49 CFR parts 15 and 1520 No part of
this record may be disclosed to persons without a "need to know,” as defined ln 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unawthorized release may result in clvil penalty or other action. For U.S. government agencies, 5 1.5.C. 552 and 49 CFR parts 13
and 1520 govern public disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

SMC Team Leader: EEmEIsEr 0
—mTzE 0

Approving Supervisor:

Co-travelers/Assaciates
Describe any apparent co-travelers or any opparent associotes with whom the SMC subject spoke before, during or ofter the
flight. Note all availoble details, including time and location of the interactions, physical descriptions, seat numbers, etc.

_Name (if known) | Description of Contact/Association Additional Descriptors/Details |

Electronic Devices
Describe ony electronic devices (type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

4720723 *All times below are approximations.*

1540 CST: FAM team at airport and ready for mission at 1AH airport.

1608 CST: FAMs observe in the gate area for flight UA693.

A description of [ s as follows: White sweater, short purple skirt. Black backpack. Net basket
1613 CST: I 2prroaches gate agent to check on her standby status,

15620 CST: I is observed using an iPhane in a pink case.

1624 CST: I is observed talking to other passengers in the gate area.

1638 CST: I 2rproaches gate agent to check on her standby status.

1643 CST: I joins boarding line.

1646 CST: N arproaches gate agent to check on her standby status.

1700 CST: I s2ts secondary screening from TSA.

1704 CST: boards flight UA693 and sits in 368

1720 CST: Flight UAB93 is Wheels up with FAM team and subject on board.

1720CsT-2037 EST: | W5 sitting next to a member of the FAM team and engaged in
conversation with him.

BN s 2id she knows that FAMs fellow her on all her flights. She knows that on her previous flight it
was

a BAL FAM following her. She knows that the secondary screening at the gate was because of her. She
also

says she knows exactly why she is on the Selectee list. At no time was she aware that she was conversing
with a

member of the FAM team. She voluntarily provided all the above information without knowing she was

SMC Report v 20190312

WARNING: This record containg Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without 2 "need to know,” as defined In 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation,
Unauthorized release may result in civil penalty or other action. For U.S. government agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure.
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Pz =% Transportation
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e/ Administration

Law Enforcement/Federal Air Marshal Service

talking

to a FAM and without any solicitation from the FAM.

FAM also observed her deleting messages and pictures off of her iPhone.

2037 EST: Flight UAG93 is Wheels Down.

2050 EST: N deplanes flight UAGS3.

2052 EST: N <nters the bathroom.

2055 EST: [ ©xits and continues towards baggage claim.

2058 EST: N ricked up a green roller bag from the baggage carousel.

2100 EST: [ went outside and waited on the curbside for her ride. She was talking on the
phone the

entire time.

2110 EST: N is ricked up by a White Female, blond hair, gray leggings, blank tank top. She was
driving a

| Black Toyota Santa Fe, Florida License plate NN

|

| End of Report.

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.5. government agencies, 5 1.S.C, 552 and 49 CFR parts 15
and 1520 govern public disciosure.
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Special Mission Coverage After Action Report Instructions

¢ The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
in WORD
format (DO NOT PASSWORD PROTECT), using tl inal naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx)
e AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
~ Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
e This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
¢ Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

¢ Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMSs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:
¢ Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
— Note the times and locations of the UNSUB relative to CCTV
— Individuals with whom the subject has extended conversation
~ Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject's activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.}
— Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
s If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Reportv 20190312

WARNING: This record contains Sensitive Security Information that is controlied under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to know,” as defined in 49 CFR parts 15 and 1520, except with the
written permission of the Admlinistrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. For U.S, gavernment agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure,
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Law Enforcement Information Goordination Section (LEICS)
SPECIAL MISSION COVERAGE NOTIFICATION
THIS DOCUMENT IS NOT TO BE DISSEMINATED OUTSIDE LE/FAMS

SMC 23-32366
SMC Date: 4/25/2023 SMC Requestor: Secure Flight
LEICS FAM: EXIEmE Contact #: TR
POINT OF CONTACT FAM TEAM STAFF# | CONTACT #
[EGTSOC | I m
Moc: [
Feld Office: | I
SUBIECT INFORMATION
Last Name:
First Name: EmrEs
Middle Name:
DOB: B
Height/Weight: I b
Eyes/Hair: [ =il
Watch List Status: | [N
POB: NY - NEW YORK (USA)
identifier: EsERE _
Additional Subject
Information:
Co-Travelers identifled on PNR
NONE
| Flight Departure Airport | Date Tima | Arrival Airport | Date Time
UA 0306 FLL 04/25/2023 1143 IAH 04/25/2023 1306

SMC Report v 20190312

WARNING: This record contains Seasitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a "need to kuow,” as defined tn 49 CFR parts 15 and 1320, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty ar ather action. Far U.S. government agencies, $ 1S.C. 552 and 49 CFR parts 15
and 1320 govern public disclosure.
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SMC AFTER ACTION REPORT (Enhanced)

SMIC Team Leader: EEEEET

Approving Supervisor: “EmrTE

Co-travelers/Associates
Describe any gpparent co-travelers or any upparent associates with whom the SMC subject spoke before, during or ofter the
flight. Note all available details, including time ond location of the interactions, physical descriptions, seat sumbers, etc.

Name (if known) Description of Contact/Association Additional Descriptors/Details |

Electronic Devices

Describe any electronic devices [type, brand, etc.) the subject was seen using.

Enhanced After Action Report Narrative

1013 EST FAM Team up.
1100 EST FAM Team boarded flight at different times to gain positive ID of Subject.

1120 EST Subject identified on plane seated in 7D. Subject was texting using a pink iPhone while AirPods
in ear; Smart watch {non iPhone) on left wrist.

1327 PST Wheels down.

1400 PST FAM Team followed Subject to carousel 5 at 1AH baggage claim. Subject entered elevator. FAM
TL ended mission.

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 ond 1320. No part of
this record may be disclosed to persons without a "need ta know,” as defined in 49 CFR parts 15 and 1520, except with the
written permuission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result in civil penalty or other action. Far U.S. government agencies, 5 U.5.C. 552 and 49 CFR parts 15
and 1520 govern puhlic disclosure.
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Special Mission Coverage After Action Report Instructions

o The completed report should be submitted to the appropriate field office supervisor for review and
submission to LEICS
- AARs are due to LEICS within 5 days of the completion of the SMC
- Ifthe AAR is returned to you for correction or additional information the revised report is due to
LEICS within 3 days of notification
- After reviewing and approving the AAR, supervisors should upload the AAR to
in WORD
t (DO NOT PASSWORD PROTECT ing the origina! naming convention under which
you received the SMC document (i.e. SMC 15-xxxxx
e AARs document the behaviors and activities of SMC subjects and those who interact with them in the
transportation domain
- Write the AAR in a timeline format documenting what was observed before, during, and after the
mission
- Include all details of co-travelers, electronic devices, activities, as well as pre and post-flight
information observed/obtained.
e This report could become a discoverable document in a criminal investigation which you will use to
testify in a court of law
o Contact the SMC Coordinator if you have any questions regarding the AAR

Significant Information

o Although FAMs on SMCs are not typically tasked to conduct extensive observations, minor details
FAMs observe could be valuable to transportation security. The following are examples of potentially
useful details to include in an AAR:

o Unknown Subjects (UNSUBs) possibly travelling with the SMC subject
- Note as many descriptors of the UNSUBs and their seat numbers if possible
— Note the times and locations of the UNSUB relative to CCTV
- Individuals with whom the subject has extended conversation
~  Any possible counter-surveillance or surveillance detection/disruption techniques, or other
significant behavior by the SMC subject or UNSUBs
o Any of the subject’s activities observed during the SMC
o Details of electronic devices the subject and co-traveler use or possess, including:
- Type of cell phone (BlackBerry, iPhone, unknown Smartphone, etc.)
~ Type of electronic (laptop, tablet, eReader, Kindle) and (brand name, operating system)
e If unsure whether or not a detail regarding the SMC is significant, include it in the AAR

SMC Report v 20190312

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of
this record may be disclosed to persons without a “need to know,” as defined in 49 CER parts 15 and 1520, except with the
written permission of the Administrator of the Transportation Security Administration or the Secretary of Transportation.
Unauthorized release may result In civil penaity er other action. For U.S. governmeat agencies, 5 U.S.C. 552 and 49 CFR parts 15
and 1520 govern public disclosure,
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SENSITIVE SECURITY INFORMATION

Silent Partner / Quiet Skies Passenger Overview
Passenger: Ms. Tulsi Gabbard

Matched to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

Intellizence and Analysis Selectee Coordination Report Details

Purpose: Ensure that the passengers who are designated for enhanced screening receive appropriate
screening by TSA Transportation Security Officers (TSOs) when the passengers are processed through the
checkpoint.

Scope: The Intelligence and Analysis Selectee Coordination Report details travel records for the next 36
hours from the time of report generation.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Intelligence and
Analysis Selectee Coordination Report details numerous passenger records, each of which correspond
with a passenger who has matched to a Quiet Skies rule or been randomly selected for additional
screening.

Each line of the report represents limited travel record information needed to facilitate screening at the
airport specified in the record.

A passenger Temains in Quiet Skies for three encounters or up to 90 days, whichever comes first, and is
then automatically removed from Quiet Skies and moved to the Cleared List.

Intelligence and Analysis (QIA) Selectee Coordination Report Excerpt*
Passenger: Ms. Tulsi Gabbard

Excerpt Source Report Generation and Distribution Date: July 24, 2024
Number of Pertaining Travel Records in Source Report: Three (3)

Travel Record 1: Details a travel reservation on July 25, 2024, Mirrored in reports from July 24, 2024 -
July 25,2024,

Travel Record 2: Details a travel reservation on July 25, 2024. Mirrored in reports from July 24, 2024 -
July 25, 2024.

Travel Record 3: Details a travel reservation on July 25, 2024. Mirrored in reports from July 24, 2024 -
July 25, 2024.

* The enclosed excerpt has been marked as Sensitive Security Information and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record contains Sesisitive Security Information that is controlled under 49 CFR parts 15 and 1524 No part of this
record may be released to persons without a “need to know”, as defined in 49 CFR parts 15 and 1520, except with the written permission
of the Administrator of the Transpertation Security Administration or the Secretary of Transportation. Unauthorized release may result
in civil peoalty or other action. For U.S. Government agencies, public disclosure is gaverned by 5 U.S.C. 552 and 49 CFR parts IS and
1520.
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SENSITIVE SECURITY INFORMATION

Silent Partner / Quiet Skies Passenger Overview
Passenger: Ms. Tulsi Gabbard

Mateched to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

Silent Partner / Quiet Skies Watchlist Complete Report Details
Distribution: Sent daily to TSA Intelligence and Analysis (I&A)

Purpose: Monitor and analyze the Quiet Skies and Silent Partner populations and the current impact of
the rules on the traveling public.

Scope: The Watchlist Complete Reports for Silent Partner / Quiet Skies detail the first travel record for a
passenger until the passenger have met the criteria to be moved to the Cleared List.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Watchlist
Complete Reports for Silent Partner / Quiet Skies detail travel records of the first time a passenger
matched to a Silent Partner or Quiet Skies rule.

Each line of the reports represents the travel record combined with the rule ID(s) and any changes in
record status.

A passenger remains in Quiet Skies for three encounters or up to 90 days, whichever comes first, and is
then automatically removed from Quiet Skies and moved to the Cleared List.

Silent Partner / Quiet Skies Watchlist Complete Report Excerpts*
Passenger: Ms. Tulsi Gabbard

Excerpt Source Report Generation and Distribution Date: July 24, 2024
Number of Pertaining Travel Records in Source Report: Three 3

Travel Record 1: Details a travel reservation on July 23, 2024 for rule ID- Mirrored in reports
from July 21, 2024 - August 03, 2024.

Travel Record 2: Details a travel reservation on July 23, 2024 for rule ID - Mirrored in reports
from July 21, 2024 - August 03, 2024.

* The enclosed excerpt has been marked as Sensitive Security Information and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record ins Sensitive Security Information that is ¢ lied under 49 CFR parts 15 and 1520, No part of this
vecord may be released to persons without a “need to know”, as defined in 49 CFR parts 15 and 1529, except with the written permission
of the Administrator of the Transportation Security Administration or the Secrefary of Transportation. Unauthorized release may result
in civil penalty or other action. For U.S. Gover gencies, public discl is governed by 5 U.S.C. 532 and 49 CFR parts 15 and
1520.
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SENSITIVE SECURITY INFORMATION

Silent Partner / Quiet Skies Passenger Overview
Passenger: Ms. Tulsi Gabbard

Matched to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

Silent Partner / Quiet Ski atches Report Details
Distribution: Sent daily to TSA Intelligence and Analysis (I&A)

Purpose: Enables system audits to ensure that passengers who are selected for Silent Partner or Quist
Skies enhanced screening match to the rule criteria and are moved to the Cleared List when they bave met
the applicable removal requirements.

Scope: The Quiet Skies / Silent Partner Matches Report details travel records for the three (3) days prior
to report generation, the day of report generation, and the two days following report generation.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Quiet Skies /
Silent Partner Matches Report details numerous passenger records, each of which correspond with a
passenger who has matched to a Silent Partner / Quiet Skies rule.

Each line of the report represents a travel record combined with the rule ID(s) and limited travel data from
when the passenger’s data first matched to the Silent Partner rule.

A passenger remains in Quiet Skies for three encounters or up to 90 days, whichever comes first, and is
then automatically removed from Quiet Skies and moved to the Cleared List.

Quiet Skies / Silent Partner Matches Report Excerpt*
Passenger: Ms. Tulsi Gabbard

Excerpt Source Report Generation and Distribution Date: July 24, 2024
Number of Pertaining Travel Records in Source Report: Four (4)

Travel Record 1: Details a travel reservation on July 25, 2024, Mirrored in reports from July 23, 2024 -
July 28, 2024 for rule ID

Travel Record 2: Details a travel reservation on July 23, 2024. Mirrored in reports from July 23,2024 -
July 25, 2024 for rule 1D |

Travel Record 3: Details a travel reservation on July 25, 2024. Mirrored in reports from July 23, 2024 -

July 28, 2024 for rule ID_

Travel Record 4: Details a travel reservation on July 23, 2024. Mirrored in reports from July 23, 2024 -
July 25, 2024 for rule [D

* The enclosed excerpt has been marked as Sensitive Security Information and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this
record may be released to persons without a *need to know”, as defined in 49 CFR parts 15 and 1520, except with the writien permission
of the Administratar of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result
i civil penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.8.C. 552 and 49 CFR parts 15 and
1520,
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SENSITIVE SECURITY INFORMATION

Silent Partner / Quiet Skies Passenger Overview
Passenger: Ms. Tulsi Gabbard

Matched to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

Daily Quiet Skies / Silent Partner Federal Air Marshal Special Mission Coverage Report Details
L

Purpose: Assist with FAMS SMC planning.

Scope: The Daily Quiet Skies / Silent Partner Federal Air Marshal Special Mission Coverage Report
details travel records for the day of report generation, and the two (2) days following report generation.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Daily Quiet Skies
/ Silent Partner Federal Air Marshal (FAM) Special Mission Coverage (SMC) Report details numerous
passenger records, each of which correspond with a passenger who has matched to a Silent Partner / Quiet
Skies rule.

Each line of the report represents a travel record combined with the rule 1D(s) the passenger matched to.

A passenger remains in Quiet Skies for three encounters or up to 50 days, whichever comes first, and is
then automatically removed from Quiet Skies and moved to the Cleared List.

Daily Quiet Skies / Silent Partner Federal Air Marshal (FAM) Special Mission Coverage Report
Excerpt*
Passenger: Ms. Tulsi Gabbard

Excerpt Source Report Generation and Distribution Date: July 23, 2024
Number of Pertaining Travel Records in Source Report: Three (3)

Travel Record 1: Details a travel reservation on July 23, 2024. Mirrored in reports from July 23, 2024 -
July 23,2024 for rule IDs [ l=~< NN

Travel Record 2: Details a travel reservation on July 23, 2024. Mirrored in reports from July 23, 2024 -

July 23,2024 for rule IDs [ENnd B

Travel Record 3: Details a travel reservation on July 25, 2024. Mirrored in reports from July 23, 2024 -
July 25, 2024 for rule IDs|end]

* The enclosed excerpt has been marked as Sensitive Security [nformation and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record contains Sensitive Security Infor ion that is olted under 49 CFR parts 135 and 1520. No part of this
record may be released to persous without a “need to know”, as defined in 49 CFR parts 15 and 1520, except with the written permission
of the Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result
in civil penalty or other action. For U.S. Government agencies, public disclosure is governed by 5 U.S.C. 532 and 43 CFR parts 13 and
1520.
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SENSITIVE SECURITY INFORMATION

Silent Partner / Quiet Skies Passenger Overview
Passenger: Ms. Tulsi Gabbard

Matched to: Silent Partner, Quiet Skies

Travel Dates: July 23, 2024 (Silent Partner), July 25, 2024 (Quiet Skies), July 26, 2024 (Quiet Skies),
August 2, 2024 (Quiet Skies)

Date Moved to Cleared List: August 02, 2024

Quiet Skies / Silent Partner Cleared List Report Details
st oo

Purpose: Enables system audits to ensure that passengers are properly exempted from applicable rule
groups and are removed from the Cleared List when they have met the applicable removal criteria.

Scope: The Quiet Skies / Silent Partner Cleared List Report details travel records for the two (2) days
prior to report generation, the day of report generation, and the two days following report generation.

Summary: The air carrier submits passenger travel record data for vetting to DHS. The Quiet Skies /
Silent Partner Cleared List Report details numerous passenger records that matched to a corresponding
passenger on the Silent Partner / Quiet Skies Cleared List.

Each line of the report represents a travel record combined with corresponding Cleared List information.
The Cleared List information contains the rule ID(s) the passenger previously matched to and limited
travel data from when the passenger’s data first matched to the rule.

A passenger remains in Quiet Skies for three encounters or up to 90 days, whichever comes first, and is
then automatically removed from Quiet Skies and moved to the Cleared List. Passengers on the Cleared
List are exempt from the rule(s) they previously matched to until they meet the 18-month criteria to be
removed from the Cleared List.

Quiet Skies / Silent Partner Cleared List Report Excerpt
Passenger: Ms. Tulsi Gabbard

Excerpt Source Report Generation and Distribution Date: August 03, 2024
Number of Pertaining Travel Records in Source Report: Two (2)
Travel Record 1; Details travel on August 05, 2024. Mirrored in reports from August 03, 2024 - August

7, 2024 for rule ID-

Travel Record 2: Details travel on August 05, 2024. Mirrored in reports from August 03, 2024 - August

7, 2024 for rule ID| N

* The enclosed excerpt has been marked as Sensitive Security Information and Privacy Act-protected
information, as appropriate, for the information contained within.

WARNING: This record contains Sensitive Security Information that is coatrolied under 49 CFR paris 15 and 1320. No part of this
record may be released to persous without » “need to know”, as defined in 49 CFR parts 15 and 1520, except with the written permissiva
of the Administrator of the Transportation Security Administration or the Secretary of Transportation. Unauthorized release may result
in civil penalty or other action. For U.S. Government agencies, public disclasure is goverued by 5 U.S.C. 552 and 49 CFR parts 15 and
1520.
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From:

To:

Subject: Gabbard

Date: Tuesday, October 8, 2024 1:06:00 PM

Good Morning Sir,

On 7/22, while working in the TSOC, FAN{JJ Bl recognized Tulsi Gabbard's name on the
Quiet Skies list. She notified me and asked for guidance on whether Gabbard should be covered
under a Quiet Skies mission. | first verified that she was a “former” congresswoman and then asked
B o verify the specific Quite Skies rule hit. She confirmed the specific “affiliate” rule hit and
did not see any potential errors/inadvertent hits listed in Upax. | told- to send the Quiet Skies
mission for staffing. | confirmed the decision with ASAC il #ho was also in the Freedom Center
on7/22.

lust let me know if you need anything further.

Supervisory Federal Air Marshal
Federal Air Marshal Service — ICS

WARNING: This record contains Sensitive Security Information that s controlied under 49 CFR parts 15 and 1520. No part of this mgrd may be disclosed to persons
without a "need to know”, as defined in 49 CFR parts 15 and 1520, except with the written permission of the Administrator of the

Transpartation Security Administration or the Secretary of Traof the Transpostation Security Administration or the Secretary of Transpariation.
Unauthorized release may result in civil penaltywor other action. For U.S. government agencies, public disclosure is governed by
§ 1.8.C. 552 and 49 CFR parts 15 and 1520.
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SENSITIVE SECURITY INFORMATION

Status: Wheels Down

Oegparture Airport: BNA

Arrival Airport: AUS

Last Name: GABBARD First Name: TULS!
Gender: FEMALE

TP Number: TSA SID:

AAR Info

Was subject's from p 1L
Notes:

Did the subjsct display co
of surroundings?: Unanswered

or seam Hy aware

SENSITIVE SECURITY INFORMATION

Federal Air Marshal Service

Information Coordination Section
Specisl Mission Coverage ARer-Action Summary

TSA_HSGAC_8-21-24_T1_0000279

SMC Date/Time: 07/28/2024

XNR Number:

Flight #: 33580

Seat Assignment:

Departure DateiTime: 07/26/2024 14:50-00

Arvival Date/Time: 07/26/2024 17.00°00

Middie Name:

Was subject observed with and/ar using siectromncs? Unanswered
Notes.

Taamn able to observe curbside?: Unanswared
Notes

Natas®

Did you receive any miarmation from the ATUAS team or other authorities fie TSOC) ! subject {other than listed co-travelers): Unanswered
about any ncid m the airport | g your subject?: Unanswered Notes

Notes

AAR Summary

AAR Narrative Notes:

WARNING: This record contains Sensitive Security Inf ion that is under 49 CFR pants 15 and 1520. No part of this record may be disclosed to persons
without 2 need to know, as defined in 48 CFR parts 15 and 1520, except with the writtan permission of the Administrator of the Transportation Security Administration
or the Secretary of Transportation. Unauthosized release may result in civil penatty or other action. For U.S. government agencies, public disclosure is governed by §
U.8.C. 552 and 49 CFR parts 15 and 1520
WARNING: This record contains Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No part of this record may be disclosed to persons
without a "need 1o know", as defined in 48 CFR parts 15 and 1520, except with the written permission of the Administrator of the
Transportaton Security Administration or the Secretary of Traof the Transportation Security Administration or the Secretary of Transportation
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SENSITIVE SECCRITY INFORMATION

Federal Air Marshal Service

Information Coordination Section
Spetial Mission Ceverage ARer-Action Semmary

SMC Date/Time: §8/0212024
SRN Number: XNR Number:
Carrier: DL Fight #: 2259
Status: Whaels Down Sast Assignment:
Departure Aimport; AUS Departure Date/Time: 08/02:2024 08:20:00
Astivat Airport: MCO Amival DatelTune: 03/02/2024 11:58:00
Last Name: GABBARD First Name: TULS! Micidle Nams:
Gender: FEMALE o] S—
TP Number: TSA SID: TSCID:
AAR Info
Was subject’s app from i ion pi 1 NO Was subject observad with andior using slectroniea?: Yes
Naotes: Notes. 2 iPhones, 1 Laptep
Did the subjest display counter sur or seem swars Team able to observe curbside?: No
of surroundings?; No Notes
Notes

Oid you recsive any information from the ATLAS taam or other authorities (ie TSOC) Unknown subjact interaction? {other than listed cotravefurs): No
about any incidents in the airport involving your subject?: No Notas
Notas

AAR Summary
AAR Narmative Notss: NSTR

WARNING: This record contains Sensrtive Securtty Information that is controlied under 43 CFR parts 15 and 1520. No part of this recard may be disclosed fo persons

without a need to know, as defined in 49 CFR parts 15 and 1520, except with the written permission of tha Aaministrator of the Transportation Security Administration

o the Secretary of Transportation. Unauthorized refease may result i civil penalty of cther action. For U.S. government agencies, public discosure is governed by 5
U.S.C. 552 and 49 CFR parts 15 and 1520.

WARNING: This record contans Sensitive Security Information that is controlled under 49 CFR parts 15 and 1520. No partof this record may be disclosed to persons

without a “need 1o know", as definad in 49 CER parts 15 and 1520, except with the written permission of the Administrator of the
Transportation Security Administration o the Secretary of Traof the Transporiation Security Administration of the Secretary of Transportation.
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SENSITIVE SECURITY DNFORMATION
Federal Air Marshal Service
Information Coordination Section

Special Mission Coverage Aficr-Action Sammary

suc + SMC DatelTime: 08/03/2024

SRN Number: XNF: Number:

Carrier: 0L Pight #: 2470

Status: Wheais Oown Seat Assigrment:

Oeparturs Alrpost: ATL DGeparture Date/Time: 08/03/2024 08:10'00

Amival Airport: TUL Arrival DateiTime: 08/03/2024 09:09 00

Last Name: GABBARD First Nama: TULSI Middle Name:

Gender: FEMALE Dop

TPN Nurnber: TSA SID: TSCID:

AAR Info

Was subject's from pr ?: No Was subject ohsarved with andior using slectronics?: No
Notes. Notes

Did the subject display counter surveitlance or seem aware Team able to observe curbside?: No

of susroundings?: No Nates

Notes:

mmmmh\mmmmnmxmsm or other authorities (ia TSOC) Unknown subject interaction? {ather than Histed co-travelers): No
mmmmmhﬂwmummm:uo Nates

Notes.

AAR Summary

AAR Narrative Notes: Nothing sigaificant to pass on

WARNING: This record contains Sensitive Security [nformation that is controfied under 48 CFR parts 15 and 1520, No part of this record may be disclosed to persons

withowt a need to know, as defined in 49 CFR parts 1S5 and 1520, except with the written i lan of the A i ofm:TranspomﬁmSewﬁgyMniniwaﬁon

or the Secretary of Transportation. Unauthorized release may result in civil penalty or other action. For U.S. govemment agencies, public disclosure is govermed by 5
U.8.C. 552 and 49 CFR pants 15 and 1520.

WARNING: This record contains Sensitive Security Information that is controlled under 48 CFR parts 15 and 1520. No part of this record may be disciosed to persons

without @ "need to know®, as defined in 43 CFR parts 15 and 1520, except with the written penmission of the Administrator ofthe
Trarspertat on Security Administration or the Secretary of Traof the Transportation Security Administration or the Secretary of Transportation
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SENSITIVE SECURITY INFORMATION
Federal Air Marshal Service

Information Coordination Section
Special Mission Coverage After-Action Summary

suc S SMC DatasTime: 08032024

SRN Number: XNR Number:

Carvier: DL Fight# 1548

Status: Wheets Down Seat Assignment:

Departure Airport: MCO Departure Date/Time: 06/03/2024 0S 30:00

Arrival Alrport: ATL Arrival Date/Time: 08/03/2024 08.58 00

Last Name: GABBARD Fest Name: TULS] WMiddie Name:

Gender: FEMALE PSSR

TPN Number: TSA SiDx: TSCD:

AAR Info

Was subject's appearancs different from information provided?: No Was subject obsarved with and/or using siectronics?: No
Notes. Notes:

Did the subject display counter surveillance or ssem #y aware Team able to ohserve cubside?:; No

of sumoundings?: No Nofes:

Notes.

Did you racaive any information from tie ATLAS team ar other authordties (is TSOC) Unknown subject interaction? (ather than listed co-truvelars): No
about any incidents in the airpoit involving your subject?: No Notes:

Notes

AAR Summary

AAR Narrative Notes: Nothing significant to repart.

WARNING: This record contains Sensitive Security Information that is controlied under 49 CFR pans 15 and 1520. No pant of this record may be disciosed to persons
without 3 need to know, as defined in 49 CFR pars 15 and 1520, except with the writen permission of the Administrator of the Transportation Security Admmnisiration
arthe S v of Transportation. Unauthorized release may result in civil penalty or other action. For U.S. government agencies, public disclosure is governed by 5
U.S.C. 552 and 49 CFR parts 15 and 1520.
WARNING. This recond contains Sansitive Security Information that is controiled under 49 CFR parts 15 and 1520. No part of this record may be disclosed to persons
wilhout 2 “need to know”, as defined in 49 CFR parts 15 and 1520, except with the written permission of the Administrator of the
Transporiation Security Administration or the Secretary of Traof the Transportation Security Administration or the Secretary of Transporiation.
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_ Sensitve Secunty Informatgn

-

National Terrorism Advisory System

Bulletin

January 27,2021 11:00AM ET

SUMMARY

The Acting Secretary of Homeland Security has issued a National Terrorism Advisory System
{NTAS) Bulletin due to a heightened threat environment across the United States, which DHS
believes will persist in the weeks following the successful Presidential Inauguration. Information
suggests that some ideologically-motivated violent extremists with objections to the exercise of
governmental authority and the presidential transition, as well as other perceived grievances
fueled by false narratives, could continue to mobilize to incite or commit violence.

R R e e T T S L LT IS SRR T T R S
DETAILS

Throughout 2020, Domestic Violent Extremists (DVESs) targeted individuals with opposing views
engaged in First Amendment-protected, non-violent protest activity. DVEs motivated by a range
of issues, includirg anger over COVID-19 restrictions, the 2020 election results, and police use
of force have plotted and on occasion carried out attacks against government facilities.
Long-standing racial and ethnic tension—including opposition to immigration—has driven DVE
attacks, including a 2019 shooting in El Paso, Texas that killed 23 people.

DHS is concerned these same drivers to violence will remain through early 2021 and some
DVEs may be emboldened by the January 6, 2021 breach of the U.S. Capitol Building in
Washington, D.C. to target elected officials and government facilities.

DHS remains concerned that Homegrown Violent Extremists (HVEs) inspired by foreign terrorist
groups, who committed three attacks targeting government officials in 2020, remain a threat.
Threats of violence against critical infrastructure, including the electric, telecommunications
and healthcare sectors, increased in 2020 with violent extremists citing misinformation and
conspiracy theories about COVID-19 for their actions.

DHS, as well as other Federa! agencies and law enforcement partners will continue to take
precautions to protect people and infrastructure across the United States.

DHS remains committed to preventing violence and threats meant to intimidate or coerce
specific populations on the basis of their religion, race, ethnicity, identity or political views.
DHS encourages state, local, tribal, and territorial homeland security partners to continue
prioritizing physical security measures, particularly around government facilities, to protect
people and critical infrastructure.

DURATION
This Bulletin will
expire on or before
April 30, 2021
at 1:00 PMET

TYPES OF
ADVISORIES

TH
Describes current
developments or

general trends
regarding threats of
terronsm

Elevated Alert
Wamns of a credible
terrorism threat
agamst the United
States.

Imminent Alert
Wams of a credible,
specific and
impending terronsm
threat against the
United States.

HOW YOU CAN HELP

e We ask the public to report suspicious
activity and threats of violence, including
online  activityy, to local law
enforcement, FB!_Field Offices, or their
local Eusion Center.

« Your choice can make a difference.
Choose non-violent ways to make your
voice heard .and support friends and
family in doing the same.

"BE PREPARED

» Avoiding large crowds, including
protests, is safest due to ongoing
pandemic conditions. However, if
taking part in protests do so
peacefully, safely, and wear masks.

» Be responsible for your personal safety.
Make note of your surroundings and
security personnel. Cany emergency
contact as well as medical and other

STAY INFORMED

» Local, state and federai agencies will

provide specific information about
emerging threats as  additional
information is identified. The public is
encouraged to listen to local law
enforcement and public safety officials.
» Last year, DHS released aHomeland
Threat Assessment to the public
examining the threat environment through

« Communities are strongest when they are needs information with you. 2021. -
not divided: Strengthen your community * Connect, Plan, Train, and Reportt to ¢ TheDHS Lexicon on terrorism includes
by standing together against viclence. prepare businesses & employees. terminology for DVEs and HVEs.
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You See Something, Say Something . | For
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e information, visit www.dhs.gov/seesay.
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Administrator of the Transportation Securrty Adrministration or the Secretary of Transportation. Unauthorized release may result in civil
penalty or other action. For U.S. government agencies, public disclosure is governed by 5 U.S.C. 552 and 43 CFR parts 15 and 15207



