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June 10, 2021

The Honorable Shalanda Young Mr. Jake Sullivan

Acting Director Assistant to the President for National
Office of Management and Budget Security Affairs

725 17% Street NW The White House

Washington, D.C. 20503 Washington, D.C. 20500

Dear Acting Director Young and Mr. Sullivan:

We write to you today with serious concern about the state of our nation’s cybersecurity
and the threat of ransomware attacks directed at our critical infrastructure. As highlighted in
recent weeks, a single ransomware attack against a vulnerable target can have widespread and
devastating impacts for communities across the United States. Criminal actors have infiltrated
and held critical infrastructure companies hostage, disrupting essential elements of society
ranging from our nation’s fuel distribution networks to food supply chains.

The federal government needs to do more to support partners in the public and private
sectors as they work to secure their systems against ransomware attackers and punish the bad
actors that perpetrate these crimes to deter future attacks. We must also encourage critical
infrastructure companies to assess their own risk and mitigate this threat. Otherwise, our national
security, economic security, and the stability of daily life in this country will continue to be in
jeopardy.

The only way that we as a nation can fight this persistent and growing threat is through
action. As Chair and Ranking Member of the Senate committee with primary jurisdiction over
cybersecurity issues, we are considering introducing and marking up legislation that will address
the threat of ransomware attacks before the Senate’s August recess this year. We would like to
receive the Administration’s input as we draft and develop this legislation. In particular, we
would appreciate your assistance in providing the following within 30 days:

1. Information on strategies that relevant federal agencies are developing and implementing
to combat ransomware attacks;

2. Any new authorities, or revisions to existing authorities, that would further empower
relevant federal agencies to combat ransomware attacks and respond when they do occur;
and

3. Suggestions for Congress to consider as we develop legislation and oversight plans to
combat ransomware attacks.
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We would appreciate you coordinating a response on behalf of the whole Administration
including the Department of Justice, the Department of Homeland Security, and the Intelligence
Community. We look forward to working with you on this issue in the coming months. Thank
you for your attention to this matter.

Sincerely,
> Gary @éers Rob Portman
Chairman Ranking Member

cc: The Honorable Merrick Garland, Attorney General
The Honorable Alejandro Mayorkas, Secretary of Homeland Security
The Honorable Avril Haines, Director of National Intelligence



