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IPMI tandard on Rackmount Unit

Raid 1 - Raid 10 torage Configuration

3 Year Hardware Warrant

Hot-wappale Drive a for a Field Upgrade

Availale 2x2.4 Ghz Xeon ix Core Proceor

nd-to-nd ncrption

Unlimited erver, Worktation and Dektop Licening

David' oundview Catering: A CrptoLocker ucce tor
(/reource/david-oundview-catering-a-crptolocker-
ucce-tor)

Learn how Datto IRI aved a compan' erver from CrptoLocker and recovered in
under an hour.
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Indutr Leader

Datto i an innovative provider of comprehenive ackup, recover and uine
continuit olution ued  thouand of managed ervice provider worldwide. Datto’
140+ P purpoe-uilt cloud and famil of oftware and hardware device provide Total
Data Protection everwhere uine data live. Whether our data i on-prem in a
phical or virtual erver, or in the cloud via aa application, onl Datto offer end-to-
end recoverailit and ingle-vendor accountailit.

Datto’ innovative technologie include Intant Virtualization, creenhot ackup
Verification™, Invere Chain Technolog™, ackup Inight™, and end-to-end encrption.
All Datto olution are upported  24/7/365 in-houe technical upport (/upport) and
elected product offer time-aed cloud data retention, for predictale illing and
udget management.
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The Datto product line conit of the Datto IRI Famil (/iri), Datto ALTO Famil
(/alto), Datto ackupif Famil (/ackupif), Datto DNA Router (/dna), and Datto NA
(/na).

Founded in 2007  Autin McChord, Datto i privatel held and profitale. In 2013,
General Catalt Partner inveted $25M in growth capital, and in 2015 McChord wa
named to the Fore “30 under 30” ranking of top oung entrepreneur.

eamle Integration

Datto partner with the et technolog provider in the indutr to deliver the mot
rout and eamle DR and uine continuit olution availale, including:
AutoTak, ConnectWie, Kaea, AVG and torageCraft.

xplore Datto’ olution
(/compare)

EXECUTIVE LEADERSHIP





The Only Backup and Disaster Recovery Solution  
That Offers Instant On- and Off-Site Virtualization, 
Backup Verification and True Business Continuity

The SIRIS Difference

SIRIS utilizes a new technology that dramatically 
simplifies the backup and recovery process. By 
employing inverse chain technology, SIRIS eliminates 
the traditional backup chain, taking data directly from 
the server and turning it into virtual machines (.vmdk 
files) that can be booted instantly from a remote web 
interface. This new way of storing data allows for instant 

on- and off-site recovery and can prevent businesses 
from having to experience costly downtime in the 
event of a catastrophe. Following every backup, a test 
virtualization is performed and confirmation is sent via 
email. SIRIS is a true business continuity solution that 
provides companies with an insurance policy against 
loss of data and downtime.

Screenshot Verification of Backup

SIRIS contains another industry-first feature: verification 
of backup, bootability and hardware independent 
restore. After a backup, the image file is test booted and a 
screenshot of the booted VM is emailed as confirmation 
that the backup occurred, that it’s bootable and can be 
recovered instantly. Flexible scheduling for screenshot 
verifications allows you to set the parameters for 
the frequency of screenshot verifications, which can 
happen as often as every hour. When the automated 
verification occurs, the screenshot is emailed as part 

of your backup report. These screenshots are not only 
a useful resource to confirm data integrity, but also 
reveal server damage or corruption before it is readily 
apparent to users.

Supported Operating Systems for Screenshot 
Verifications:

Windows XP, Server 2003, Windows Vista, Server 2008, 
Windows 7    

Break Free from the Chain

The SIRIS backup process eliminates the area where 
problems arise in the traditional backup process: the 
backup chain. SIRIS takes your data and converts it 
directly into a .vmdk file each time a backup occurs. 
Your most recent backup image is always the full 
(base) image and does not rely on past incrementals 

to restore data. Since each backup is a virtual machine, 
there is no need for a conversion process to occur 
before performing a restore. Finally, inverse chain 
technology means data is always available immediately. 
Users never have to worry about an incremental being 
damaged or a complicated roll up process. 
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From   

Sent time    04/17/2013 08:13:58 PM

To   

Subject    Fwd: Going Forward ­ Con't

Attachments    Mailbox Sizes.bmp    
 

Begin forwarded message:

From: 
To: 
Subject: Re: Going Forward ­ Con't

Here are the answers:

In order to finalize the agreement and project details, we will be getting a bunch of these questions:

•         How many BlackBerrys? Between 20 and 25 (things change often) but no more than 25 that is our max license count

•         Are they using Blackberry 10s? No

•         How many domains? 2 email domains presidentclinton.com<http://presidentclinton.com> and
clintonemail.com<http://clintonemail.com>.  The active directory domain is clinton.local

•         How will we access the existing exchange infrastructure for migration purposes? Unclear if onsite will work.  We have a ASA
5000 series that we could use to give VPN access.  While transfer may be slower it will give 24/7 access to the engineers.

•         What version of Exchange are they running now? 2007?  yes as part of SBS server.  It is service pack3

•         Can we get remote access in advance to do a Discovery?  I don't see why not, but I am not the decision maker on that one.

•         How big are their mailboxes? I know two are big, but we need to start to get to exact details.  ­­Attached is a screen shot of all
the mailbox sizes (output of the exchange console).  I have cropped out the mailbox names for security purposes,

We have rough planning answers to all of these, but we need to get to the final true access and details with patches, versions etc.

Should we give them access or how are they going to get the data for conversion?  I don't understand this question.

On Tue, Apr 16, 2013 at 4:49 PM,   wrote:
:

In order to finalize the agreement and project details, we will be getting a bunch of these questions:

•         How many BlackBerrys?

•         Are they using Blackberry 10s?

•         How many domains?

•         How will we access the existing exchange infrastructure for migration purposes?

•         What version of Exchange are they running now? 2007?

•         Can we get remote access in advance to do a Discovery?

•         How big are their mailboxes? I know two are big, but we need to start to get to exact details.
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We have rough planning answers to all of these, but we need to get to the final true access and details with patches, versions etc.

Should we give them access or how are they going to get the data for conversion?

From: 
Sent: Tuesday, April 16, 2013 4:25 PM
To: 
Cc:     

Subject: Re: Going Forward ­ Con't

same as   but adding her to confirm that.

On Tue, Apr 16, 2013 at 4:18 PM,   wrote:
Super.  What is the billing address for that. Perfect.

From: 
Sent: Tuesday, April 16, 2013 3:33 PM
To: 
Cc:     
Subject: Re: Going Forward ­ Con't

yes CESC (which stands for Clinton Executive Services Corporation)

On Tue, Apr 16, 2013 at 2:36 PM,   wrote:
Do they have a family office name.  Sometimes families have a family office company­ like you do for the foundation. I was hoping they
had a family office that was a LLC or Inc that we could use that did not have their name in it.  How do they pay non foundation staff­
directly in their name?  Do they have a trust?

From: 
Sent: Tuesday, April 16, 2013 2:33 PM

To: 
Cc    
Subject: Re: Going Forward ­ Con't

I think that has to be them, doesn't it?

On Tue, Apr 16, 2013 at 2:18 PM,   wrote:
Her name? I can use her address.  This is the person that has the legal rights to the facility and hardware.

From: 
Sent: Tuesday, April 16, 2013 2:18 PM

To: 
Cc:     
Subject: Re: Going Forward ­ Con't

On Tue, Apr 16, 2013 at 2:11 PM,   wrote:
I am generating the PO for the hardware order.

I am generating the agreement for the co­location agreement. It should be in your name, so if you wanted to fire Platte and keep the
servers at the facility you can do that.

We want the client to be the owner of this, so these have to be generated in the clients name and address.

Obviously, it would not be the clients full name or home address.  What name and billing address do you want me to use so I can get
these generated and make them the owner.

From: 
Sent: Tuesday, April 16, 2013 2:04 PM
To: 
Cc:     

Subject: Re: Going Forward ­ Con't
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I think   had a person in NY that he thought would work.  I did not know about DC for physcail requirements.  We can do a person
in NY then we keep it separate and then they can always call Platte for issues.  I just wont worry as much about the SLA and hours as
they will be the second line of defense/
8 digit password on iphones [ARE WE SWITCHING FOLKS TO IPHONES? BECAUSE THE OFFICE AS I RECALL USES BB AND
I WOULD BE INCLINED TO KEEP THAT DISCIPLINE]
yup to you. Also, we need to consider the ipad with email too.  HRC used an ipad with email right?
change the server domain name [DOES THIS MEAN EVERYONE SHE JUST GAVE A NEW EMAIL TO HAS TO GET ANOTHER
EMAIL FOR HER? AND IS THAT TRUE FOR ALL OF THE OWJC OFFICE TOO?  CAN THEY HAVE DIFFERENT DOMAIN
NAMES ON SAME SERVER ­ E.G., KEEP PRESIDENT CLINTON AND OWJC; CHANGE HERS TO SOMETHING ­ LIKELY
HRCO.COM<http://HRCO.COM><http://HRCO.COM> IF THAT IS AVAILABLE OR SOMTHING; AND DON'T FORGET WE HAVE
CHELSEA WHO USES CHELSEA OFFICE SO NEED TO UNDERSTAND WHAT IS BEING RECOMMENDED IN DOMAIN
CHANGE REFERENCE HERE]
ideally I recommend something for the server and then lots of email domain addresses can point to the server address.  So we make
the server address something like testyyy  or something nobody cares about. Then email address can have pretty ones that you
redirect to the server one basically.
can users use secure email…needs explanation, but basically do not make much or any work for them, but it does for the users
reading their emails from them. [NOT FOLLOWING]
we should talk about this. It requires nothing for a user sending an email but some work for the person getting the email. I will send you
an email from me­ see this image. In the upper right, you see Send Secure.  I will send you and email by clicking that vs send.  You get
a note saying that you have an email, but it does not give you the email.  I have to give you a password to get the email.  It means that if
your gmail account was hacked, they would not get my doctors report or pictures or whatever it was I sent you. It is "technically" not in
your email system.
<image001.png>
2 level authentication for admin
2 level authentication for all outside the us
1 firewall, 2 not required
dual processor
use of cloud jacket or alike for security monitoring and ids with extra ability to control and block
no desktop support­ that will be local or reconsidered later [SEE MY COMMENTS ABOVE]
I think   has a person. I know lots of folks locally that are able to help, and Platte can help too.  This depends on if we are talking
about email only or full desktops and printers and firewalls. I spoke to   about it.  Too hard to write in email.  Happy to talk
tomorrow afternoon.
Negotiate the table I sent you to be a bit tighter/stricter
keep desktop/mobile email access support at normal levels since they won't be the first line of defense [HOW DOES THIS CONNECT
WITH TWO ABOVE?]
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From:  

Sent time:   06/06/2013 12:59:59 PM

To:  

Cc:   CRC

Subject:   RE: CESC
 

Ok??? I’ll just build the contract based on normal pricing.
 

From  
Sent: Thursday, June 06, 2013 11:59 AM
To: 
Cc: CRC
Subject: Re: CESC
 
Whatever u told me it would be
100? Cannot remember

Sent from my iPad

On Jun 6, 2013, at 10:57 AM,   wrote:

There will s ll be a monthly fee. What are they expec ng on that?
 

From  
Sent: Thursday, June 06, 2013 11:56 AM
To: 
Cc: CRC
Subject: Re: CESC
 
Using da o but only onsite 
Turning off cloud
They do not want it

Sent from my iPad

On Jun 6, 2013, at 10:50 AM,   wrote:

 – I know you are out. I just need a quick answer. What’s the story with the Datto for CESC? Are
we going to be pushing backups to the cloud? Did we present a monthly price to them? I can’t find
anything and Da o wants to know before they finalize the order.
 

  |  
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From:  

Sent time:   01/26/2015 12:51:57 PM

To:      

Cc:   Procurement

Subject:   RE: Datto
 

What is the proper channel for this?  Should stuff like this go to    Doesn’t seem like the realm of a tech support ticket
 

From:   
Sent: Monday, January 26, 2015 1:51 PM
To:  ;  ; 
Cc: Procurement
Subject: RE: Da o
 
Ok, I’m showing that there is not a cap. We may want to get clarification.
 

 
 

 | 

 
 
From:   
Sent: Monday, January 26, 2015 11:48 AM
To:     
Cc: Procurement
Subject: RE: Datto
 
They had privacy concerns of course.  The cloud storage is s ll through Da o, I think the private cloud feature just puts it in a
different datacenter or something?
 

From:   
Sent: Monday, January 26, 2015 1:47 PM
To:  ;  ; 
Cc: Procurement
Subject: RE: Da o
 
CESC is on Private Cloud. The don’t use Datto’s storage space. There is not a cap on Datto’s end. Do they have another provider?
 
 

 |

 
 
From:   
Sent: Monday, January 26, 2015 11:37 AM
To:   
Cc: Procurement;
Subject: RE: Datto
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Offiste reten on at CESC is only 2 months
 

From:   
Sent: Monday, January 26, 2015 1:35 PM
To: ; 
Cc: Procurement
Subject: RE: Da o
 
You may want to reach out to   I believe that when this happens there is an old “full” that needs to be trimmed off the
cloud backup. It may require a support  cket.
 

From:   
Sent: Monday, January 26, 2015 11:33 AM
To: 
Cc: Procurement
Subject: RE: Da o
 
What is the cap on CESC?  I show 1.5 TB offsite, and it’s listed as green in the Datto console
 

From:   
Sent: Monday, January 26, 2015 1:31 PM
To: 
Cc: Procurement
Subject: Da o
 
Have you made any changes to CESC and   They are both over.
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From:  

Sent time:   06/06/2013 01:08:45 PM

To:  

Subject:   FW: SIRIS 2000

Attachments:   DattoInvoice482547.pdf    
 

 

 

From:   
Sent: Thursday, June 06, 2013 12:07 PM
To: 
Subject: Re: SIRIS 2000

 

Here is a copy of the invoice. Let me know if you have any questions. Thanks.

 

On Thu, Jun 6, 2013 at 2:01 PM,   wrote:

Sounds good. Consider it done.

 

On Thu, Jun 6, 2013 at 2:01 PM,   wrote:

They are going private cloud on this one. Can you order it up please? PO#7942‐6276

 

From:   
Sent: Thursday, June 06, 2013 11:56 AM

To: 
Subject: Re: SIRIS 2000

 

I have the invoice put together so I am ready whenever you are. Take your time.

 

On Thu, Jun 6, 2013 at 1:55 PM,   wrote:

Asked… hang tight, sales guy is in Mexico.

 

From:   
Sent: Thursday, June 06, 2013 11:40 AM

To: 
Subject: Re: SIRIS 2000
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If you could find out for me before I order that would be good. Finance doesn't want to have to worry about any crediting
down the road.

 

On Thu, Jun 6, 2013 at 1:35 PM,   wrote:

Just place it… although sales didn’t tell me if they were considering private cloud as an alternative. Can that be
decided later?

 

From:   
Sent: Thursday, June 06, 2013 11:35 AM
To: 
Subject: Re: SIRIS 2000

 

Not a problem. a problem. Would you like me to place it or send you the quote first?

 

On Thu, Jun 6, 2013 at 12:47 PM,   wrote:

– need you to order me up an S2000 and have it shipped to our office here in Denver ( ). Can
you make that happen for me?

 

End User:

CESC

Marcum LLP c/o

 

 (P) 

 

 

Let me know if you need anything additionally from me.
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Marcum LLP Partner
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­­

Best regards,

Datto Inc.

Phone: 
Support: 
E­Mail: 
Web: www.dattobackup.com

http://www.bdrfacts.com/compare.html  BDR Comparison

 

­­

Best regards,

Datto Inc.

Phone: 
Support: 
E­Mail: 
Web: www.dattobackup.com

http://www.bdrfacts.com/compare.html  BDR Comparison

 

­­

Best regards,

Datto Inc.

Phone: 
Support: 
E­Mail: 
Web: www.dattobackup.com

http://www.bdrfacts.com/compare.html  BDR Comparison
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­­

Best regards,

Datto Inc.

Phone: 
Support: 
E­Mail: 
Web: www.dattobackup.com

http://www.bdrfacts.com/compare.html  BDR Comparison

 

­­

Best regards,

Datto Inc.

Phone: 
Support: 
E­Mail: 
Web: www.dattobackup.com

http://www.bdrfacts.com/compare.html  BDR Comparison
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From:  

Sent time:   08/01/2013 11:58:10 AM

To:  

Cc:   ; 

Subject:   RE:   server replacement
 

I thought we specifically had Datto options without offsite backup?  That’s what we got for CESC I believe
 

From:   
Sent: Thursday, August 01, 2013 12:53 PM
To: 
Cc: 
Subject: RE:   server replacement
 
They all have to have offsite, if they don’t it will void all warranty and support.  Maybe go with another backup solution? A
Synology perhaps?
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From:   
Sent: Thursday, August 01, 2013 10:51 AM
To: 
Cc: 
Subject: RE:   server replacement
 
Looks good, can we just change the Datto to one of the units that doesn’t have the offsite backup?  I don’t think they’re going
to go for the 300/mo pricetag
 

From:   
Sent: Thursday, August 01, 2013 12:45 PM
To: ; CRC; 
Subject: RE:   server replacement
 
This was done back in May. Take a look at the quotes and let me know what changes need to be made before I update it please.
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From:   
Sent: Thursday, August 01, 2013 10:38 AM
To: CRC; 
Subject:   server replacement
 
Can we get this quoted?  I think we started but then stopped at some point
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From   

Sent time    08/06/2015 04:01:07 PM

To     

Subject    RE: Private cloud
 

They’re sycing with something at Datto.  There’s an offsite sync server IP listed on the main status page of 8.34.165.155 which is an IP belonging to Datto:

 

 

 

 

 

 

 

 

From:   
Sent: Thursday, August 6, 2015 16:53
To:  ; 
Subject: RE: Private cloud

 

Why do I show cloud recovery points on their da o then?
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From:   
Sent: Thursday, August 6, 2015 16:50
To:  ;
Subject: RE: Private cloud

 

I can although I think it is pre y clear that it is simply backing up the environment and not replica ng anywhere.

 

From:   
Sent: Thursday, August 6, 2015 2:49 PM
To:  ; 
Subject: RE: Private cloud

 

, do you just want to give him the serial # of the CESC datto so he can pull it up and see how it’s set up ?

 

From:   
Sent: Thursday, August 6, 2015 16:47
To: 
Cc:  ; 
Subject: Re: Private cloud

 

That is not something different. With the Siris device the private cloud means that the data is not going to our data center. This can occur in one of two ways. First, you can
just keep the local functionality of the device like you guys have done. The second way would be to not use the cloud but point the data to the private cloud. The difference
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between option 1 and 2 is that you are buying Datto Hardware to put in your cloud and point the Siris to. You are also paying a monthly on that second piece of hardware.

Best regards,

Datto, Inc
Direct Line: 

www datto com

Join the conversation!             

 

On Thu, Aug 6, 2015 at 4:33 PM,  > wrote:

– we have a device on “private cloud” but no node. When we made the purchase, it was under the understanding that we didn’t want to backup to Datto’s
datacenter. Is that something different?

 

 

From  
Sent: Thursday, August 6, 2015 2:20 PM
To: 
Cc ; 
Subject: Re: Private cloud

 

So the Private Cloud is a way for you to create your own cloud with some data center infrastructure that you guys may use. You have the ability to purchase Nodes from
Datto, and set them up in your cloud to back up to and create your own private cloud infrastructure. You must purchase the node through us, and the nodes are used to
preform the offsite functionality of the Siris device. So you have the local virtualization through the Siris and the offsite through the Node.

 

The benefit of this is that you are not required to pay for the cloud storage. You pay the local only price for the Siris which is a reduced monthly, and you pay the monthly
for the node (A small monthly service). The way the nodes work well is if you purchase multiple large nodes (96 TB) and you pay one low monthly on each of those and
then you back up many Siris devices to those nodes with reduced monthlies. It is a good way to save on the monthly cost. The thing you have to keep in mind is that you
are responsible for the monitoring and management of the Nodes.

 

Attached you can find both a pricing sheet as well as a Node Overview. Take a look and let me know if this provides you guys with the answers that you need. If not, I
am more than happy to provide some additional insight for you. Let me know. Thanks. 

Best regards,

Datto, Inc
Direct Line  

 

www datto com

Datto
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Join the conversation!             

 

On Thu, Aug 6, 2015 at 4:10 PM,   wrote:

– can you give ,   and I a brief overview on the private cloud offering? Maybe a decent datasheet or one page sales brochure? 

 

This email has been scanned for email related threats and delivered safely by Mimecast.
For more information please visit http://www.mimecast.com

 

 

This email has been scanned for email related threats and delivered safely by Mimecast.
For more information please visit http://www.mimecast.com
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From:  

Sent time:   08/06/2015 04:44:34 PM

To:  

Cc:    

Subject:   RE: Private cloud
 

The offsite and local reten on are both set to 60 days on all of the agents

 

From:   
Sent: Thursday, August 6, 2015 17:41
To:  ; 
Cc:  ;
Subject: RE: Private cloud

 

 

This is a problem.  This data should not be stored in the Da o Cloud, but because the backup data exists, we cannot delete it,
so the first step for us is to have it moved to the Private Cloud.  Can you tell me how much reten on we have on this customer
for this backup? 

 

  

PLATTE RIVER NETWORKS
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From  
Sent: Thursday, August 6, 2015 3:24 PM
To:
Cc:   
Subject: Re: Private cloud

 

So for some reason this device does appear to be syncing with the Datto Cloud. Now it does not look like you have been billed
for this but it does look like it has data in our cloud. Is this a device that you have on private cloud to cut down on costs, or do you
have them on private cloud because of compliancy requirements? It appears that although this device is set to private cloud, there
is a sycncing schedule set for this device, and for some unknown reason, the device is following the syncing schedule rule as
opposed to the private cloud rule. This is a problem, and I want to have my team look into this issue if we can. If you are doing this
for a cost cutting perspective, I would ask that we keep this device the way it is so I can have development look into the issue. If
you are doing this for compliance purposes, I want to make sure we put you in the confines of your requirements so we can work
at deleting this data. Let me know, and we can adjust accordingly. Thanks.

Best regards,
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Datto, Inc.
Direct Line: 

www.datto.com

Join the conversation!             

 

On Thu, Aug 6, 2015 at 5:08 PM,   wrote:

‐  The console of the unit in ques on says that its offsite sync server is 8.34.165.155, which is a Da o IP address

 

 

From:   
Sent: Thursday, August 6, 2015 17:05
To: 
Cc:  ; 
Subject: RE: Private cloud

 

– any idea why would be seeing cloud recovery points on S/N: 002590AFDEBE?

 

 

 

From:   
Sent: Thursday, August 6, 2015 2:51 PM
To: 
Cc ; 
Subject: Re: Private cloud

 

No problem, let me know if any other questions come up.

Best regards,
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Datto, Inc.
Direct Line: 

 

www.datto.com

Join the conversation!             

 

On Thu, Aug 6, 2015 at 4:49 PM,   wrote:

I think that makes sense. Thanks for the insight.

 

From:   
Sent: Thursday, August 6, 2015 2:47 PM

To: 
Cc:  
Subject: Re: Private cloud

 

That is not something different. With the Siris device the private cloud means that the data is not going to our data center. This
can occur in one of two ways. First, you can just keep the local functionality of the device like you guys have done. The
second way would be to not use the cloud but point the data to the private cloud. The difference between option 1 and 2 is
that you are buying Datto Hardware to put in your cloud and point the Siris to. You are also paying a monthly on that second
piece of hardware.

Best regards,

Datto, Inc.
Direct Line: 

 

www.datto.com
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Join the conversation!             

 

On Thu, Aug 6, 2015 at 4:33 PM,   wrote:

 – we have a device on “private cloud” but no node. When we made the purchase, it was under the understanding
that we didn’t want to backup to Datto’s datacenter. Is that something different?

 

 

From:   
Sent: Thursday, August 6, 2015 2:20 PM
To: 
Cc:  ; 
Subject: Re: Private cloud

 

So the Private Cloud is a way for you to create your own cloud with some data center infrastructure that you guys may use.
You have the ability to purchase Nodes from Datto, and set them up in your cloud to back up to and create your own
private cloud infrastructure. You must purchase the node through us, and the nodes are used to preform the offsite
functionality of the Siris device. So you have the local virtualization through the Siris and the offsite through the Node.

 

The benefit of this is that you are not required to pay for the cloud storage. You pay the local only price for the Siris which
is a reduced monthly, and you pay the monthly for the node (A small monthly service). The way the nodes work well is if
you purchase multiple large nodes (96 TB) and you pay one low monthly on each of those and then you back up many
Siris devices to those nodes with reduced monthlies. It is a good way to save on the monthly cost. The thing you have to
keep in mind is that you are responsible for the monitoring and management of the Nodes.

 

Attached you can find both a pricing sheet as well as a Node Overview. Take a look and let me know if this provides you
guys with the answers that you need. If not, I am more than happy to provide some additional insight for you. Let me
know. Thanks. 

Best regards,

Datto, Inc.
Direct Line: 
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www.datto.com

Join the conversation!             

 

On Thu, Aug 6, 2015 at 4:10 PM,   wrote:

– can you give  ,   and I a brief overview on the private cloud offering? Maybe a decent datasheet or one
page sales brochure? 
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For more information please visit http://www.mimecast.com
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From:  

Sent time:   08/07/2015 04:12:09 PM

To:  

Cc:    

Subject:   RE: Private cloud
 

I spoke with   We still have a lot of unknowns, and we won’t be able to answer the main question (how did this happen?)
un l some me next week, as   is going to have to work with their development department to figure out what happened.

 

The important parts of the call:

 

         The unit was ordered correctly as far as PRN is concerned –   pulled up the original email chain with   from June 2013, and
it’s clear that we asked specifically for no offsite sync.

         Offsite sync appears to have been in place from the beginning

         Since the device should not be syncing at all to the cloud,   is not sure of the implica ons of disabling the offsite sync.  It
might retain the last 60 days of restore points, it might delete them as they age past the 60 day limit, or it might just wipe them
all

           also stated that we could get the data out of the cloud while still staying compliant with the “don’t delete anything”
directive by doing a reverse RoundTrip.  They’d load the cloud restore points onto a USB Drive/NAS, ship it to us (or wherever),
then wipe them from the cloud.  The data would still be preserved, but it wouldn’t be in the hands of a third party any longer

 

 said he would reach out to us on Monday to let us know when we could expect a more thorough explana on from the
development team.

 

Please let me know if anyone else has other ques ons to pass along.

 

 

From  
Sent: Friday, August 7, 2015 16:23
To: 
Cc ;  ; 
Subject: RE: Private cloud

 

 

 will be contac ng you to discuss.
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From:   
Sent: Thursday, August 06, 2015 4:21 PM
To: 
Cc:     
Subject: RE: Private cloud

 

Sounds good. A call would be the right forum to address any and all questions as well as get to the bottom of what might have
happened here. Let me know when works for you and we can get something on the books.

Best, 

On Aug 6, 2015 6:18 PM,   wrote:

Sorry   I’m still trying to wrap my head around this (I was thinking private cloud was separate storage at your facility, but
realized it’s a separate piece of hardware “the node” that is either the customers or could be a node PRN has).  Probably
makes sense to get on a call.  Let me get back to you.
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From:   
Sent: Thursday, August 6, 2015 4:11 PM
To
Cc:  ;   
Subject: RE: Private cloud

 

I am not sure I am following what you are asking. Can we connect for a call tomorrow to go over this. Do you have any free
time?

Best, 

On Aug 6, 2015 5:41 PM,  wrote:

 

This is a problem.  This data should not be stored in the Da o Cloud, but because the backup data exists, we cannot delete
it, so the first step for us is to have it moved to the Private Cloud.  Can you tell me how much reten on we have on this
customer for this backup? 
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From:   
Sent: Thursday, August 6, 2015 3:24 PM
To: 
Cc:  ; 
Subject: Re: Private cloud

 

So for some reason this device does appear to be syncing with the Datto Cloud. Now it does not look like you have been
billed for this but it does look like it has data in our cloud. Is this a device that you have on private cloud to cut down on
costs, or do you have them on private cloud because of compliancy requirements? It appears that although this device is set
to private cloud, there is a sycncing schedule set for this device, and for some unknown reason, the device is following the
syncing schedule rule as opposed to the private cloud rule. This is a problem, and I want to have my team look into this issue
if we can. If you are doing this for a cost cutting perspective, I would ask that we keep this device the way it is so I can have
development look into the issue. If you are doing this for compliance purposes, I want to make sure we put you in the
confines of your requirements so we can work at deleting this data. Let me know, and we can adjust accordingly. Thanks.

Best regards,

Datto, Inc.
Direct Line: 

 

www.datto.com

Join the conversation!             

 

On Thu, Aug 6, 2015 at 5:08 PM,   wrote:

  The console of the unit in ques on says that its offsite sync server is 8.34.165.155, which is a Da o IP address
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From:   
Sent: Thursday, August 6, 2015 17:05
To: 
Cc: ; 
Subject: RE: Private cloud

 

 – any idea why would be seeing cloud recovery points on S/N: 002590AFDEBE?

 

 

 

From:   
Sent: Thursday, August 6, 2015 2:51 PM
To: 
Cc:  ; 
Subject: Re: Private cloud

 

No problem, let me know if any other questions come up.

Best regards,

Datto, Inc.
Direct Line: 

 

www.datto.com

Join the conversation!             

 

On Thu, Aug 6, 2015 at 4:49 PM,   wrote:

I think that makes sense. Thanks for the insight.
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From  
Sent: Thursday, August 6, 2015 2:47 PM

To: 
Cc:   
Subject: Re: Private cloud

 

That is not something different. With the Siris device the private cloud means that the data is not going to our data center.
This can occur in one of two ways. First, you can just keep the local functionality of the device like you guys have done.
The second way would be to not use the cloud but point the data to the private cloud. The difference between option 1
and 2 is that you are buying Datto Hardware to put in your cloud and point the Siris to. You are also paying a monthly
on that second piece of hardware.

Best regards,

Datto, Inc.
Direct Line: 

 

www.datto.com

Join the conversation!             

 

On Thu, Aug 6, 2015 at 4:33 PM,   wrote:

 – we have a device on “private cloud” but no node. When we made the purchase, it was under the
understanding that we didn’t want to backup to Datto’s datacenter. Is that something different?

 

 

From:   
Sent: Thursday, August 6, 2015 2:20 PM
To: 
Cc:  ; 
Subject: Re: Private cloud

 

So the Private Cloud is a way for you to create your own cloud with some data center infrastructure that you guys
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may use. You have the ability to purchase Nodes from Datto, and set them up in your cloud to back up to and create
your own private cloud infrastructure. You must purchase the node through us, and the nodes are used to preform the
offsite functionality of the Siris device. So you have the local virtualization through the Siris and the offsite through the
Node.

 

The benefit of this is that you are not required to pay for the cloud storage. You pay the local only price for the Siris
which is a reduced monthly, and you pay the monthly for the node (A small monthly service). The way the nodes work
well is if you purchase multiple large nodes (96 TB) and you pay one low monthly on each of those and then you back
up many Siris devices to those nodes with reduced monthlies. It is a good way to save on the monthly cost. The thing
you have to keep in mind is that you are responsible for the monitoring and management of the Nodes.

 

Attached you can find both a pricing sheet as well as a Node Overview. Take a look and let me know if this provides
you guys with the answers that you need. If not, I am more than happy to provide some additional insight for you. Let
me know. Thanks. 

Best regards,

Datto, Inc.
Direct Line: 

 

www.datto.com

Join the conversation!             

 

On Thu, Aug 6, 2015 at 4:10 PM,   wrote:

 – can you give  ,   and I a brief overview on the private cloud offering? Maybe a decent datasheet or
one page sales brochure? 

 

This email has been scanned for email related threats and delivered safely by Mimecast.
For more information please visit http://www.mimecast.com
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Mimecast Solution
Mimecast Enterprise Information Archiving provides the secure, perpetual storage and policy
management necessary with the predictable costs and scalability of a true cloud architecture. With
an industry-leading 7 second search SLA, archived information is instantly accessible, making it
easy for employees or administrators to find a single email or to support a larger e-discovery case.

Mimecast solves important archiving challenges by:

• ARCHIVING EMAIL IN THE CLOUD

• RESPONDING QUICKLY TO LITIGATION REQUESTS

• RETAINING IMPORTANT COMPANY FILES

• ARCHIVING LYNC IM CONVERSATIONS

A single, unified archive in the Mimecast cloud delivers scalability, rapid information access and
data assurance — without the spiraling expense of hardware and software typical of legacy on-
premises solutions.

SCHEDULE A DEMO  CHAT WITH SALES  GET A QUOTE 

Flexible storage for your most important communications.

Mailboxes get bloated over time as employees hold onto a growing number of messages and

Archiving and Searching Email













From:  

Sent time:   08/18/2015 11:21:05 AM

To:  

Subject:   RE: email
 

No, think it was all phone comms
 

From:   
Sent: Tuesday, August 18, 2015 12:16
To: 
Subject: Re: email
 
You ever find an email about them cu ng the backups?

Sent from my iPhone

On Aug 18, 2015, at 10:09,   wrote:

That is a LOT of emails, on my part anyway, going back 2 years.  I will have all of my sent items, but not incoming
items.  I only keep deleted items for 6 months
 

From:   
Sent: Tuesday, August 18, 2015 12:08
To:  ;  ; 
Cc:  ; 
Subject: email
 
Please collect all email communications regarding CESC whether it’s internal or external communications.  We
may have to produce that information and I think it’s best to have that ready.
 
Thanks,
 

  

  |  PLATTERIVER.COM
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From:  

Sent time:   08/19/2015 10:02:39 PM

To:  

Subject:   RE: CESC DATTO
 

I guess this is our “welcome to the big leagues” moment  J
 

From:   
Sent: Wednesday, August 19, 2015 22:44
To: 
Subject: RE: CESC DATTO
 
Pisses me off. We were half a day away from signing a   deal with  , and today I get an email saying we
are going to hold off for a li le bit due to their parent company is public, and their afraid of any backlash with their
involvement and its impact to the shareholders / stock price.
 
 

                        
 
From:   
Sent: Wednesday, August 19, 2015 8:40 PM
To: 
Subject: RE: CESC DATTO
 
I’ll look again, but I’m almost positive we don’t have anything about the 60 day cut. 
 
They’re on MXL not Mimecast, but don’t have archiving
 
It’s up to lawyer crap now, so just sit back and enjoy the silly headlines J 
 
It wasn’t the law to be required to use government email servers at the state dept until john Kerry believe it or not.  Colin
Powell used an AOL address for communica ng with staff believe it or not  J
 

From:   
Sent: Wednesday, August 19, 2015 22:37
To: 
Subject: CESC DATTO
 
Any chance you found an old email with their direc ves to cut the backups back in Oct‐Feb. I know they had you cut it once in
Oct‐Nov, then again to 30days in Feb‐ish. If we had that email, we are golden. Would Mimecast have archived it by chance?
Wondering how we can sneak an email in now a er the fact asking them when they told us to cut the backups and have them
confirm it for our records. Starting to think this whole thing really is covering up some shaddy shit…. I just think if we have it in
wri ng that they told us to cut the backups, and that we can go public with our statement saying we have had backups since day
one, then we were told to trim to 30days, it would make us look a WHOLE LOT be er. Maybe we can dra  something up to
whomever you worked with over the phone to have them verify it. They would have to have it in there inbox somewhere I
would imagine. Maybe it is now time to start reading some of their emails, LOL. Maybe not….
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From:  

Sent time:   08/18/2015 11:04:56 AM

To:    

Cc:  

Subject:   RE: Datto
 

Overnight please
 

  

  |  PLATTERIVER.COM

 

From:   
Sent: Tuesday, August 18, 2015 10:04 AM
To: ; 
Cc: 
Subject: RE: Da o
 
Overnight? 3‐5 day ground?
 

From  
Sent: Tuesday, August 18, 2015 10:01 AM
To:   
Cc: 
Subject: RE: Da o
 
That would be great  .  If they need approval for you to set this up, just let me know. 
 

  

  |  PLATTERIVER.COM

 

From:   
Sent: Tuesday, August 18, 2015 9:52 AM
To:  
Cc: 
Subject: RE: Da o
 

 – I’m not sure. I certainly can help. I believe   orchestrated all of the datacenter piece on our initial project.
I found a shipping address from when we ordered stuff:

Phone – (USA or Canada) or  (outside USA or Canada)
Email – 
 

And this:
Please address all shipments as follows:
CESC – 

 
I can call the data center if we are star ng from scratch.
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From:   
Sent: Tuesday, August 18, 2015 9:46 AM
To:   
Cc: 
Subject: RE: Da o
 
Who can make that happen?  What ability do we have for the Data Center to install and connect?
 

  

  |  PLATTERIVER.COM

 

From:   
Sent: Tuesday, August 18, 2015 9:05 AM
To:  ; 
Cc:  >
Subject: RE: Da o
 
We can have it sent over just in case and then determine next steps once we hear from the Clinton staff.

 
 

From  
Sent: Tuesday, August 18, 2015 8:33 AM
To:  ; 
Cc: 
Subject: Da o
 
Do we want to go ahead and overnight the Da o device we received to the Data Center?  Do we have hands there to plug it in
and connect it?  This is to turn encryption on for the backups and then to power down the old device.  I know we don’t have the
go ahead yet, but it would be nice to have it there and ready.
 
Who has informa on and access to the Data Center?
 

  

  |  PLATTERIVER.COM
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From:   SECNAP Network Security 

Sent time:   02/08/2014 01:21:19 AM

To:    

Subject:   [Ticket#1411909] SECNAP Security Incident Report for NY­CESC IPS Alert
 

115.238.101.45 in China was found running an attack against your network . Abuse has been reported to their ISP. Your intrusion
prevention system has automatically blocked this traffic

Notes: snort:1:2012936:ET SCAN ZmEu Scanner User­Agent Inbound:

 

Events listed in GMT timezone

 

GET /w00tw00t.at.blackhats.romanian.anti­sec:) HTTP/1.1

Accept: */*

Accept­Language: en­us

Accept­Encoding: gzip, deflate

User­Agent: ZmEu

Host: 64.94.172.146

Connection: Close

 

 

length = 186

 

000 : 47 45 54 20 2F 77 30 30 74 77 30 30 74 2E 61 74 GET /w00tw00t.at

010 : 2E 62 6C 61 63 6B 68 61 74 73 2E 72 6F 6D 61 6E .blackhats.roman

020 : 69 61 6E 2E 61 6E 74 69 2D 73 65 63 3A 29 20 48 ian.anti­sec:) H

030 : 54 54 50 2F 31 2E 31 0D 0A 41 63 63 65 70 74 3A TTP/1.1..Accept:

040 : 20 2A 2F 2A 0D 0A 41 63 63 65 70 74 2D 4C 61 6E */*..Accept­Lan

050 : 67 75 61 67 65 3A 20 65 6E 2D 75 73 0D 0A 41 63 guage: en­us..Ac

060 : 63 65 70 74 2D 45 6E 63 6F 64 69 6E 67 3A 20 67 cept­Encoding: g

070 : 7A 69 70 2C 20 64 65 66 6C 61 74 65 0D 0A 55 73 zip, deflate..Us

080 : 65 72 2D 41 67 65 6E 74 3A 20 5A 6D 45 75 0D 0A er­Agent: ZmEu..

090 : 48 6F 73 74 3A 20 36 34 2E 39 34 2E 31 37 32 2E Host: 64.94.172.

0a0 : 31 34 36 0D 0A 43 6F 6E 6E 65 63 74 69 6F 6E 3A 146..Connection:

0b0 : 20 43 6C 6F 73 65 0D 0A 0D 0A Close....

[2014­02­08 07:16:16] | 1 | 115.238.101.45:40181 ­> 192.168.42.22:80 | TCP | ACK[1] | snort:1:2012936
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From:  

Sent time:   06/26/2013 04:49:43 PM

To:  

Cc:      

Subject:   FW:

Attachments:   20130626174001503.pdf    
 

Ok­ after many many emails....we got it!

 

Let me know if this is good enough and how we will work this coming into the colocation center now that   has already done his
onsite.

 

I can go out if we need too.

PRN Executive 2

SECNAP Manager 1

InfoGrate Executive
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From:   SECNAP Network Security 

Sent time:   02/17/2014 08:30:45 PM

To:    

Subject:   [Ticket#1412425] SECNAP Security Incident Report for NY­CESC IPS Alert
 

122.49.0.220 in China was found running an attack against your network . Abuse has been reported to their ISP. Your intrusion
prevention system has automatically blocked this traffic

Notes: snort:1:2012936:ET SCAN ZmEu Scanner User­Agent Inbound:

 

Events listed in GMT timezone

 

GET /w00tw00t.at.blackhats.romanian.anti­sec:) HTTP/1.1

Accept: */*

Accept­Language: en­us

Accept­Encoding: gzip, deflate

User­Agent: ZmEu

Host: 64.94.172.148

Connection: Close

 

 

length = 186

 

000 : 47 45 54 20 2F 77 30 30 74 77 30 30 74 2E 61 74 GET /w00tw00t.at

010 : 2E 62 6C 61 63 6B 68 61 74 73 2E 72 6F 6D 61 6E .blackhats.roman

020 : 69 61 6E 2E 61 6E 74 69 2D 73 65 63 3A 29 20 48 ian.anti­sec:) H

030 : 54 54 50 2F 31 2E 31 0D 0A 41 63 63 65 70 74 3A TTP/1.1..Accept:

040 : 20 2A 2F 2A 0D 0A 41 63 63 65 70 74 2D 4C 61 6E */*..Accept­Lan

050 : 67 75 61 67 65 3A 20 65 6E 2D 75 73 0D 0A 41 63 guage: en­us..Ac

060 : 63 65 70 74 2D 45 6E 63 6F 64 69 6E 67 3A 20 67 cept­Encoding: g

070 : 7A 69 70 2C 20 64 65 66 6C 61 74 65 0D 0A 55 73 zip, deflate..Us

080 : 65 72 2D 41 67 65 6E 74 3A 20 5A 6D 45 75 0D 0A er­Agent: ZmEu..

090 : 48 6F 73 74 3A 20 36 34 2E 39 34 2E 31 37 32 2E Host: 64.94.172.

0a0 : 31 34 38 0D 0A 43 6F 6E 6E 65 63 74 69 6F 6E 3A 148..Connection:

0b0 : 20 43 6C 6F 73 65 0D 0A 0D 0A Close....

[2014­02­18 02:25:30] | 1 | 122.49.0.220:54359 ­> 192.168.42.2:80 | TCP | ACK[1] | snort:1:2012936
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>|SECNAP Network Security
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From:   SECNAP Network Security 

Sent time:   03/04/2014 09:25:39 PM

To:    

Subject:   [Ticket#1413193] SECNAP Security Incident Report for NY­CESC IPS Alert
 

211.115.89.124 in the Korea, Republic of was found running an attack against your network . Abuse has been reported to their ISP.
Your intrusion prevention system has automatically blocked this traffic

Notes: snort:1:2012936:ET SCAN ZmEu Scanner User­Agent Inbound:

 

Events listed in GMT timezone

 

GET /w00tw00t.at.blackhats.romanian.anti­sec:) HTTP/1.1

Accept: */*

Accept­Language: en­us

Accept­Encoding: gzip, deflate

User­Agent: ZmEu

Host: 64.94.172.148

Connection: Close

 

 

length = 186

 

000 : 47 45 54 20 2F 77 30 30 74 77 30 30 74 2E 61 74 GET /w00tw00t.at

010 : 2E 62 6C 61 63 6B 68 61 74 73 2E 72 6F 6D 61 6E .blackhats.roman

020 : 69 61 6E 2E 61 6E 74 69 2D 73 65 63 3A 29 20 48 ian.anti­sec:) H

030 : 54 54 50 2F 31 2E 31 0D 0A 41 63 63 65 70 74 3A TTP/1.1..Accept:

040 : 20 2A 2F 2A 0D 0A 41 63 63 65 70 74 2D 4C 61 6E */*..Accept­Lan

050 : 67 75 61 67 65 3A 20 65 6E 2D 75 73 0D 0A 41 63 guage: en­us..Ac

060 : 63 65 70 74 2D 45 6E 63 6F 64 69 6E 67 3A 20 67 cept­Encoding: g

070 : 7A 69 70 2C 20 64 65 66 6C 61 74 65 0D 0A 55 73 zip, deflate..Us

080 : 65 72 2D 41 67 65 6E 74 3A 20 5A 6D 45 75 0D 0A er­Agent: ZmEu..

090 : 48 6F 73 74 3A 20 36 34 2E 39 34 2E 31 37 32 2E Host: 64.94.172.

0a0 : 31 34 38 0D 0A 43 6F 6E 6E 65 63 74 69 6F 6E 3A 148..Connection:

0b0 : 20 43 6C 6F 73 65 0D 0A 0D 0A Close....

[2014­03­05 03:23:30] | 1 | 211.115.89.124:42658 ­> 192.168.42.2:80 | TCP | ACK[1] | snort:1:2012936
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­­

>|SECNAP Network Security

US:+

EU:+

AU:+

IL:+

 



From:   SECNAP Network Security 

Sent time:   06/18/2014 10:48:38 PM

To:    

Subject:   [Ticket#1418524] SECNAP Security Incident Report for NY­CESC IPS Alert
 

ns.km20603­05.keymachine.de[84.19.188.40] in Germany was found running an attack against your network . Abuse has been reported
to their ISP. Your intrusion prevention system has automatically blocked this traffic

Notes: snort:1:2006402:ET POLICY Incoming Basic Auth Base64 HTTP Password detected unencrypted :

http://doc.emergingthreats.net/bin/view/Main/2006402

 

Events listed in GMT timezone

 

POST /admin/assets/themes/case.php?act=tools&d=%2Ftmp HTTP/1.1

host: 64.94.172.146

content­type: application/x­www­form­urlencoded

charset=utf­8

authorization: Basic dmFtcGlyZTpldmlsQGFjY2Vzcw==

content­length: 322

Connection: keep­alive

 

 

length = 247

 

000 : 50 4F 53 54 20 2F 61 64 6D 69 6E 2F 61 73 73 65 POST /admin/asse

010 : 74 73 2F 74 68 65 6D 65 73 2F 63 61 73 65 2E 70 ts/themes/case.p

020 : 68 70 3F 61 63 74 3D 74 6F 6F 6C 73 26 64 3D 25 hp?act=tools&amp;d=%

030 : 32 46 74 6D 70 20 48 54 54 50 2F 31 2E 31 0D 0A 2Ftmp HTTP/1.1..

040 : 68 6F 73 74 3A 20 36 34 2E 39 34 2E 31 37 32 2E host: 64.94.172.

050 : 31 34 36 0D 0A 63 6F 6E 74 65 6E 74 2D 74 79 70 146..content­typ

060 : 65 3A 20 61 70 70 6C 69 63 61 74 69 6F 6E 2F 78 e: application/x

070 : 2D 77 77 77 2D 66 6F 72 6D 2D 75 72 6C 65 6E 63 ­www­form­urlenc

080 : 6F 64 65 64 3B 20 63 68 61 72 73 65 74 3D 75 74 oded; charset=ut

090 : 66 2D 38 0D 0A 61 75 74 68 6F 72 69 7A 61 74 69 f­8..authorizati

0a0 : 6F 6E 3A 20 42 61 73 69 63 20 64 6D 46 74 63 47 on: Basic dmFtcG

0b0 : 6C 79 5A 54 70 6C 64 6D 6C 73 51 47 46 6A 59 32 lyZTpldmlsQGFjY2

0c0 : 56 7A 63 77 3D 3D 0D 0A 63 6F 6E 74 65 6E 74 2D Vzcw==..content­

PRN Project Manager 1 PRN Project Manager 2



0d0 : 6C 65 6E 67 74 68 3A 20 33 32 32 0D 0A 43 6F 6E length: 322..Con

0e0 : 6E 65 63 74 69 6F 6E 3A 20 6B 65 65 70 2D 61 6C nection: keep­al

0f0 : 69 76 65 0D 0A 0D 0A ive....

[2014­06­19 03:40:35] | 1 | 84.19.188.40:38463 ­> 192.168.42.22:80 | TCP | ACK[1] | snort:1:2006402

 

­­

>|SECNAP Network Security

US:+

EU:+

AU:+

IL:+

 



From:  

Sent time:   10/05/2013 07:21:08 PM

To:  

Subject:   RE: CESC cloudjacket unit
 

,

It's up and running, I can log in.

You can reach the dashboard by creating a host entry:
192.168.42.200 ny­cesc.hackertrap.net

Once saved, you can access https://ny­cesc.hackertrap.net

Username:  
Password: 

Please let me know if you have any trouble.

Thanks,

­­

>|SECNAP Network Security
Office: 

­­­­­Original Message­­­­­
From:   
Sent: Saturday, October 05, 2013 7:55 PM
To: 
Subject: RE: CESC cloudjacket unit

Hi  ­  I just spoke to the datacenter guy, he is going to grab a cable and head to our cage to 
plug in the console port and power cycle the unit.  He should be calling me back soon

­­­­­Original Message­­­­­
From: 
Sent: Friday, October 04, 2013 2:29 PM
To:     
Cc: 
Subject: RE: CESC cloudjacket unit

I will be sure to be available.

Feel free to contact me on my cell:   .  I never leave home without my laptop anyway :)

­­

>|SECNAP Network Security
Direct:  

­­­­­Original Message­­­­­
From: 
Sent: Friday, October 04, 2013 2:27 PM
To:     
Cc: 
Subject: RE: CESC cloudjacket unit

 we are looking at possibly getting this installed tomorrow (Sat) afternoon/evening (awaiting
 confirmation from CESC), could you be available in that timeframe if we run into problems?
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­­­­­Original Message­­­­­
From: 
Sent: Thursday, October 03, 2013 11:57 AM
To:     
Cc: 
Subject: RE: CESC cloudjacket unit

Hello 

The machine you have should be labeled relatively well.  The pertinent ports on the back should be
 marked WAN, LAN and Console.

Connection should be like this:

WAN:  take cable from firewall to switch.  Unplug from switch, move to this port.
LAN:  Take a new cable from this port and connect to switch where firewall cable was.

This should restore network connectivity.

Console:  Connect to switch where the specified IP (or DHCP) is available.

I'd be happy to make myself available when this installation is happening.
Feel free to contact me any time.

Thanks,

­­

>|SECNAP Network Security
Office: 

­­­­­Original Message­­­­­
From: 
Sent: Thursday, October 03, 2013 10:18 AM
To:   
Cc:   
Subject: RE: CESC cloudjacket unit

Hi  ,

I'm going to let   answer this as he is the Tech contact. 

Thank you, were looking forward to getting this up and going.

www.secnap.com

________________________________________
From: 
Sent: Thursday, October 03, 2013 10:16 AM
To:   
Cc:   
Subject: CESC cloudjacket unit

Hi  ­

We are hopefully making another attempt at getting this installed in the next week or two­  Can yo
u check your notes again and let me know what interfaces should be plugged into what?  The tech I 
worked with at the datacenter the first time we tried said that there were no labels in the box or
 on the unit.

Thanks!
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______________________________________________________________________
This email has been scanned and certified safe by SpammerTrap(r). 
For Information please see http://www.spammertrap.com/ ___________________________________________
___________________________  
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Russia-Linked Hackers Tried to Access Clinton Server,
Emails Show

 abcnews.go.com /Politics/wireStory/6000-pages-clinton-emails-published-wednesday-34149824

Russia-linked hackers tried at least five times to pry into Hillary Rodham Clinton's private email account
while she was secretary of state, emails released Wednesday show. It is unclear if she clicked on any
attachments and exposed her account.

Clinton received the infected emails, disguised as speeding tickets from New York, over four hours early
the morning of Aug. 3, 2011. The emails instructed recipients to print the attached tickets. Opening an
attachment would have allowed hackers to take over control of a victim's computer.

Security researchers who analyzed the malicious software in September 2011 said that infected computers
would transmit information from victims to at least three server computers overseas, including one in
Russia. That doesn't necessarily mean Russian intelligence or citizens were responsible.

Nick Merrill, a spokesman for Clinton's Democratic presidential campaign, said: "We have no evidence to
suggest she replied to this email or that she opened the attachment. As we have said before, there is no
evidence that the system was ever breached. All these emails show is that, like millions of other
Americans, she received spam."

Practically every Internet user is inundated with spam or virus-riddled messages daily. But these
messages show hackers had Clinton's email address, which was not public, and sent her a fake traffic
ticket from New York state, where she lives. Most commercial antivirus software at the time would have
detected the software and blocked it.

The phishing attempts highlight the risk of Clinton's unsecure email being pried open by foreign
intelligence agencies, even if others also received the virus concealed as a speeding ticket from Chatham,
New York. The email misspelled the name of the city, came from a supposed New York City government
account and contained a "Ticket.zip" file that would have been a red flag.

Clinton has faced increasing questions over whether her unusual email setup offered proper secrecy
protection and records retention. The emails themselves — many redacted heavily before public release
— have provided no shocking disclosures thus far and Clinton has insisted the server was secure.

During Clinton's tenure, the State Department and other U.S. government agencies faced their own series
of hacking attacks. U.S. counterterrorism officials have linked them to China and Russia. But the
government has a large staff of information technology experts, whereas Clinton has yet to provide any
information on who maintained her server and how well it was secured.

The emails released Wednesday also show a Clinton confidant urging her boss and others in June 2011
not to "telegraph" how often senior officials at the State Department relied on their private email accounts
to do government business because it could inspire hackers to steal information. The discussion never
mentioned Clinton's own usage of a private email account and server.

The exchange begins with policy chief Anne-Marie Slaughter lamenting that the State Department's
technology is "so antiquated that NO ONE uses a State-issued laptop and even high officials routinely end
up using their home email accounts to be able to get their work done quickly and effectively." She said
more funds were needed and said an opinion piece might make the point to legislators.



Clinton said the idea "makes good sense," but her chief of staff, Cheryl Mills, disagreed: "As someone who
attempted to be hacked (yes I was one), I am not sure we want to telegraph how much folks do or don't do
off state mail b/c it may encourage others who are out there."

The hacking attempts were included in the 6,300 pages the State Department released, covering a period
when U.S. forces killed Osama bin Laden and the Arab Spring rocked American diplomacy.

New York State police warned as early as July 2011 about emails containing warnings of traffic tickets that
actually contained computer viruses.

Clinton received five copies between 1:44 am and 5:26 a.m. on Aug. 3, 2011. They appeared to come from
"New York State — Department of Motor Vehicles," warning that a car registered to Clinton was caught
speeding "over 55 zone" on July 5. Clinton had no public events in Washington that day, following the July
4 holiday. The email instructed the recipient to "print out the enclosed ticker and send it to town court,
Chatam Hall, PO Box 117."

The former first lady and New York senator had maintained that nothing was classified in her
correspondence, but the intelligence community has identified messages containing "top secret"
information. Clinton had insisted that all of her work emails were being reviewed by the State Department,
but Pentagon officials recently discovered a new chain of messages between Clinton and then-Gen. David
Petraeus dating to her first days in office that she did not send to the State Department.

As part of Wednesday's release, officials upgraded the classification level of portions of 215 emails, State
Department spokesman John Kirby said. Almost all were "confidential," the lowest level of classification.
Three emails were declared "secret," a mid-tier level for information that could still cause serious damage
to national security, if made public.

"The information we upgraded today was not marked classified at the time the emails were sent," Kirby
stressed.
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A Decade at the Forefront

Founded in 2001, SECNAP Network Security has occupied a strategic position on the leading

edge of the information security industry for more than a decade, with a singular focus on

research and development of effective security solutions that are able to adapt as

cyberthreats evolve. Today we are a full-service Internet security provider with exceptional

expertise in tracking, trending and preventing, in real-time, computer attacks, network

intrusions, negligent insider actions, data leakage, and exploitation of vulnerabilities in

networks, email systems and web applications.

 

Our Security Mission

SECNAP Network Security is dedicated to protecting clients against the loss of intellectual

property (IP), personally identifiable information (PII), personal health information (PHI) and

other sensitive data. We continue to develop and deploy innovative security solutions and

best security practices to prevent organizations from being victimized by network attacks,

viruses, Trojans, phishing and spear-phishing schemes, and other cybercrime. Unlike

reactive solutions, SECNAP delivers proactive, first-strike protection based on advanced

technologies that enable threats to be detected at the edge of the Internet.

 

Why SECNAP Network Security is Right for You

Because you’re looking for the most advanced security available today, at rates you can

afford today. Because our security solutions leverage next generation technologies that

consistently exceed expectations, providing unparalleled protection and convenience.

Because the SECNAP engineering team remains laser-focused on taking security to the next

level while keeping it accessible to you. Because exceptional security delivers an

unexpected benefit: complete peace of mind.

Our clients call us their favorite secret weapon in the war on cybercrime. We’d like to be

yours.

 

Doing Our Share

While we’re providing flawless information security, SECNAP also makes every effort to

conserve natural resources by lowering energy consumption in our daily operations and in

the products we provide for our customers. In addition, SECNAP employees contribute to a

variety of environmental conservation organizations.
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and virtually eliminates the nefarious zero-day attack.

SmartAlert Filter

This patented software enables us to provide you with precise attack prevention services at

the lowest possible cost. The intelligent filter eliminates more than 98% of the false alarms

generated by typical intrusion detection and intrusion prevention systems, dramatically

reducing the number of events our security team must investigate and resolve. Which makes

them efficient and highly effective on a 24/7/365 basis.

Other Integrated Components

The CloudJacket device integrates a number of other modules to ensure the most effective

protection you can buy–from a smart anomaly engine and powerful correlation engine to

trend analysis and advanced signature matching.  Plus other optional elements you may

request as needed.

Expert Security Team

Just as we augment your existing network security infrastructure with state-of-the-art

intrusion detection and intrusion prevention technologies, SECNAP also augments your own

IT team with a full staff of some of the brightest network security engineers in the industry.

SECNAP engineers have extensive hands-on experience combating complex network attacks

and leveraging the very latest security technologies–so that our clients don’t have to.

Explore

CloudJacket

Managed Benefits

Optimal Deployments

Patented Technology
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Before you choose an IDS/IPS solution, consider these factors:

Provides 24/7/365 network monitoring by a team of certified, expert Security

Engineers in redundant Secure Operations Centers (SOCs) in the U.S.

Leverages full redundancy, advanced technology, and extensive

signatures/rules databases updated in real time.

Provides comprehensive, layered protection including:

Detection—to identify intrusions, and intruders, as attacks are attempted

Prevention—to keep intruders out of network and to prevent data leakage

Response—to proactively combat threats as they are occurring, and report

new threats.

Expert customer technical support is always just a phone call or email away.

Provides access to detailed pre-defined and customizable reports via

dashboard interface.

Simplifies budgeting with one annual subscription fee. (We can invoice semi-

annually or quarterly if you prefer.)

Includes management of properly-scaled appliance, deployment of patented

technology, 24/7/365 network monitoring, and real-time updates.

Explore

CloudJacket

Managed Benefits

Optimal Deployments

Patented Technology

SECNAP Managed Service

Do It Yourself Strategy
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From:  

Sent time:   08/19/2015 03:16:06 PM

To:  

Cc:   ;  ;   

Subject:   Re: CESC CloudJacket Renewal Agreement
 

approved

 

 

 

> On Aug 19, 2015, at 4:03 PM,   wrote:

>

> All:

>

> Attached is the Cloud Jacket renewal. This is for our Intrusion Detection System and Monitoring. It sits in front of our email server to
protect it. I don't want this to lapse at all. Nothing changed­ just renewal needed.

>

> Thanks

>

> 

> <CESCMNSSRenewalAgreementAugust 2015.pdf>
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From:  

Sent time:   04/16/2013 03:47:45 PM

To:  

Subject:   RE: Name and Address
 

Do we have a phone number?
 

  

PLATTE RIVER NETWORKS
              

   

WWW.PLATTERIVER.COM

 
From:   
Sent: Tuesday, April 16, 2013 2:46 PM
To: 
Subject: Name and Address
 
Here is the name and address we should be using for the PO and Co‐LO and all agreements.
 
CESC
C/o 
Marcum LLP

Marcum LLP Partner

InfoGrate Executive

InfoGrate Executive

PRN Executive 2

PRN Executive 2

PRN Executive 2





 
9/5 ‐   ‐ 2 hours 
* Buy and configure cer ficate renewal for the email server
 
9/5 ‐   ‐ 30 min
* Reconfigure email forwarding per   most recent instructions
 
9/4 ‐  ‐ 30 min
* Set up email forwarding for   account per 
* Reset   BB ac va on password
 
8/27 ‐   ‐ 15 min
* New account setup for 
 
 

 
 

From:   
Sent: Friday, September 27, 2013 2:24 PM
To:  ;  ; 
Subject: RE: How is the Pres? Did we get cloud jacket in?
 
How about how many in the last month or two?  Who, How many etc.
 
From:   
Sent: Friday, September 27, 2013 2:23 PM
To:     
Subject: RE: How is the Pres? Did we get cloud jacket in?
 
We’ve had zero helpdesk tickets this week as far as I know, except for one password reset at the very beginning
 

From:   
Sent: Friday, September 27, 2013 2:22 PM
To:  ; 
Cc: 
Subject: RE: How is the Pres? Did we get cloud jacket in?
 
Are there any help desk  ckets? Are they happy.
 
From:   
Sent: Friday, September 27, 2013 1:12 PM
To:   
Cc: 
Subject: RE: How is the Pres? Did we get cloud jacket in?
 
We still don’t have the cloud jacket device installed for CESC because no one will reply to our emails about scheduling it.
The Help Desk is live and working.
I’ll hit   on Cloud Jacket again today and stress the urgency.
 
 
From:   
Sent: Friday, September 27, 2013 10:31 AM
To:   Craig Papke
Subject: How is the Pres? Did we get cloud jacket in?
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From:  

Sent time:   08/19/2013 09:55:00 AM

To:  

Subject:   FW: CloudJacket
 

Ugh.  Don’t take any shit on this‐ I don’t appreciate them complaining about service when I reply to all of their emails within
minutes, and almost never get replies back.
 

From:   
Sent: Monday, August 19, 2013 10:49 AM
To: 
Cc: 
Subject: RE: CloudJacket
 
Honestly, it seems like user error or lack of user communication to me most of the time.  For example I’ve had instances twice
where   says that Chelsea can’t get to outlook web access from the UK, or her blackberry wasn’t getting email for a while,
then I’ll reply within minutes asking for a detail or two, and then there’s no reply until the next day saying it went away‐ if I get
a reply at all.  They just don’t follow up on communications when things fix themselves or when I’m trying to find out more
informa on about a problem.
 
I think we just need the process formalized so we can actually track things (which is what we’re going to be doing once this
helpdesk stuff is finalized).  Having a  cket open for each issue makes things pre y ironclad since we can put in notes about
followup emails and calls, etc.
 

From:   
Sent: Monday, August 19, 2013 10:42 AM
To: 
Cc: 
Subject: Re: CloudJacket
 
I wonder if they are going to say they never had this before.
 
Could it be the ISP we have at the colo? What could we do to reduce it? 

 

On Aug 19, 2013, at 10:41 AM,   wrote:

Travel, moving between home and office, random wireless or phone provider signal strength stuff.  Pre y
standard
 

From:   
Sent: Monday, August 19, 2013 10:40 AM
To: 
Cc: 
Subject: Re: CloudJacket
 
Why would people be dropped and need to restart? 

 

On Aug 19, 2013, at 10:39 AM,   wrote:

News to me.  I’ve had very few support requests.  Most of them are temporary can’t connect to my
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email sort of things that go away as soon as they restart or try again.  Our biggest problem with them
right now is that they very rarely reply to emails or take forever to do so.
 
I’ve only had a small handful of support requests in the last month
 

From:   
Sent: Monday, August 19, 2013 10:36 AM
To:   
Subject: Fwd: CloudJacket
 

 

Begin forwarded message:

From: 
Date: August 19, 2013, 10:24:56 AM EDT
To: 
Subject: RE: CloudJacket

I need to talk to you – I have calls until 12. When you are available. Lots of complaints
about service.
 
From:   
Sent: Monday, August 19, 2013 10:24 AM
To: 
Cc:   
Subject: Re: CloudJacket
 

 
We really really need to do this and get you on board.  We are le  in a bad state.  
 
1‐ We want to add in this extra security. We are paying for it and now using the security.
 
2‐ we need to get you all fully on boarded so they can service you properly in case you
have an issue.
 
Can we make  me for it? I know there is never a good  me, but we really don't want to
be here another month.
 
Thanks

 

On Aug 19, 2013, at 10:19 AM,   wrote:

 checking in on this
 

From:   
Sent: Thursday, August 15, 2013 4:13 PM
To:  ';  ; 
Subject: RE: CloudJacket
 
Hi   Following up on this
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From:   
Sent: Monday, August 12, 2013 11:12 AM
To:  ';  ; 
Subject: RE: CloudJacket
 
Yes we could arrange this with the datacenter folks.  Which would you
prefer?
 

From:   
Sent: Saturday, August 10, 2013 8:34 AM
To:    ; 
Subject: Re: CloudJacket
 
Is it possible to do on a weekend or a er hrs?
 
From:   
Sent: Friday, August 09, 2013 04:39 PM
To:    ; 

 
Subject: CloudJacket 
 
Hi 
 
I hope you had a great trip. I need to schedule some  me with you to
install the CloudJacket device since the first go‐around didn’t work.  It may
require 10‐20 minutes of down me, since I need to direct the tech at the
datacenter over the phone how to plug the cables in.   When can we
schedule this for?
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From:  

Sent time:   10/17/2013 09:59:17 AM

To:    

Subject:   RE: [Ticket#134804] SECNAP Security Incident Report for NY­CESC IPS Alert
 

Please block

 

­­­­­Original Message­­­­­

From: SECNAP Network Security

Sent: Thursday, October 17, 2013 8:57 AM

To:   

Subject: [Ticket#134804] SECNAP Security Incident Report for NY­CESC IPS Alert

 

The host at 193.107.16.111 Appears to be scanning your network, this traffic should be blocked, unless expected.

 

 

Notes: snort:1:2003616:ET WEB_SERVER DataCha0s Web Scanner/Robot :

http://www.internetofficer.com/web­robot/datacha0s.html

http://doc.emergingthreats.net/2003616

 

Events listed in GMT timezone

[2013­10­17 14:51:46] | 1 | 193.107.16.111:40968 ­> 192.168.42.22:80 | TCP | ACK[1] | snort:1:2003616

 

­­

>|SECNAP Network Security

US:+

EU:+

AU:+

IL:+
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CLOUDJACKET SERVICES AGREEMENT 
 

THIS CLOUDJACKET SERVICES AGREEMENT (this “Agreement”) is effective as of this ___day 

of ______, 2013 (the “Effective Date”) by and between SECNAP NETWORK SECURITY 

CORPORATION (DBA CLOUDJACKET), a Delaware corporation, having a place of business at 

 (“SECNAP”), and _________________  

__________________________________________ (Company name) a ___________ (State) 
corporation, having a place of business at __________________________________________ 

___________________________________________ ("Client” or “Company"). 

 

WHEREAS, Client desires to use SECNAP’s CloudJacket services and products; and 

 

WHEREAS, this Agreement sets forth the terms and conditions by which SECNAP will provide 

CloudJacket services and products for Client. 

 

NOW THEREFORE, in consideration of the mutual agreements and respective promises contained 

herein, the parties agree as follows: 

 

Section 1. Services 

 

A. Services Provided. During the Term of this Agreement (as specified in Section 3 of this Agreement), 

and subject to the terms and conditions of this Agreement, SECNAP will provide to Client the following 

CLOUDJACKET services and products (collectively, the “Services”): 

 

(a) CloudJacket inline device(s) ("CLOUDJACKET Equipment"); 

 

(b) 24x7x365 monitoring and escalation of network intrusion alarms and events; 

 

(c) Real-time security incident response and forensics; 

 

(d) Real-time notification, via Worldwide Edge Attack Sensor Network, of any attack directed at 

specific Client network versus regional or more general attack; 

  

(e) Escalation in accordance with Client preference (PDA, pager, email, telephone); 

  

(f) Automatic back-tracing of events; 

  

(g) First-Alert priority vulnerability email service; 

  

(h) Reporting via email daily, weekly and/or monthly; 

  

(i) Real-time metrics available on demand through robust customer dashboard; and 

  

(j) Technical consultation as needed regarding the Services. 
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B. Other Matters related to the Services. 

 

 (a) Cooperation. Client acknowledges that the ability of SECNAP to provide efficient Services 

depends on Client’s cooperation with SECNAP and compliance with SECNAP’s instructions and 

procedures on installation and use (e.g. pre-installation questionnaire), which shall be provided to 

Client prior to Client use of the Services. Client agrees to accommodate SECNAP’s reasonable 

requests for cooperation to comply with Client’s specific duties and specific instructions and 

procedures established by SECNAP with respect to receipt of the Services. Client consents to 

SECNAP’s use of third party subcontractors in connection with the performance of the Services; 

however, SECNAP shall manage and remain responsible for performance of any subcontractors.  

 

 (b) Provided Equipment. Any malfunction or manufacturer’s defects of equipment provided by 

SECNAP to Client or purchased directly by Client used in connection with SECNAP's Services 

provided hereunder will not be deemed a breach of SECNAP’s obligations under this Agreement. 

Client shall not resell, transfer, export or re-export any CLOUDJACKET Equipment or other 

SECNAP equipment, or any technical data derived therefrom. Client shall not use or transfer any 

CloudJacket Equipment, other SECNAP Equipment or any technical data derived therefrom in a 

manner that would violate any applicable United States or foreign law. 

 

 (c) Scope of Use. Subject to the terms and conditions of this Agreement, SECNAP hereby grants 

Client a limited license to install and use the Services and CLOUDJACKET Equipment. Client’s use 

of the Services and CLOUDJACKET Equipment shall be for Client’s internal business purposes only. 

Client specifically acknowledges and agrees that it shall not sell, resell, act as a service bureau or 

otherwise use the Services or the CLOUDJACKET Equipment to compete with SECNAP or to 

provide substantially similar services and products to third parties in competition with SECNAP. 

 

 (d) Place where the CLOUDJACKET Equipment will be installed. Prior to the delivery and 

installation of the CLOUDJACKET Equipment, Client and SECNAP will mutually agree on the exact 

location where the CLOUDJACKET Equipment will be installed and connected to Client’s network 

(the "Client’s Data Center"). 

 

 (e) Service Order Form.  In order to effect the delivering of the CLOUDJACKET Equipment to 

Client and the provision of the Services, the parties will execute the services order form attached 

hereto as Exhibit A, for the order of such products and services provided by SECNAP, which shall 

incorporate, and be subject to, all of the terms and conditions of this Agreement (the “Service Order 

Form”).  In the event of any conflict or inconsistency between this Agreement and the Services Order 

Form, the terms of this Agreement shall prevail with respect to SECNAP products or services 

provided under such Services Order Form. 

 

Section 2. Fees and Billing.  

(a) Fees.  Client will pay SECNAP the fees listed in the Service Order Form.  If fees are not stated 

on the Service Order Form for a certain class of services that Client requests or requires, those 

additional services shall be the subject of a separate written agreement between Client and SECNAP. 

(b) Billing.  Charges for fees indicated in the Service Order Form as being due at the commencement 

of the Term shall be due and payable when billed on the execution and delivery of this Agreement 

(“Effective Date”).  All other fees for Services rendered and expenses incurred shall be payable as 

indicated in the Service Order Form, and shall be invoiced by SECNAP on a periodic basis as 

C
lo
ud
Ja
ck
et
 S
er
vi
ce
 O
rd
er
 F
or
m
 a
nd
 P
ur
ch
as
e 
A
gr
ee
m
en
t 0
5­
20
13
 

do
cx



4 
 

described in the Service Order Form. Payments shall be due upon receipt within fifteen (15) days of 

the date of each SECNAP invoice.  All payments shall be made in U.S. dollars.  Invoices not paid 

when due shall be subject to a late charge of 1.5% per month or the highest rate permitted by law, 

whichever is less. 

(c) Taxes.  SECNAP may invoice and Client shall pay all taxes, fees or assessments and other 

charges imposed on or required to be collected by SECNAP by any governmental agency that may 

result from this Agreement, or any of the activities contemplated hereunder.  Client shall also be 

responsible for paying all taxes, fees or assessments and other charges imposed on Client by any 

governmental agency that may result from this Agreement or any of the activities contemplated 

hereunder. 

Section 3. Term, Termination.  

 

(a) Term of the Agreement.   This Agreement shall commence on the "Service Commencement 

Date" (as defined below) and, unless earlier terminated in accordance with section 3 (b) hereof, shall 

continue for the minimum term set forth in the Service Order Form (the "Term").   

 

(b) Termination.  This Agreement may be terminated in any of the following ways (which also 

automatically will terminate the Service Order Form): 

(i) Client may, in its sole discretion, terminate this Agreement in the event that 

SECNAP has materially breached a material provision of this Agreement and not cured such 

default within 30 days after receipt of written notice of such default.  In this event, SECNAP shall 

be entitled: to retain any fees that previously have been paid; and to be paid for all work 

performed through the date of termination for which fees were not previously paid.  Client shall 

not be entitled to any refund of fees previously paid in the event of termination of this Agreement 

or the Service Order Form under this Section 3(b)(i). 

(ii) SECNAP may, in its sole discretion, discontinue performance hereunder or 

terminate this Agreement on written notice to Client in the event: (A) that Client is in default of 

its payment obligations hereunder; or (B)  that Client has materially breached a material provision 

of this Agreement or the Service Order Form, and such breach is not cured within thirty (30) days 

after written notice thereof. 

 (c) Effectiveness of Agreement. Notwithstanding any termination of this Agreement or reaching the 

end of the Term, this Agreement shall continue to govern the rights and duties of the parties hereto 

with respect to the subject matter of this Agreement, until six months after the latest to occur of: the 

end of the Term; termination of this Agreement in accordance with subparagraph (b) above; or the 

date on which all CloudJacket Equipment and other SECNAP Equipment has been returned to 

SECNAP. Notwithstanding the foregoing, the confidentiality provisions of this Agreement, and the 

matters described under the paragraph entitled "Survival" below, shall each continue in full force and 

effect for the time periods stated therein. 

 

(d) "Service Commencement Date" means that date that is identified in the Service Order Form as 

the initial date as of which the Services are provided. 

 

(e) Return of Equipment on Termination of Agreement.  In the event Client terminates this 

Agreement under Section 3(b) , then Client shall return the CloudJacket Equipment (and any other 
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SECNAP Equipment in its possession) no later than 15 days after the date of termination. If Client 

fails to timely return the CloudJacket Equipment (together with any other SECNAP Equipment in its 

possession), then Client shall pay SECNAP the sum of $15,000.00 as liquidated damages, which 

amount shall be due and payable on the 30th day after the date of termination of the Agreement. 

 

Section 4. Representations and Warranties. 

 

(a) Client Warranties. Client represents and warrants to SECNAP: (i) that it owns or has the legal 

right and authority, and will continue to own or maintain the legal right and authority during the term 

of this Agreement, to install and use the SECNAP CloudJacket Equipment in the Client’s Data 

Center; (ii) that Client will not use the CLOUDJACKET Equipment in any manner that would violate 

any applicable law or regulation. 

 

(b) SECNAP Warranties. SECNAP represents and warrants to SECNAP that it possesses the right 

to license the Services.  

 

(c) Disclaimers by SECNAP. THE SERVICES ARE PROVIDED “AS IS.” EXCEPT FOR THOSE 

WARRANTIES EXPRESSLY MADE IN THIS AGREEMENT, SECNAP DOES NOT MAKE, 

AND HEREBY DISCLAIMS, ANY AND ALL EXPRESS AND/OR IMPLIED WARRANTIES, 

INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY, FITNESS 

FOR A PARTICULAR PURPOSE, NONINFRINGEMENT AND TITLE, AND ANY 

WARRANTIES ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE. 

EXCEPT FOR THOSE WARRANTIES EXPRESSLY MADE IN THIS AGREEMENT, SECNAP 

DOES NOT WARRANT THAT THE SERVICES WILL BE AVAILABLE UNINTERRUPTED, 

ERROR-FREE OR ON A COMPLETELY SECURE BASIS. SECNAP MAKES NO 

REPRESENTATION OR WARRANTY WITH RESPECT TO, AND SPECIFICALLY DISCLAIMS 

ANY WARRANTY AGAINST INFRINGEMENT WITH RESPECT TO, ANY EQUIPMENT 

OWNED, LEASED OR USED BY CLIENT, OR OTHER HARDWARE OR SOFTWARE 

DELIVERED IN CONNECTION HEREWITH. CLIENT HEREBY WAIVES ALL RIGHTS NOW 

OR HEREAFTER CONFERRED BY STATUTE TO MAKE REPAIRS OR ALTERATIONS TO 

THE CLOUDJACKET EQUIPMENT AND ANY OTHER SOFTWARE OR HARDWARE 

PROVIDED TO CLIENT BY SECNAP. 

 

Section 5. Limitation of Liability.   CLIENT’S RIGHTS AND REMEDIES HEREUNDER ARE 

EXCLUSIVE AND IN LIEU OF ALL OTHER RIGHTS AND REMEDIES.  IN NO EVENT WILL 

SECNAP BE LIABLE TO CLIENT, ANY EMPLOYEE, AGENT OR CONTRACTOR OF CLIENT, 

OR ANY THIRD PARTY FOR ANY CLAIMS ARISING OUT OF OR RELATED TO THIS 

AGREEMENT, INCLUDING, IN RELATION TO THE CLIENT’S DATA CENTER, ANY 

EQUIPMENT, ANY SERVICES, CLIENT’S BUSINESS OR OTHERWISE, WHICH CLAIMS 

INVOLVE PUNITIVE OR EXEMPLARY DAMAGES OR LOST PROFITS, EVEN IF ADVISED OF 

THE POSSIBILITY OF SUCH DAMAGES, WHETHER UNDER THEORY OF CONTRACT, TORT, 

STRICT LIABILITY OR OTHERWISE.   NOTWITHSTANDING ANYTHING TO THE CONTRARY 

IN THIS AGREEMENT AND EXCEPT FOR INTENTIONAL MISCONDUCT OR GROSS 

NEGLIGENCE, SECNAP’S LIABILITY TO CLIENT, WHETHER ARISING IN CONTRACT, TORT 

(INCLUDING, WITHOUT LIMITATION, NEGLIGENCE AND STRICT LIABILITY) OR 

OTHERWISE, SHALL NOT EXCEED THE AMOUNT PAID BY CLIENT TO SECNAP DURING 

THE PRECEDING TWELVE (12) MONTHS. 
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Section 6. Indemnity. 

 

(a) Client Indemnity. Client shall indemnify, defend and hold harmless SECNAP and its affiliates’ 

and their respective officers, employees, directors, shareholders and agents from and against any and 

all claims, demands, actions, damages, liability, judgments, expenses and costs of third parties 

(including, but not limited to, reasonable attorneys’ fees) arising from or relating to: (i) Client’s use of 

Client’s equipment, the CloudJacket Equipment or the Services, (ii) claims asserted by third parties 

with whom Client has a contractual or other relationship, including, without limitation, Client’s 

customers and licensors, (iii) Client’s acts or omissions, (iv) claims relating to Client’s (A) 

infringement or misappropriation of intellectual property rights, defamation, libel, slander, obscenity, 

pornography or violation of rights of privacy or publicity, or (B) spamming, or any other offensive, 

harassing or illegal conduct, (v) any breach by Client of any warranty, covenant or obligation 

hereunder, (vi) any injury to or death of any person or damage to any property occurring upon the 

Client’s Data Center and/or the building or the land of which it is a part claimed to arise out of (or in 

connection with) Client’s negligent acts or omissions, or (vii) the violation of any law or regulation 

by Client; provided, however, that the indemnification provided under this Section 6 (a) shall not 

cover that portion of any claims that: arise from the gross negligence, willful misconduct or fraud of 

SECNAP; or that constitute a breach or violation of this Agreement by SECNAP. 

 

(b)  SECNAP Indemnity. SECNAP shall indemnify, defend and hold harmless the Client and its 

affiliates’ and their respective officers, employees, directors, shareholders and agents from and 

against any and all claims, demands, actions, damages, liability, judgments, expenses and costs of 

third parties (including, but not limited to, reasonable attorneys’ fees) arising from or relating to (i) 

claims asserted by third parties with whom SECNAP has a contractual or other relationship, 

including, SECNAP’s customers and licensors, (ii) claims relating to SECNAP’s (A) infringement or 

misappropriation of intellectual property rights, defamation, libel, slander, obscenity, pornography or 

violation of rights of privacy or publicity, or (B) spamming, or any other offensive, harassing or 

illegal conduct; provided, however, that the indemnification provided under this Section 6 (b) shall 

not cover that portion of any claims that: arise from the gross negligence, willful misconduct or fraud 

of Client; or that constitute a breach or violation of this Agreement by Client. 

 

Section 7. Confidentiality.  Each party acknowledges that, in the course of the performance of this 

Agreement, it ("receiving party") may have access to the “Confidential Information” (as defined below) 

of the other party ("disclosing party"). The receiving party agrees to use reasonable efforts to prevent the 

disclosure to any other person, firm or corporation of any Confidential Information that it receives from 

the disclosing party, and shall protect such Confidential Information by using the same degree of care 

(which shall be no less than reasonable care) to prevent its unauthorized disclosure as the receiving party 

uses to protect its own confidential information of a like nature.  Receiving party shall not, without the 

prior written consent of the disclosing party, disclose the Confidential Information in any manner 

whatsoever, in whole or in part, except to such of receiving party’s officers, directors, shareholders, 

employees, attorneys, agents, accountants or subcontractors who: (i) have a valid need to know the 

Confidential Information, but Confidential Information shall be revealed to each such person only to the 

extent necessary for legitimate business uses in connection with the performance of this Agreement (the 

“Purpose”); (ii) are informed of this Agreement, and (iii) acknowledge their responsibility to be bound by 

the terms of this Agreement as if a party hereto.  Receiving party also agrees not to use the Confidential 

Information for any purpose other than for the Purpose.  Confidential Information does not include 

information which (a) is now, or hereafter becomes, publicly known or available through lawful means; 

(b) is already known to the receiving party, and such prior knowledge can be demonstrated through 

physical evidence that pre-dates this Agreement; (c) is disclosed to the receiving party without 
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confidential or proprietary restriction by a third party who rightfully possesses and rightfully discloses the 

information; (d) is the subject of a written permission to disclose provided by the disclosing party; (e) is 

required to be disclosed pursuant to court order or subpoena, or similar process issued by a governmental 

authority; or (f) is necessary to perform hereunder or to enforce this Agreement; provided however, that if 

such information is disclosed pursuant to either subsection (e) or (f), then the party proposing to make the 

disclosure shall, if allowed by law, first provide notice to the disclosing party and an adequate opportunity 

to the disclosing party to object to such disclosure, at disclosing party’s expense.  Upon request of either 

party or on termination or expiration of this Agreement, each party shall return the Confidential 

Information of the other party then in its possession. The confidentiality obligations hereunder with 

respect to any disclosure of information made within the term of this Agreement, shall survive the 

termination or expiration of this Agreement for a period of three (3) years. The term "Confidential 

Information" shall mean any proprietary or confidential information, trade secrets or other information, 

whether or not marked "Confidential" furnished during the term of this Agreement, whether tangible or 

intangible, disclosed directly or indirectly in writing or orally, and in whatever form or medium provided, 

that constitute any or all of the following: technical information, technical data, research, products, 

software services, software code, development, macros, source code, algorithms, formulas, inventions, 

ideas, concepts, processes, specifications, designs, drawings, engineering, methods, techniques, 

marketing, customer information, business plans and forecasts or financial information, current products 

or services, future products or services, and any and all derivative works of any of the foregoing and any 

all patents and copyrights therein or any improvements thereof.  

 

Section 8. General Provisions. 

 

(a) No Third-Party Beneficiary. It is the explicit intention of the parties hereto, that no person or 

entity other than the parties to this Agreement and their respective successors and assigns is or shall 

be entitled to bring any action to enforce any provision of this Agreement against either of the parties. 

 

(b) Relationship of the Parties. Neither party will have the authority to make any representations, 

claims or warranties of any kind on behalf of the other party or on behalf of such party’s licensors or 

suppliers. Neither party hereto is an employee, agent, joint venturer or partner of the other party. 

Nothing in this Agreement shall be interpreted or construed as creating or establishing the 

relationship of employer and employee between Client and either SECNAP or any employee or agent 

of SECNAP. Neither party shall have the power or authority to bind or obligate the other.  

(c) Force Majeure. Neither party shall be deemed in default of this Agreement to the extent that 

performance of its obligations or attempts to cure any breach are delayed or prevented by reason of 

any act of God, act of terrorism, fire, natural disaster, accident, act of government, strikes, 

unavailability of material, facilities, telecommunications services or supplies or any other cause 

beyond the reasonable control of such party. 

 

(d) Assignment. This Agreement and the rights and obligations hereunder shall not be assigned 

(including, without limitation, by way of merger, consolidation, sale of assets or change in control 

involving Client or SECNAP, or otherwise) or otherwise transferred by either party without the prior 

written consent of the other party, which consent may be unreasonably withheld, and no assignment 

shall relieve the assigning party of its obligations hereunder. This Agreement will inure to the benefit 

of and be binding upon the parties and their respective successors and permitted assigns. 
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(e) Notices. All notices required hereunder shall be delivered by one or more of the following 

methods:  

i. personally; 

ii. by overnight courier (e.g. Federal Express or UPS);  

iii. by certified or registered mail, return receipt requested; or  

iv. sent by telecopy or facsimile transmission, answer back requested; 

in each such case addressed to the party to be notified at the respective addresses set forth above, and 

to the attention of the person or persons who have executed this Agreement on page 8 hereof.  

 

(f) Waiver. Any waiver of any right or default hereunder shall be effective only if given in writing 

and shall not operate as or imply a waiver of any similar right or default on any subsequent occasion. 

 

(g) Severability. No determination by a court of competent jurisdiction that any term or provision of 

this Agreement is invalid or otherwise unenforceable shall operate to invalidate or render 

unenforceable any other term or provision of this Agreement and all remaining provisions shall be 

enforced in accordance with their terms. 

 

(h) Counterparts and Signatures.  This Agreement and any amendment thereto may be executed in 

any number of counterparts, each of which shall be deemed an original but all of which together shall 

constitute one and the same single document, and any such counterpart containing an electronically 

scanned or facsimile signature will have the same effect as original manual signatures.  

 

(i) Governing Law. This Agreement will be governed by and construed under, and the legal relations 

between the parties hereto will be determined in accordance with, the laws of the State of Florida, 

without giving effect to such state’s conflict of law principles. The parties agree that any litigation 

regarding the interpretation, breach or enforcement of this Agreement will be exclusively filed in and 

heard by the Circuit Court for Broward County, Florida, and the parties hereby submit to the personal 

jurisdiction of such court. 

 

(j) Headings.  The section headings are for reference and convenience only and will not be 

considered in the interpretation of this Agreement. 

(k) Entire Agreement.  This Agreement, including any other attachments, exhibits and schedules 

hereto, which are hereby incorporated by reference into this Agreement, constitutes the entire 

agreement between the parties with respect to its subject matter and supersedes all other agreements, 

oral or written, relating to its subject matter.  There are no other representations, understandings or 

agreements between the parties relative to such subject matter. This Agreement may not be amended, 

altered or modified except by a writing signed by the parties. 

(l) Due Authority.  Each party represents to the other that it is duly authorized to execute this 

Agreement and to perform its obligations hereunder according to the terms set forth herein.  Each 

party further represents that its execution of this Agreement and performance of its obligations 

hereunder are not and will not be in violation of any obligations it may have to any third party. 

(m) SECNAP Intellectual Property. Client covenants, represents and warrants, notwithstanding any 

other provision of this Agreement, that it shall in no way interfere with, impair, disseminate or cause 

dissemination of, or decompile, disassemble or reverse engineer, copy, modify or translate any 

SECNAP Intellectual Property (as defined below). Client shall have no right, title, claims or interest 
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in or to the SECNAP Intellectual Property and no license of SECNAP Intellectual Property is 

intended or implied, beyond the limited use license and restrictions on use stated herein.  Client may 

not use the SECNAP Intellectual Property or related documentation, other than in connection with the 

Services and in accordance with this Agreement, or grant any other person or entity the right to do so. 

Upon the expiration or termination of this Agreement for any reason, Client shall deliver, or cause to 

be delivered or returned, to SECNAP all physical property and electronic media that contains any of 

SECNAP’s Intellectual Property. “SECNAP Intellectual Property” means any and all "Inventions" 

(as defined below) and other information (whether conveyed visually, orally or in writing) owned by 

SECNAP or in which SECNAP has "Rights" (as defined below), about algorithms, trade secrets, 

computer software, designs, technology, ideas, know-how, show-how, products, services, processes, 

data, techniques, improvements, inventions (whether or not patentable), works of authorship, and 

other information concerning SECNAP's actual or anticipated business, technologies, research or 

development, or which is received in confidence by or for SECNAP from any third party.  “Rights” 

means any and all patent rights, copyright rights, trade secret rights, sui generis database rights and all 

other intellectual property, industrial property and proprietary rights recognized anywhere in the 

world, now or in the future. “Inventions” means any and all improvements, inventions (whether or 

not patentable), works of authorship, derivative works, trade secrets, technology, computer software, 

algorithms, formulas, compositions, ideas, designs, processes, techniques, know-how and data made, 

conceived, reduced to practice or developed (in whole or in part, either alone or jointly with others). 

(n) Survival. The parties agree that the provisions herein regarding intellectual property ownership, 

confidentiality, indemnification and limitation on liability shall survive any termination, expiration or 

cancellation of either this Agreement or the license to use the Services and equipment granted herein. 

 

(o) Certain Interpretations. The Section and Paragraph headings in this Agreement are inserted 

only as a matter of convenience, and in no way define, limit, or extend or interpret the scope of this 

Agreement or of any particular Section or Paragraph. Pronouns, wherever used, and whatever gender, 

shall include natural persons, companies, partnerships, trusts, corporations, and associations of every 

kind and character, and the singular shall include the plural wherever and as often as may be 

appropriate.  Whenever the terms “hereof”, “hereby”, “herein”, “hereunder” or words of similar 

import are used in this Agreement, they shall be construed as referring to this Agreement in its 

entirety rather than to a particular section, paragraph or provision.  References in this  Agreement to 

articles, sections, paragraphs, subsections, schedules or exhibits are to articles, sections, subsections, 

paragraphs, schedules or exhibits in or to this  Agreement unless otherwise stated. The term “person” 

shall mean any governmental authority or any individual, firm, partnership, corporation, limited 

liability company, joint venture, trust, unincorporated organization or other entity or organization. In 

construing this Agreement, a defined term has its defined meaning throughout this Agreement, 

regardless of whether it appears before or after the place where it is defined. The language used in this 

Agreement shall be deemed language chosen by the parties to express their mutual intent, each having 

an equal opportunity to participate in the drafting of the provisions hereof; accordingly, in construing 

this Agreement, no party shall be presumed or deemed to be the “drafter” or “preparer” hereof and no 

rule of strict construction shall be applied against any party.  

 

(p) NO JURY TRIAL.  EACH PARTY HERETO WAIVES HIS, HER OR ITS RIGHT TO A 

JURY TRIAL IN THE EVENT OF ANY DISPUTE OR LITIGATION ARISING HEREUNDER OR 

UNDER ANY RELATED TRANSACTION OR DOCUMENT EXECUTED IN CONNECTION 

HEREWITH.  

 

[Signatures on following page] 
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IN WITNESS WHEREOF, the parties hereto have executed this Agreement on the date first set forth 

above. 

 

SECNAP Network Security Corporation 

 

By: ______________________________  

 

Date: __________/____________/___________  

 

Print Name: ______________________________  

 

Print Title: ______________________________  

 

 

 

__________________________________________ [Print Name of Client] 

 

By: ______________________________  

 

Date: __________/____________/___________  

 

Print Name: ______________________________  

 

Print Title: ______________________________  
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EXHIBIT A 

SERVICE ORDER FORM 

[to be attached] 
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https://www.secnap.com/products­services/spam­email­secuirty/email­encryption/ 2/2

Attempt Encryption enables email to be encrypted if destination server is TLS-

compatible, and delivers the message unencrypted if it is not

Force Encryption will only send encrypted messages, which will only be delivered if

receiving server is TLS-compatible; the client site administrator is notified of failed

deliveries. If ‘Force Encryption’ is selected as the default for Inbound messages, only

emails that were TLS-encrypted by the sending location will be received

Encryption Off disables encryption

Any option may be set as the default for all Outbound messages, all Inbound messages,

or both

Any selected default option may be overridden by a different selection, per recipient

domain, for Outbound email encryption

Available with all appliance models and all Virtual Private SpammerTrap hosted services

(Standard and Premier), integrated into the security software—no additional hardware or

software required.

Explore

SpammerTrap

  Content Filtering

  Email Archiving

  Email Encryption

  Proactive Monitoring

  Robust Reporting
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