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Good morning. There’s an old saying familiar that: “No good deed goes unpunished.” The modern technological corollary of that could be: “No good invention goes unexploited for bad purposes.”

And so it is in the world of cyberspace – as enemies and criminals have used it increasingly to attack business and our federal, state, local governments.


It was only forty years ago that the first two computers were connected into what is now the Internet. Now nearly the entire world is on line. The Internet has led to a wonderful revolution in commerce, communications, entertainment and finance that has added greater efficiency, convenience, and pleasure to our enterprises. 

But, again, it seems: “No good invention goes unexploited for bad purposes.”

And that successful computer experiment 40 years ago that gave us this interconnected world has also given us a global wave of cyber crime that threatens both our national security and the integrity of our economic security.

In a hearing last April, this Committee examined in detail the threats to national security brought on by terrorists, nation states, common hackers, and cyber criminals.

We learned, for example, that computers containing information on the joint-strike fighter and our electrical grid have been compromised, possibly giving our enemies information that could make our fighter planes more vulnerable and, at worst, plunge our cities into darkness.


Today, we will focus on a new wave of cybercrime that is hitting businesses of all sizes across our country and ask the question: “What can be done by the public and private sectors to make commercial cyberspace secure, especially for organizations that can’t afford to have large IT staffs on the job 24/7?”


We will hear from two witnesses from the private sector who will describe what real cybercrime is and what the private sector is doing about it and two witnesses from the federal government.
The latest targets of cybercrime are small- and medium-sized businesses. 

In one particular example, cyber criminals operating out of Eastern Europe stole millions of dollars from businesses and local governments by first sending a seemingly innocuous e-mail to an unsuspecting company comptroller or treasurer. The message contained either a virus or an Internet link that installs a tiny piece of computer code designed to steal passwords. 


Using those passwords to gain entry to accounts, the crooks then patiently siphon off amounts less than the $10,000 that would trigger a bank report under federal anti-money laundering requirements. Their methods are so sophisticated that the traffic seems to be coming from an authorized computer – which could be a legitimate computer that has been commandeered – so the bank doesn’t know anything is amiss.


The money is then transferred to “money mules” – people recruited to set up bank accounts the stolen money can be transferred to and who then forward the money to the cyber-criminals.

Some of these people may not even be aware they are taking part in a crime. They are often recruited to become “local agents” handling cash transfers for what they believe to be a legitimate company. 

The cyber gangs find these people over Internet job boards by advertising the chance to “make money from home” or by contacting people directly who have posted resumes on a legitimate job service.


Once the money shows up in the accounts the mules have set up, they are given instructions on how to wire it to other accounts controlled by cyber criminals.  


Cyber criminals, using this basic system have already stolen a lot of money: $700,000 from a school district near Pittsburgh; $100,000 from an electronics-testing firm in Baton Rouge, La.; and $1.2 million from a Texas manufacturer.

These, of course, are only a few examples of what can only be described as a cybercrime wave.  

In 2007, TJX Corporation – the parent company of T.J. Maxx and Marshall’s – experienced a breach in its wireless networks during which up to 94 million credit and debit card numbers were put at risk of being used illegally.  

In 2008, Heartland Payment Systems – whose CEO is testifying before us today – was targeted by hackers in an attack that compromised at least 130 million credit card accounts.  

These are just the large intrusions we know about – a lot of these cyber attacks go undetected or unreported because the victims are too frightened to report them – because of security reasons, or they’ve been threatened, or they don’t want it known that it happened.

This can’t go on. Forty years ago, the Internet was a tiny island of interconnected university computers that, while vast in potential, was still just an interesting academic experiment.

Today the Internet is a global asset – a new strategic high ground we call “cyberspace” – that we must secure just as any military commander would seize and control the high ground of a battlefield. 

But securing cyberspace is much more complicated to do since the Internet is, by nature, a limitless place and security cannot be achieved by the government or private sector alone or by either or both easily.  

A public-private partnership to defend the integrity of cyberspace is essential. Together, business, government, law enforcement throughout the world must come together to deter these attacks and bring these criminals to justice.


Our Committee is working on legislation that will help make this so, specifically to further define and strengthen the role of the Department of Homeland Security in protecting all of us in cyberspace. 

I hope that this hearing will help educate the Committee on how best to protect the private sector in that legislation.


Senator Collins.
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